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Abstract of the contribution: This contribution discusses existing lack of clarity regarding IKEv2 reauthentication in the backhaul and how to address the problem
1. Introduction
It is currently not specified if and how base stations and SEGs can reauthenticate when using NDS/IP in the backhaul. However, (re-)authentication is the only time that certificates are checked for validity. Once the secure backhaul link is established, IKE and IPsec SAs can be maintained indefinitely by rekeying without reauthentication. TS 33.210 mandates that "Rekeying of IPsec SAs and IKE SAs shall be supported as specified in RFC 5996" – but has no requirement on reauthentication.
The validity check during authentication includes the very important evaluation of revocation status by checking a CRL or OCSP. Revocation of a certificate is typically needed when NE compromise or concerns about certificate validity becomes known to an operator or vendor. But this revocation will never become effective when there is no reauthentication.
RFC 5996 nicely summarises this issue:

   Although rekeying the IKE SA may be important in some environments,

   reauthentication (the verification that the parties still have access

   to the long-term credentials) is often more important.

Therefore, it must be ensured that regular reauthentication is enforced in the backhaul, and that this does not interrupt traffic flow to and from non-compromised base stations.
2. IKEv2 background information
2.1 Lifetimes in IKEv2

According to RFC 5996, IKEv2 peers support the following different types of lifetimes (section 2.8.3):
· authentication lifetime

· SA lifetime (both IPsec and IKE)
Implementation guidelines for SA lifetimes are given:

· an "SA expires (based on locally configured values of either lifetime or octets passed)". (Section 4 of RFC 5996)

· "A compliant implementation MUST support both types of [SA] lifetimes, and MUST support a simultaneous use of both." (section 4.4.2.1. of RFC 4301)
· "each end of the SA is responsible for enforcing its own lifetime policy on the SA and rekeying the SA when necessary.  If the two ends have different lifetime policies, the end with the shorter lifetime will end up always being the one to request the rekeying" (section 2.8 of RFC 5996)

· "There SHOULD be two kinds of lifetime -- a soft lifetime that  warns the implementation to initiate action such as setting up a replacement SA, and a hard lifetime when the current SA ends and is destroyed." (section 4.4.2.1. of RFC 4301)

Details for handling authentication lifetimes are left to the implementation, but it is reasonable to assume that SA lifetime guidelines are a good starting point (except the byte count which makes no sense for authentication lifetime).
2.2 Rekeying vs. Reauthentication
Rekeying, as specified in RFC 5996 and mandated by 33.210 section 5.4.2, ensures establishment of new IKE and IPsec SAs without interruption of the traffic between both peers. This is achieved by different means:
Rekeying of IPsec (Child) SAs is done by creating "equivalent" new IPsec (Child) SAs and deleting the old ones. Traffic is automatically shifted from the old into the new SAs because they have the same traffic selectors.

Rekeying of IKE SAs is done by creating a new "equivalent" IKE SAs using "CREATE_CHILD_SA within the existing IKE SA". The new IKE SA "inherits all of the original IKE SA's Child SAs", and then the old IKE SA is deleted.
Rekeying the IKE SA and reauthentication are different concepts in IKEv2. RFC 5996 section 2.8.3 explains:
   IKEv2 does not have any special support for reauthentication.

   Reauthentication is done by creating a new IKE SA from scratch (using

   IKE_SA_INIT/IKE_AUTH exchanges, without any REKEY_SA Notify

   payloads), creating new Child SAs within the new IKE SA (without

   REKEY_SA Notify payloads), and finally deleting the old IKE SA (which

   deletes the old Child SAs as well).

While RFC 5996 gives some explanations on how to achieve rekeying without interrupting traffic flows, there are no details given for reauthentication. However, the tasks for both reauthentication and rekeying are identical for the end points: set up new SAs, shift traffic from the old into the new SAs, delete the old SAs. So, the solution given for rekeying of IPsec SAs without interrupting the traffic should also apply for reauthentication: Traffic is automatically shifted from the old into the new SAs because they have the same traffic selectors.
3. Solution considerations
3.1 Asymmetric threat in backhaul scenario

Risk of a compromise and the degree of operator control are inverse for distributed base station locations, and central SEG locations, respectively:

SEG location: 


high physical security, few locations, and high operator control due to direct access

Base station location: 
lower physical security, many locations, and lower operator control due to distance

Technically speaking, IKE provides mutual authentication between equal peers. From an operator perspective, security concerns in the backhaul scenario are asymmetric, and the peers are not equal: the overall network must be protected from issues that may be caused by a single compromised base station. Consequently, an operator primarily needs to keep control in central locations, and has to control or enforce reauthentication of base stations in the SEGs.

3.2 Initiator/Responder role in backhaul scenario
In the initial IKE setup, the base station takes the role of the initiator, and the SEG the role of the responder. Depending on soft and hard authentication lifetime settings on both ends, the roles could be reversed for reauthentication.

The initial role split works in practice and has been tested extensively – so it should be kept for reauthentication. This allows to simplify requirements for the backhaul scenario, and consider only two of the four lifetime settings:
Req. 1: 
The base station must regularly reauthenticate at the SEG. The reauthentication attempt must be started when its local soft authentication lifetime TA1S configured by the operator expires.
But what happens if the base station is compromised and simply stops regular reauthentication? The SEG must take an active role to enforce the operator's security policy, but the enforcement action would only be triggered for a base station that stopped regular reauthentication: 
Req. 2: 
The SEG must delete an IKE SA with all child SAs, when its local hard authentication lifetime TA2H configured by the operator expires (it makes sense to set TA2H > TA1S)

In addition, the SEG could also try to initiate a reauthentication after a soft authentication lifetime TA2S with TA2H > TA1S > TA2S   However, this will reverse the initiator/responder roles compared to the initial IKE setup. There is a slightly higher risk that implementations may cause traffic interruptions with reversed roles. Moreover, reauthentication by the SEG is not strictly needed when Req. 1 and Req. 2 are met. Something must be wrong with the base station anyhow if it did not reauthenticate after TA1S.
So it would be sufficient for this scenario to implement a soft authentication lifetime in the eNB, and a hard authentication lifetime in the SEG.

3.3 Initiator/Responder role in symmetric scenarios
The role of initial initiator/responder is not clearly assigned for symmetric relations like direct X2 connections between eNB, or inter-domain SEG to SEG connections. Moreover, it can not be assumed that the initiator in the initial IKE setup is configured with the smaller soft reauthentication timer, so that it always takes the role of initiator during the reauthentications. General requirements for the symmetric case are a superset of the simplified requirements in the asymmetric case:
Req. 1: 
A NE must regularly initiate reauthentication of an IKE SA when its locally configured soft authentication lifetime expires.

Req. 2: 
A NE must delete an IKE SA with all child SAs when its locally configured hard authentication lifetime expires.

Req. 3: 
A NE must support reauthentication of an IKE SA as responder, regardless of whether it was IKE initiator or responder for the current IKE SA.

4. Conclusion and proposed way forward

It was shown that IKE reauthentication is needed, and that implementation without traffic interruption in line with RFC 5996 should be straightforward.

The need for a solution may be more urgent for the backhaul scenario than for other scenarios, and the solution may be simpler for this asymmetric case. However, the functionality needed in symmetric scenarios is a superset of those for the asymmetric ones. The symmetric case becomes more important with LTE-A (for X2) and LTE roaming. Therefore, it is proposed to adopt the requirements for the generic case (symmetric scenarios) for inclusion into TS 33.210 section 5.4.2.
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