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1
Introduction
A related security requirement is proposed. So this contribution proposes a security solution to against content tampering and replacement. Although providing integrity protection for content will cost much calculation resources, the content in IMS P2P could be reused several times without modification, so it is worth to make content integrity protection. But integrity check should be optional for UE peers to reduce unnecessary calculation, especially when UE peer capability is limited.
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5
Security Solutions
Editor’s Note: This clause is intended to describe solutions which fulfil the security requirements listed. 
5.x Security protection against content tampering and replacement
When content is provisioned from provider into IMS P2P CDS system, IMS P2P CDS system will break content into several segments. Then these segments will be used to calculate their Hash values through some integrity algorithm, such as MD5. The Hash values could be stored in network and transferred to UE peers through PP_s1 interface when a integrity check request is received.
The detail procedure is as following:

1. IMS P2P CDS system get content from provider. The content will be import to CSS.
2. CSS break content into several segments for P2P transferring preparation.
3. CSS calculate Hash value for each segment.
4. CSS sends content segments and Hash values to CCS. After that, the transferring preparation is finished.
5. When UE (named peer A) uses IMS P2P CDS, it can get content segment from CCS.
6. If the UE peer A wants to verify the content integrity, it should send Hash values request to CCS through PP_s1 interface.
Note: PP_s1 interface is involved to protect Hash values value from tampering.
7. CCS will send Hash value response back through PP_s1 interface.
8. UE pPeer A can use Hash values to verify the content segment integrity.
9. If the another UE (named peer B) is involved, it can get content segment from peer A.
10. If peer B wants to verify the content integrity, it should send Hash values request to CCS through PP_s1 interface.
11. CCS will send Hash value response back through PP_s1 interface to peer B.
12. Peer B can use Hash values to verify integrity of the content segment from Peer A.
============================End of Change==========================
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