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6.0
General
The threats identified in clause 5 are counterd using a set of control mechanisms as defined in this clasue. Using only a subset of the control mechanism leaves some threats open. Therefore all control mechanisms need to be applied to mitigate the outlined threats. 

***********  Next change **********

6.2
Control Mechanism 2 – Server Authenticated TLS

To mitigate threat 2 and threat 3, HTTPS, i.e., server authenticated TLS, should be used with integrity and confidentiality protection. This way attacking DNS does not help the attacker as the origin of the web page is authenticated using TLS, and the web page content, and B-TID and Ks_(ext)_NAF are confidentially protected against eavesdropping.
is not sufficient to solve the problem since attacker website could have a fake certificate, which is possible in several ways, e.g. compromised CA, weak certificate, as mentioned in
6.3
Control Mechanism 3 - Channel Binding

The usage of server authenticated TLS as described in clause 6.2, is not sufficient on its own if one were to consider the threat of a compromised TLS server certificate a likely event. Given that in commonly used browsers there are 100+ root certificates from certification authorities (CAs) who have different levels of security protection when issuing and managing certificates, it can in principle be questioned, how secure TLS with server authentication really is.  If one CA is compromised the attacker can use a compromised certificate to lure the user into believing that the attacker’s server is the genuine NAF the user wants to communicate with. The attacker can exploit this to realize the following two threats: 

-
Threat A: The attacker obtains the Ks_NAF from the user and uses this Ks_NAF to impersonate the user towards the genuine NAF, obtain the services and let the user foot the bill. 

-
Threat B: The attacker makes the user reveal information valuable for the attacker that the user would want to reveal only to the genuine NAF.

Even though TLS with server certificates can generally be trusted the TLS channel should for the GBA in browser case be bound to the key derivation process of GBA. This shall however not be taken as a general clue that TLS with server side certificate authentication is insecure. As the key derivation of Ks_(ext)_NAF is already defined with a fixed set of input parameters, and backward compatibility by not changing this key derivation should be ensured, a new Javascript specific key should be derived from Ks_(ext)_NAF using a channel binding mechanism.  This channel binding mechanism shall be based on either RFC 5705 (Keying Material Exporters for TLS) [4] or RFC 5929 (Channel Bindings for TLS) [7].

This mechanism does not help against threat B. The mitigation of threat B is further discussed in clause 8.1.4.

