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1. Overall Description:

SA3 thanks GSMA TSG for their LS on WiFi terminals and would like to provide initial feedback as follows. 
There seems to be a mis-alignment between the document's body text and one highlighted requirement: In 2.1.1 the end of the second paragraph says: 


"...it is recommended that EAP methods: EAP-SIM and EAP-AKA (assumed to also include EAP-AKA') be supported by terminals." 

This may be understood as a "MAY" requirement, but the text in the box below states a "MUST" requirement:

"TSG22_SEC_01 Terminals SHALL support EAP-SIM when SIM or USIM is used."

On the same requirement TSG22_SEC_01: The condition “when SIM or USIM is used” is not meaningful for implementation. Whether SIM or USIM is inserted in a terminal changes from case to case and cannot be the basis for a requirement on supporting, i.e. implementing, certain functions in the terminal.
On TSG22_SEC_02: using the word ‘either’ may be reconsidered as it forbids supporting both EAP-AKA and EAP-AKA’. But, for terminals compliant with 3GPP TS 33.402, the support of both EAP-AKA and EAP-AKA’ is required.

GSMA may also re-consider the requirement TSG22_SEC_05 “Terminals with a valid (U)SIM SHALL have an authentication priority mechanism with EAP-SIM and either EAP-AKA or EAP-AKA’ as highest priority.” as it does not ensure the use of the strongest possible method. 3GPP TS 33.234 specifies that a "WLAN UE with either a USIM or a SIM inserted shall request the authentication method corresponding to the type of smart card it holds". This rules out usage of EAP-SIM when a USIM is inserted in the device.
On terminology: GSMA may consider replacing ‘SIM-based authentication’ with ‘(U)SIM-based authentication’ or ‘AKA-based authentication’ so as to make it clear that not only the use of the SIM (2G) is implied by this term, but also of the USIM (3G and 4G).

On the title of section 2.1.1: “EAP-SIM/EAP-AKA/EAP-AKA”. It should read “EAP-SIM/EAP-AKA/EAP-AKA’ ” (The prime is missing at the end.)

In the same section, the term "legacy authentication" in TSG22_SEC_03 is not well defined. There is some risk that such legacy authentication might conflict with standardised authentication methods.
2. Actions:

To GSMA TSG group.

ACTION1: 
3GPP SA WG3 kindly asks GSMA TSG to take the comments above into account.
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