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1. Overall Description:

SA3 thanks CT1 for their LS on border control concepts for VINE (S3-120605/C4-122465). 

SA3 discussed communication security as well as additional security mechanisms that may need to be supported, and has concluded as follows.

Given that VINE defines the use of the ISC interface between an application server located in the enterprise and the S-CSCF in the public network, IPsec-based network domain security as specified in TS 33.210 Annex C can be used for communication security. In addition TLS could be used as an alternative to IPsec to secure this interface. Note that TLS is currently specified as an option to secure the interface between a CSCF in IMS and a proxy located in a non-IMS network according to TS 33.203 section 6.5.

Regardless of whether IPsec or TLS is used, security must be terminated in front of the ISC gateway function if border control functions such as firewalling, filtering and network hiding are to be provided.
SA3 believes that it may be beneficial if the interfaces between ISC gateway function and application server and between ISC gateway function and S-CSCF, which are currently both denoted as ISC interface, are given different names. 
Finally, SA3 discussed whether the ISC gateway function needs to support mechanisms such as firewalling and filtering, and concluded that further study is needed to determine if these mechanisms are needed. 
2. Actions:

To 3GPP CT1 group:
ACTION: 
3GPP SA3 requests CT1 to take the information into account and provide feedback on the above.  
3. Date of Next TSG-SA WG3 Meetings:
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