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***
BEGIN CHANGES
***
5.2.2
NAF SA identities

A NAF SA holds NAF-key(s) and can have unique identities for uplink and downlink references, this to support unlinkability between uplink and downlink protection measures.

P-TID is assigned by the NAF and should be unique within the NAF.

NAF SA identifiers are:
DL_SA_Id = RAND@'naf': 

Identifies NAF SA in the UE (used by both NAF and UE for downlink traffic).

UL_SA_Id  = Value of P-TID:

Identifies NAF SA in the NAF (used by both NAF and UE for uplink traffic).
NOTE:
'naf' indicates a string of the characters naf.
5.2.3
NAF SA

The NAF needs to keep some additional information in its NAF SA compared with the UE. The UE identity used in the BSF request for GPI must be stored to allow the NAF to determine from which UE a response is coming and also to link sequences of SA's for the same UE. The NAF also needs to store the transport address to which the GPI should be directed. If the NAF uses retransmission to achieve better delivery reliability, it also needs to store the encrypted version of the part of the GPI, which is confidentiality protected. It also has to store the GPI MAC.

Table 5.2.3-1: NAF SA definition

	Parameter name
	NAF
	UE
	Description 
	Notes

	UE_ Id
	m
	o
	The user identity used in NAF request.
	

	UE_Priv_Id
	o
	-
	Private user identity (IMSI/IMPI) for used UE_Id
	

	UE_Trp
	m
	-
	Transport address to which GPI should be delivered
	The transport address used by the NAF when pushing GPI to the UE

	RAND
	m
	m
	RAND in UMTS AKA
	From GPI

	AUTN(*)
	m
	m
	AUTN or AUTN*
	From GPI

	App_Lbl
	m
	m
	UICC application identifier
	From GPI or other implicit agreement or information.

	NAF_Id
	m
	m
	Concatenation of NAF FQDN and Ua security protocol Id
	

	Enc_GPI
	m
	-
	Encrypted part of GPI plus MAC
	

	Mac_GPI
	m
	-
	BSF generated MAC over GPI
	

	UL_SA_Id
	m
	m
	Uplink NAF SA identity
	The identity is defined in section 5.2.2.

	DL_SA_Id
	m
	m
	Downlink NAF SA identity
	The identity is defined in section 5.2.2.

	Ks_NAF /

Ks_ext_NAF
	m
	m
	External NAF-key
	Ks_NAF is generated in GBA_ME based GBA-Push
Ks_ext_NAF is generated in GBA_U based GBA_Push

	Ks_int_NAF
	o
	o
	UICC internal NAF-key
	Ks_int_NAF is generated in GBA_U based GBA_Push

	Key_LT
	m
	m
	Received NAF-Key life time
	


***
NEXT CHANGES
***
Annex B (normative):
GBA-Push UE registration procedure

To be able to use GBA Push based services the user and the service provider need to share information. This is done in a registration procedure. The registration procedure could be explicit and involve the user or it could be automatic relying on user information provided by the user's operator. If the registration is initiated by the operator, the operator will have access to all needed registration information. 

NOTE:
When a user registers with a public identity this might not be the case, especially if the NAF is a third party service provider. One way of alleviating the problem would be to have users perform the registration over an authenticated/secured connection established with normal GBA. Then the BSF could provide the NAF with all needed information. Note however that this functionality is not standardized and that all needed information might not be available over the currently standardized interfaces.

At the registration the Push NAF shall record the user identity (UE_Id), a push delivery method and the associated transport address (UE_Trp). The user identity may be either a public identity or a private identity. 

A public IMS user identity (IMPU) may only be used if it maps to a unique private identity (IMPI). This shall be checked in the registration procedure as the service will fail if the condition is not fulfilled.

When the UE identity is an MSISDN this public identity will map uniquely to an IMSI but with number portability, being active information about the associated operator will be needed in any case to identify to which BSF the user belongs (i.e. to which operator the user has a contract). Knowing the operator will enable the NAF to derive the FQDN of the BSF in the operator’s network.

If the UE to be registered is equipped with a UICC holding more than one UICC application capable of running AKA, the registration process should, if the UICC application to use is not uniquely determined by the UE transport method and/or UE_Id, determine which UICC application to use and how the NAF contacts the corresponding the BSF (needs to know the FQDN of the BSF). If explicit signalling is needed to identify the used USIM / ISIM, the App_Lbl to use should be agreed and recorded.

At registration, a Push NAF intending to use GPL [15] shall record whether the ME is capable of GPL or not. If the ME is capable of GPL, then the supported GPL version in the ME, the supported Cipher Suits in the ME and any other service specific information required for the Push NAF to deliver the service to the ME, shall be registered in the Push NAF as well. If the the Push NAF intends to use GPL_U, then it shall also record the delivery channels to the UICC that the ME supports.

NOTE: The GPL capabilities of the UICC do not need to be registred since this information is available via the GUSS (see clause 4.2 of TS 33.224 [15]).

***
END OF CHANGES
***
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