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First Change

O.1.4
TLS integrity protection indicator

For non-Initial REGISTER messages protected by TLS according to this Annex, the P-CSCF shall attach an appropriate indicator to the message when forwarding it to the S-CSCF. This indicator shall enable the S-CSCF to distinguish between protection by IPsec according to the main body or Annex M and protection by TLS according to this Annex. For more details on the use of this indicator cf. clause O.2.2. When a REGISTER message is not protected by TLS the P-CSCF shall not include any indication about integrity protection by TLS in the messages.

Next Change

O.2.3
TLS session set-up prior Initial registration 
The set-up of the TLS session between the UE and the P-CSCF is based on the TLS profile specified in clause O.2.1. Annex H of this specification describes the parameters of RFC 3329 [21] for the set-up of TLS sessions during Initial registration. 
NOTE 1: 
The sip-sec-agree negotiation according to RFC 3329 [21] is not used for this TLS variant. 
The following describes how TLS session set-up is performed prior the initial registration procedure described in Annex N.2.1.1 (Figure N.1):
-
Prior SM1 the UE performs a TLS handshake with the P-CSCF; the UE shall not re-use an existing TLS connection for initial registrations.
-
After successful establishment of a TLS connection, the UE sends SM1 over this TLS connection. All subsequent messages will be sent over this TLS connection. 
NOTE 2: 
Sec-agree is not used as TLS is selected from start. 
-
When P-CSCF receives SM7, the P-CSCF then sends SM8, together with a TLS integrity protection indicator indicating the logical value "authentication pending". 

-
The S-CSCF receives this message as SM9 and treats it according to Annex N. If the authentication of the UE is successful the S-CSCF shall associate the registration with the local state "tls-protected". 

-
When the P-CSCF receives message SM11 (200 OK) it shall associate the UE's IP address and port of the TLS connection with the TLS Session ID, the IMPI and all the successfully registered IMPUs related to that IMPI. From this point on, the P-CSCF shall not accept any SIP signalling messages outside the TLS connection other than messages relating to emergency services in accordance with TS 24.229 [8] and TS 23.167 [31].

-
After the UE has received SM12 it shall not accept any SIP signalling messages outside the TLS connection other than messages relating to emergency services in accordance with TS 24.229 [8] and TS 23.167 [31].

An S-CSCF shall accept a REGISTER message with a TLS integrity protection indicator indicating "authentication pending" only if it contains a verifiable Digest value computed over a valid challenge according to Annex N.

NOTE 3: 
The S-CSCF may have a local security policy to treat messages other than initial REGISTER messages, messages relating to emergency services, and error messages, differently depending on whether the registration is associated with the state "tls-protected".

Next Change

P.1
Scope of this Annex

This Annex is meant to ensure that the same IMS core network entities can be used to support various authentication schemes defined for Common IMS. In this context, rules are developed how an x‑CSCF can decide from a registration request which authentication scheme to apply. If these rules are not adhered to compatibility problems may arise.
The following authentication schemes are taken into account in this Annex:

-
IMS AKA without and with NAT traversal;

-
GPRS-IMS-Bundled Authentication (GIBA);

-
NASS-IMS-bundled authentication (NBA);

-
SIP Digest authentication (with or without TLS);
-
Trusted Node Authentication (TNA).
These authentication schemes are specified in the following places:

-
IMS AKA without NAT traversal is specified in the main body of this specification;

-
IMS AKA with NAT traversal is specified in Annex M of this specification;

-
SIP Digest without TLS is specified in Annex N of this specification;

-
SIP Digest with TLS is specified in Annexes N and O of this specification; 
-
NASS-IMS-bundled authentication is specified in Annex R of this specification;

-
GPRS-IMS-Bundled Authentication is specified in Annex T of this specification;

-
Trusted Node Authentication is specified in Annex U of this specification.

Next Change

P.3
P‑CSCF procedure selection 

When the P‑CSCF receives a registration request it shall proceed as follows: 
The P CSCF first checks for the presence of an Authorization header in the REGISTER request, and, if present, checks further for the presence of an "integrity-protected" flag within this header. If the flag is present in the message from the UE, it shall be removed.
The P‑CSCF shall then check whether the Security-Client header exists in the received REGISTER message:

· If the REGISTER request contains a Security-Client header then, for an initial registration, the P-CSCF shall select the sec-mechanism and mode (cf. Annex H) from the corresponding parameters offered in the Security-Client header according to its priorities.

· If the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "trans" it shall perform the steps required for IMS AKA without NAT traversal.
· If the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "UDP-enc-tun" it shall perform the steps required for IMS AKA with NAT traversal.
· If the P-CSCF selects the sec-mechanism "tls" it shall perform the steps required for SIP Digest with TLS.
· If the REGISTER request does not contain a Security-Client header, or the P-CSCF does not select any sec-mechanism from the Security-Client header, then the P-CSCF shall behave as follows:

· -
If the REGISTER request is received over a TLS connection, the P-CSCF shall perform the steps required for Digest with TLS prior Initial registration according to Clause O.2.3.  
· -
Otherwise
· -
If the REGISTER request does not contain an Authorization header and was received over an access networks defined in 3GPP specifications then the P‑CSCF shall perform the steps required for GIBA. 

· -
If the REGISTER request was not received over a TISPAN NASS or 3GPP network then the P‑CSCF shall perform the steps required for SIP Digest without TLS.

· -
If the REGISTER request was received over a TISPAN NASS access, then the P‑CSCF shall perform the steps required for NBA as well as the steps required for SIP Digest without TLS, unless it is configured to behave differently or the P-CSCF only supports either SIP Digest without TLS or NBA. If the NBA-related query from the P-CSCF to the TISPAN NASS fails the P-CSCF shall not continue to perform the NBA-related steps.
· For a subsequent registration, the P-CSCF shall continue to use the selected mechanism.

NOTE 1: Note that Annex N states that SIP Digest authentication shall not apply to access networks defined in 3GPP specifications. 
NOTE 2: The use of Authorization headers in IMS REGISTER requests is defined in TS 24.229 [8].

NOTE 3: The inclusion of an Authorization header in a REGISTER request is optional for NBA and optional for SIP Digest. Therefore, when a REGISTER request is received over a TISPAN NASS the P-CSCF cannot know whether the request relates to SIP Digest or NBA unless it is configured to select one of the schemes according to certain criteria, e.g. IP address range. The steps required for SIP Digest and for NBA are not in contradiction. Rather, for NBA the P-CSCF needs to perform additional steps, namely an exchange with the TISPAN NASS and an inclusion of NASS location information in the REGISTER request, on top of the steps required for SIP Digest. 
A P-CSCF is said to be “PANI-aware” if it handles P-Access-Network-Info headers as follows:

· A “PANI-aware” P‑CSCF shall insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was received over a TISPAN NASS.

· A “PANI-aware” P‑CSCF may insert a P-Access-Network-Info header containing the "network-provided" parameter and shall remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was not received over a TISPAN NASS.
P-Access-Network-Info headers are used by the S-CSCF to distinguish REGISTER requests relating to GIBA from REGISTER requests relating to NBA and SIP Digest, which do not necessarily use an Authorization header in the initial REGISTER request, cf. Annex P.4.2 of this specification. This motivates the following rule:

· Under the additional conditions that the REGISTER request contains no Authorization header and was received over an access network other than TISPAN NASS or 3GPP it is even mandatory for the P‑CSCF to insert a P-Access-Network-Info header containing the "network-provided" parameter.

NOTE 4:
For the purposes of NBA, the P-CSCF includes NASS location information in the P-Access-Network-Info header. But, according to TS 24.229 [8], the P‑CSCF handles any P-Access-Network-Info header included by the UE transparently, and, hence, an S‑CSCF could receive a P-Access-Network-Info header with false NASS location information inserted by the UE even when the access network is not a TISPAN NASS. This would negatively impact the security of NASS-IMS-bundled authentication. Therefore, the removal of a P-Access-Network-Info header with the "network-provided" parameter is mandated for PANI-aware P-CSCFs even when the access network is not a TISPAN NASS. 
How the P‑CSCF knows the access network type of a specific network interface is implementation-dependent (e.g. it can know the access network type from different UE IP address ranges or by using different network interfaces for different access network types).
NOTE 5:
The P-CSCF is not in the path for all authentication techniques. For example, for TNA the Trusted Node communicates directly with the I-CSCF.

End of Change
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