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1
Introduction
When GBA/GBA push is used for secure connection, HTTP Digest AKA protocol should be supported by MTC device and MTC server. But MTC device may not be support HTTP protocol. As a result, GBA/GBA push can’t be used for such kind of MTC device. This contribution proposes a new solution for secure connection, which relies on IP protocol instead of upper HTTP protocol.
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7.2
Solution 2 – Secure Connection

7.2.1
General Description

GBA based solution:
GBA, as specified in TS 33.220 [21], is used to bootstrap authentication and key agreement for application security based on the 3GPP AKA mechanism. It can be used to establish the end-to-end security and provide different security levels based on detailed requirements. 
GBA Push, as specified in TS 33.223 [22], can be used for key establishing between an MTC Device and an MTC server. Under SIMTC scenario, MTC Device acts as UE which generates a NAF key derived from the bootstrap key Ks, and MTC server acts as NAF which received the NAF key from the BSF. Then MTC Device and MTC server can set up secure connection based on this shared NAF key.
IKEv2 based solution:
When UE connects to the network, it will get an IP address for PS communication. Under this scenario, so IKEv2, which with IPsec or without IPsec, can be used for establish the communication keys between UE and MTC service capability server. In order to use the security features of the UICC to enable an exchange of security keys, an EAP-SIM/EAP-AKA method can be embedded into IKEv2 procedure. The whole procedure can be as following:
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Editor’s Note: It needs check with SA2 whether there is an interface between the MTC server and the 3GPP AAA server.
Editor’s Note: It needs further study on the possibility of other protocol usage besides IKEv2, e.g. the use of EAP over PANA as defined by ETSI TC M2M.
Editor’s Note: Which keys are delivered to application layer in the UE and how to deliver to application is FFS.
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