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1.

Introduction

In SA2#67 an implicit certificate approach to public key distribution in PWS was presented and compared to alternate approaches discussed to date. While logistical concerns dealing with pre-configuration and cross-certification of CAs of the implicit certificate approach require attention, 
[HW]: For PKI approach, pre-configuration of root certificate in UE will raise the cost of vendors of UE and further cost of operators who intend to deploy PWS. And the cross-certification of multiple CAs is complicated to implement in practice, which will greatly increase the complexity of PWS system. Simply speaking, it is not only a concern but concrete technical problems that PKI solution has to solve. 
potential advantages in simplifying key distribution and network impact are considerable and deserve serious consideration.

This contribution seeks to stimulate further discussion on an appropriate network hierarchy for PWS security by further exploring the implicit certificate based approach and comparing both its advantages and disadvantages with that of the more discussed non-PKI approach.
2.
Overview of approaches
2.1.
Implicit certificate PKI approach

Many variants of the public key infrastructure exist however in this contribution we concentrate on the approach outlined inFigure 1. Here UE firmware is provisioned with public keys of several global CAs. The message signer periodically 
[HW]: How “periodically” does this process happen? This will increase the interaction between CBE and CAs, while non-PKI approach does not need to have this process.
obtains an implicit certificate from a CA which can be included as part of the security portion of a PWS transmission. The implicit certificate combined with the CA’s public key results in the message signer’s public key allowing the UE to verify the signature.
Although CAs are assumed to be global and long lived entities (~20 years), allowance must be made for changing the set of CAs and their public keys. This could be achieved though a PWS message type containing a new public key thereby updating the available CA information rather than an actual warning message. 
[HW]: PKI approach does need a key update, as well as non-PKI approach. But unlike the other key distribution solutions, it is cumbersome for PKI to have key revocation and key update. Similarly, it is difficult to have a key revocation for those certificates that have been installed. PKI infrastructure is not free, but requires additional conditions to be supported. For example, public key ID is important for key revocation and update, and it is required to deploy with the CRL (Certificate Revocation List) and OCSP (Online Certificate Status Protocol) to prevent replay attack. 
On reception the message would update the stored CA public key content. This could occur in the background and need not be displayed to the user. Additionally, as a security measure and to ensure the UE can trust the message contents, such a message could be signed by a CBE entity using an implicit certificate from an existing CA. 
[HW]: Note that key update is delivered via a special PWS message, via broadcasting by CBE. It is unclear whether operators network is indepdent from the PKI meachnism, thus is also unclear to what extent, the legal responsibility the operators may take.
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Figure 1 - Implicit Certificate PKI Approach
The clear advantage of this approach is the reduced impact on the operator’s network in support of PWS security. Not only is public key updating the signer’s responsibility but it is expected to be an infrequent event and have minimal impact on an operators network.
[HW]; As commented above, key updating of PKI approach also relies on the operators’ network broadcasting. Since this is the non-technical issues, it is suggested that the so-called “legal responsibility immunity” should be carefully investigated by professionals on laws and regulations, and thus is out of SA3 scope.

[HW]: Whether this is an infrequent event does NOT rely on the adoption of PKI. For the same cryptographic signing algorithm and the same key strength/length, the lifetime of signing/verification key is almost the same in PWS system. PKI cannot help reduce the frequency of key updating, thus has similar key updating problem as non-PKI approach encountered.
The main disadvantage of this, and indeed any PKI based approach, is the setting up and cross certification of global CAs. However if this political hurdle can be crossed the technical advantages of PKI not only in security but ease of implementation come to the fore. 
[HW]: How to deal with political hurdle is out of the control of 3GPP. It is not clear how this could be crossed.
Since global CAs are central to the PKI approach, their setup and operation is considered further in the next section.

2.3.
Global CAs




CAs act as the trust anchors for PKIs.  It is essential for a functioning PKI to have at least one universally accepted CA.  However, in systems like PWS that span multiple government and regulatory authorities, agreement on a sole trust anchor is encumbered.  There are a few working models in similar fields that are worth consideration that we put forth in terms of working examples.
Sole CA:  Under this scenario an organization (like a standards body) establishes or encourages a commercial CA to serve the needs of its members.  We briefly indicate two examples of this today, one voluntary and one defined to meet evolving legislated requirements.

Example 1: The Advanced Access Content System specifications define a robust and renewable method for protecting high definition digital content, like Blu-ray.  The Advanced Access Content System Licensing Authority issues certificates to AACS members’ manufactured devices and content providers of high definition media.  A single commercial CA under control (or license) from the AACS was established to service the ecosystem.
Example 2: The ZigBee Smart Energy 1.x is a globally deployed standard specified by the ZigBee Alliance.  The use of ZigBee Smart Energy 1.0 was developed to meet evolving legislation in California, the US, UK and Australia.  It uses a single commercial CA vendor to issue certificates to devices that are certified at an approved testing lab.
Multiple CAs:  Under this scenario a small number of CAs are recognized to foster competition and to meet potentially differing certificate policies of members.  These work best when there are only a small number of recognized CAs.

Example 3:  Web browsers in general support a large number of CA’s.  Perhaps the most widely recognized organization to specify CA requirements for inclusion as a root CA in browsers is the CA Browser Forum, or CAB Forum for short.  This model has produced a large number of CA’s that has a variety of security weaknesses in practice and engineering hurdles for mobile terminals.
Example 4: WiMax not-for-profit organization that certifies and promotes the compatibility and interoperability of broadband wireless products based upon IEEE Standard 802.16.  Currently, there are two WiMax CA’s that are approved to service the community, Verisign and Motorola.
Most of these examples are focused on issuing certificates to a large number of devices so that they can securely operate in an ecosystem.  The PWS situation requires a large number of devices to be able to authenticate messages from a relatively few entities, in this aspect it is perhaps most similar in use as example 3 (many browsers compared to TLS servers).  
What we are contemplating is a small number of carrier/handset recognized CA’s based on agreement between the various government and regulatory authorities that are driving this requirement.  A manageable number here would ideally be in the single digits. 
3.
Analysis
Both the PKI and non-PKI based approaches have their own set of benefits. This section provides a more detailed comparison of each. 

Public Key Distribution:

Issues with public key distribution centre on two areas, capacity over head and operator responsibilities.

· Capacity overhead: PKI based approaches hold a clear advantage over non-PKI based approaches in capacity overhead. A CA’s keys are expected to be long lived and global in nature. Therefore while a capacity overhead can be expected from roaming UEs in non-PKI based solutions, a global CA’s public key should already be known in the PKI based solution and need not be a constant drain of network resources especially at ports of entry.
[HW]: Only thepre-configuration is delievered by UE vendors. The update of public key is done in a special signed PWS message via air interface, thus introduces transmission overhead. In particular, PKI based solution requires that the PWS signature is broadcasted together with public key and certificate of the underlying public key. Although it is proposed some “implicit certificate” scheme to save this transmission overhead, it is still larger than non-PKI approach as we analyze in the following comments.
· Distribution authority: In the case of a non-PKI approach while public key generation and storage is the responsibility of the CBE, distribution of the public key is the responsibility of the operator. This is true not only for roaming UEs but also in the case of key updates. With a PKI based approach key updating and distribution for roaming UEs is the responsibility of the CBE. An operator’s sole responsibility is to broadcast any PWS message received from the CBE.
[HW]: But it is claimed that PKI approach also has a key update process, which is typically done by broadcasting a special PWS message. It is the case that operators have enrolled with the key updating. The responsibility needs to be carefully investigated.
Trust entity setup:
Non-PKI approach: trust emanates from the CBE entity. Cross-certification between entities and gaining regional acceptance of a global entity are not of concern here.

PKI approach: Trust emanates from a small number of global CA’s each with a 15-20 year lifespan. Agreement between various government and regulatory authorities supporting PWS security is desirable and should be considered when discussing this approach. Potential candidate entities for CA’s include GSMA, and the multitude of CA’s of examples 3 & 4 in section 2.3. However, not least for reasons of security the having the final number of agreed CAs in the single digit range is desirable. 
Key management:
CAs can be expected to assume familiar roles in generating and secure storage of their private keys. In the case of the non-PKI approach, the CBEs familiarity with such core aspects of key management is unclear.
[HW]: CA has a full-fledged function of key management, which may be not necessary for PWS case.While in PWS security, CBE only needs to generate and store pairs of signing key and verification key(public key), publish currently used public key.
Network impact:
In the non-PKI approach significant changes are required in the network. A summary of the modifications necessary are:
· CBC/CBE interface: Not only to receive PWS security information but also to monitor for public key updates.

· TAU/LAU/RAU: Support for public key advertising in TAU/LAU/RAU updates

· GSM network security: As discussed in [1] public key request & response messages from the UE require protection. 
· One method current under consideration in SA3 in providing such protection is the use of GBA. 
· An alternate approach discussed in [1] is to require integrity protection during public key distribution. While LTE and UMTS are well provisioned for such a solution, the most cost-effective approach for GSM may be to enable ciphering. Nevertheless concerns remain with this approach not only as the method relies on ciphering rather than dedicated integrity protection but also may be vulnerable in networks which are not permitted to use GSM/GPRS encryption.
[HW]: NAS based solution works well not only in LTE and UMTS, but also in GSM. Even for some cases that GSM has only encryption, encrypted public key delievery can provide a certain protection of integrity. Note that integrity protection could be achieved by secure encryption mechanism. For example, to encrypt message with certain characters, Enc(M||0…0). “||” denotes concatenation and “0…0” is a sequence of zero which has normally a length of security parameter, say 80 bits or 112 bits. If ciphertext is modified, “M||0…0” cannot be correctly decoded, UE can simply verify the validity of message by checking whether last 80 or 112 bits are all zero. This method is well used in cryptography, thus easy to implement in practice.
On the other hand, for the case that encryption is prohibited at all, even NAS based solution can provide a security level as the same as the network itself has. It is obviously strange to pursue a strict PWS security, higher than the network’s capability.
· PWS Message: Network support of 75 byte security message

The impact on the network is much less significant in a PKI based approach not only since key distribution is a CBE issue, but also trust emanates from global CA’s. The only known modification necessary is:
· CBC/CBE interface: Receive PWS security information

· PWS Message: Network support of 75byte security message
In general PKI holds a significant advantage when considering operational or network features such as public key distribution, key management, support for unregistered phones and network impact. On the other hand the non-PKI approach supports a simplified root of trust structure and does not require a set of global CAs.
4.
Conclusion
This contribution provides a description of implicit certificate PKI approach to PWS security. 
The main attraction of the non-PKI approach is its simplified trust structure. However, this appears to come at a significant cost to operator in terms of potential legal responsibility and network impact.
[HW]: The non-PKI approach is aimed to reuse/take advantage of existing 3GPP security mechanisms, which is simply following the current protocols and makes small modification only if necessary. IMHO, it is hardly to say that this comes up with a “significant cost”, unless the security mechanism made by 3GPP itself is considered costly.
In contrast, setting up of a trust structure is the main concern of the PKI based approach. While of concern it is also with precedence and would appear to be worth further investigation. In such case, the simplicity of a PKI approach becomes quite attractive not only in minimizing key distribution issues but also truly minimizing the impact of PWS security from a network perspective.
[HW]: To conclude our comments, we summarize the problems of PKI we have observed in the following:

1. PKI is not free to use. PKI based approach introduces a full-fledged CA to PWS, which raises the cost and increases the complexity of system.
2. Legal responsibility immunity is lack of concrete evidences, careful investigation is further needed by professionals on laws and regulations over various countries. Some key updating process is still required by operators’ network, thus it is difficult to distinguish a clear border line between CA and operator.
3. Either a global CA or multuiple cross-certified CAs, have its own problem that it is difficult to achieve an agreement among multiple governments and regulatory authorities. This part is typically out of the control of 3GPP.
4. PKI does not help reduce the frequency of key updating, in case that the same signing algorithm and the same key strength/length is employed. It means that PKI does not make network more secure!
To further compare the performance of the PKI and non-PKI approaches, we have a brief analysis of the concrete “implicit certificate” proposal in the following.
1. PKI approach makes use of pre-configured root of certificate in UE to verify the validity of received public key. However, since it does not rely on other secure channels, it has to obtain the public key as well as its certificate from CA. Therefore, it does not reduce, but rather increases the capacity overhead, i.e. “PK||Cert” instead of “PK” should be broadcasted, if using PKI based solution. Normally, the certificate from CA is relatively long and has a length of several thousands of bits.
2. For saving the capacity overhead, it is also proposed an “implicit certificate” method to use cryptographic techniques to combine public key and certificate, thus reduce the transmission overhead. But this still consumes more bandwidth than other approaches. In 7.X.3.3, an Elliptic Curve Qu-Vanstone (ECQV) scheme has been introduced, which are one kind of known implicit certificates. PWS signing message using ECQV is composed of “M||Sig||ImpCert” instead of “M||Sig”, which will be broadcasted to each UE. The PWS message overhead of PKI and non-PKI approach is “Sig||ImpCert” and “Sig”, respectively. It means that when security level is 112-bit, PKI approach requires a total bandwidth of “112+224+232=568 bits”; while for non-PKI approach (say ECDSA), it typically requires a length of 4 times of security level, “112x4=448 bits”. Non-PKI approach can save 120 bits bandwidth for each UE!
3. In addition, PKI approach has more computation steps than others. In 7.X.3.1, it is clear to see that it needs to first extract the corresponding public key from implicit certificate, and then verify the PWS signature. For non-PKI approach, it only needs to compute one single verification of signature.
Summarizing all, from both capacity and computation point of view, PKI approach (including implicit certificate) does not have a better performance than non-PKI approach.
It is kindly proposed SA3 include the following addition to the PWS TR 33.869 in consideration of this approach.
[HW]: From the above analysis, it is known that PKI approach of PWS solution has inherited weakness of PKI and hold no convincing better performance than current method that SA3 are considering. We suggest not to consider the PKI based solution, but focus on the current method in PWS TR 33.869.
%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

### Start change ###
7.X


Implicit Certificate PKI based PWS solution
7.X.1

General
An overview of the implicit certificate based approach is shown in figure 7.X.1.1. UE firmware is provisioned with public keys of several global CAs. The message signer periodically obtains an implicit certificate from a CA which can be included as part of the security portion of a PWS transmission. The implicit certificate combined with the CA’s public key results in the message signer’s public key allowing the UE to verify the signature.

Although CAs are assumed to be global and long lived entities (~20 years), allowance must be made for changing the set of CAs and their public keys. This could be achieved though a PWS message type containing a new public key thereby updating the available CA information rather than an actual warning message. On reception the message would update the stored CA public key content. This could occur in the background and need not be displayed to the user. Additionally, as a security measure and to ensure the UE can trust the message contents, such a message could be signed by a CBE entity using an implicit certificate from an existing CA.
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Figure 7.X.1.1: Distribution of public key information in GPRS

7.X.2

Global CAs
CAs act as the trust anchors for PKIs.  It is essential for a functioning PKI to have at least one universally accepted CA.  However, in systems like PWS that span multiple government and regulatory authorities, agreement on a sole trust anchor is encumbered.  There are a few working models in similar fields that are worth consideration such as:

· Advanced Access Content System used in Blu-ray

· Zigbee Smart Energy uses a single commercial CA vendor that issues certificates to devices that are certified at an approved testing lab.

· CA Browser Forum (CAB) used in support of web browser’s.

· WiMax uses two CA’s, Verisign and Motorola that are approved to service the community.

Most of these examples are focused on issuing certificates to a large number of devices so that they can securely operate in an ecosystem.  However the  PWS situation requires a large number of devices to be able to authenticate messages from a relatively few entities, in this aspect it is perhaps most similar in use as example 3 (many browsers compared to TLS servers).  

7.X.3

Implicit Certificates
7.X.3.1
PWS public key update

Implicit certificates are a well known approach used in cryptography and can be used to reduce the amount of storage and computation in public key systems. Instead of a CA generating a signed certificate in order to certify a signer’s explicitly embedded public key, the signers public key is computed by the UE using the certificate in combination with a CA’s public key.
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Figure 7.X.3.1 UE perspective of Implicit Certificate in PWS

A high level view of an implicit certificate approach from the UE perspective is shown in Figure 7.X.3.1. The UE derives the signer’s public key using the received implicit certificate and the CA’s public key. The UE then verifies the signature using the derived signer’s public key. The authenticity of the signer (and indeed the derived public key) is implied by proof of possession of the associated private key of the signed message.

7.X.3.2
Generation of Implicit Certificate

As shown in figure 7.X.3.2, the PWS message signer contacts the CA with a random number “” whenever a new implicit certificate is desired. This could be once a week, month or year; depending on how long the signer wants the public key derived from the implicit certificate to be valid for. However long the implicit certificate is valid for, it is independent of the PWS message and can be used in regenerating the same PWS message signer’s public key for multiple warning messages.
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Figure 7.X.3.2 Implicit Certificate in PWS

On receiving the integer ““, the CA then generates the Implicit Certificate and returns it to the PWS message signer. 

Formal steps in this process taken by the CA for the ECQV implicit process are as follows:
Let 
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4. CA forms the implicit certificate 
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The PWS Message Signer’s private key is 
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7.X.3.3
PWS Security Contents

Implicit certificates are versatile and can be used with a variety of signature approaches including DSA and ECDSA, however the approach considered here due to efficiency in size is a Keyed-MAC signature scheme. 

When operating at 112-bit security level, using a 112-bit MAC and assuming a ECQV certificate structure, 14-bytes, 28-bytes and 29-bytes are required to encode the values MAC, s and ICA respectively. In total this comes to 71-bytes leaving 4 spare bytes for additional fields such as timestamp, CA identity, etc.
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Figure 7.X.3.3 PWS Security Content
Steps both in encoding (at the PWS message signer) and verification (at the UE) of the Keyed-MAC can be as follows:

Keyed-MAC Signature Generation

INPUT: PWS Message Signer’s private key dA, and associated ECQV certificate structure ICA, and a message to be signed M. 

OUTPUT: A signed message M, with associated security information MAC; s; ICA.

1. Generate ephemeral key pair (d,Q).

2. Construct MAC key k = KDF(Q), where KDF is a key derivation function that takes as input a point, and possibly other information, and generates an encryption key.

3. Compute MAC = MACAlgorithm(M,k).

4. Compute h = Hash(MAC||M), where Hash is a suitable hash function, that takes as input additional information including a possible identity string.

5. Convert h to an integer e.

6. Calculate s = e _ dA+d (mod n).

Output s,MAC, along with input value ICA as the associated security data for M.
Keyed-MAC Signature Verification
INPUT: Signed message M, with security information s, MAC, ICA, and the CA’s public

key QCA.

OUTPUT: VALID, or INVALID.

1. Compute h = Hash(MAC||M), with the same hash function used in the signature generation scheme, and the additional input information.

2. Convert h to an integer e.

3. Recover the PWS message signer’s public key from the certificate, QA=ECQVPublicKeyReconstruction(CertA,QCA).

4. Compute Q’ = sG-eQA.

5. Compute k’ = KDF(Q’), using the same key derivation function used in the signature generation algorithm, including the same additional information.

6. Compute MAC’ = MACAlgorithm(M,k’).

If MAC’ = MAC then return VALID, else return INVALID.
### End change ###
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