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1. Discussion
Security requirements regarding privacy concern were agreed in SA3#66 but still are FFS as described in the Editor’s Note of TR 33.868 Section 5.7.3. that “It needs to be clarified why the network should be able to verify if a message contains privacy sensitive information, and what an authorization check in network helps if a device or MTC server has already sent privacy sensitive information.”
We will discuss the two questions above in this document.
1. Why the network should be able to verify if a message contains privacy sensitive information
MTC devices do not have a human interface and behaves differently compared to the regular UE. A MTC device mainly sends some form of report type data that cannot be checked by a user. This means that a MTC device does not have control on privacy sensitivity of the data being sent and thus network should be able to support MTC communication by providing some sort of privacy related technology.
The privacy data definition varies from scenario to scenario. It cannot be simply determined by the type of data. For example that location information can be sent to requet service but in other time it can be considered as privacy sensitive data as described in current TR. Therefore network should be able to determine if the data is privacy sensitive or not for the given MTC subscription.
We can use the smart meter case as an example in which the MTC device can send the electricity power consumption. Such kind of data is not expected to be sent from a normal UE. An attacker can use the data for analyzing things like how wealthy a family is, if the family is at work or on holiday or in the house etc. EDPS raised privacy conerns in their statement on 11/6/2012 <http://europa.eu/rapid/pressReleasesAction.do?reference=EDPS/12/10&format=HTML&aged=0&language=EN&guiLanguage=en>. 3GPP network should guarantee that such kind of data will not be sent out or else adequate scurity is provided. In order to fulfil such requirements the network should verify if a given MTC communication contains any privacy sensitive information. 
2. What an authorization check in network helps if a device or MTC server has already sent privacy sensitive information.
Network should act if it finds that privacy sensitive information is being sent. The network can notify the MTC user by sending a notification or discard the communication; this will depend on the subscription. MTC user subscribes services via operator network, and thus the operator should provide secure communication, detection and protection for privacy sensitive data.
2. Proposal

Based on the above we propose to SA3 to consider and continute the study for the above discussed requirements and remove the Editor’s note; see pCR below.
**********************START OF CHANGE***************************
5.7
Key Issue 7 – Privacy concern
5.7.1
Issue Details
Some types of MTC Devices can be linked to an individual. Contrary to UEs, these MTC Devices are often not under the direct control of the particular individual (i.e. can not turn it off) and may be controlled by an other party. Therefore it is necessary to investigate privacy in the context of Machine Type Communication.
In 3GPP network layer, there are many types of sensitive information. When we analyse the privacy threats, it is necessary to distinguish privacy sensitive information from other sensitive data. In the context of MTC, identity information and location information can be considered privacy sensitive information.

Different parties could invade an individual's privacy due to excessive and/or unauthorised monitoring of privacy sensitive information. 
5.7.2
Threats

Privacy breach due to (unnecessary) collection of location information of an MTC Device that can be linked to an individual.

Privacy sensitive information sent by a MTC device which is not allowed to do so.
Privacy sensitive information requested by or sent towards a MTC server which is not allowed to do so.
5.7.3
Security Requirements

· It should be possible to prevent tracking of location information for some types of MTC Device.

· Network should be able to verify whether a message contains any privacy sensitive information.
· Network should be able to perform authorization check of (a) MTC device which is sending privacy sensitive information and (b) of MTC server which is requesting / is receiving the privacy sensitive information.
· Privacy sensistive information transmitted to MTC server via network should be protected.

**********************END OF CHANGE***************************

