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Abstract of the contribution: This contribution provides a new solution for clause 6 and enhances the IBCF functionality to also verify whether a spoofed identity is used or not for the incoming session request.
Discussion:

The IBCF as a edge node of the oprators network might be also connected to IP networks that do not have a trust relationship wit hthe operator. This means incoming SIP requests are not coming from an IBCF to which the IBCF of the operator has a security association. These incoming SIP requests could be originated at a SIP Server which could be misused for spoofing the calling party identity. The IBCF as first network node at the edge of the operator shall be therefore responsible to detect whether the incoming session request is using a valid calling party ID. 
If an incoming request is a session setup towards the IBCF from another IP network, then the IBCF can easily check whether the calling party is an IMS subscriber of the operator, and if he is whether he has a valid IMS registration from this originating network. 

There are different scenarios, which need to be considered:

	Scenario
	UE A registered domain
	UE A Roaming
	UE A is subscriber of same operator as UE B

	Scenario 1
	IMS
	No
	Yes

	Scenario 2
	CS
	No
	Yes

	Scenario 3
	IMS
	Yes
	Yes

	Scenario 4
	CS
	Yes
	Yes

	Scenario 5
	IMS
	No
	No

	Scenario 6
	CS
	No
	No

	Scenario 7
	IMS
	Yes
	No

	Scenario 8
	CS
	Yes
	No


UE A is the UE which ID got spoofed by the attacker and UE B is the target of the spoofed call.

The scenario 1 is shown in the figure below:
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Here the attacking UE is spoofing the Identity of UE A and tries to call the target UE B. For this simple case here, the UE A and UE B are subscribers of the same operator. Since UE A has a valid IMS registration inside the operator’s IMS and the IBCF has no state information of the UE’s registration, the IBCF would reject the call attempt directly since there was no IMS registration of the UE A from the attacking IP network. If UE A is registered in IMS and would be roaming at that point in time as considered in the scenario 3, then the IBCF would also already know that the UE A registered from a different network and can easily detect the attack from the IP network.
It is getting more complicated when the UE A has no IMS subscription and is camping in the CS domain. If the network operator deploys MSC-Server enhanced with ICS, then the CS UE is indirectly subscribed to IMS and can be considered as IMS UE. Additional complexity for the verification is when the UE A belongs to a different operator than the target UE B. Then the operator of UE B has no state information of UE A. 
The following figure shows the scenario described in scenario 5, i.e. the UE A is a subscriber of a different operator than the UE B. If now an Attacking UE sends a spoofed call to the network of UE B, then the IBCF of operator B would have to check back with the operator A whether UE A is involved in a session setup towards UE B. In case operator B expects only session setup requests from trusted IBCFs of operator A, it can reject directly requests coming from an untrusted network. 
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In case the UE A has only a CS subscription and cannot be registered in IMS even via an MSC-Server enhanced for ICS, then the IBCF should be able to check the CS registration status and try to check whether the UE A has tried to setup a call towards UE B. 
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Proposal:

It is proposed to add the following solution into clause 6 of 3GPP TR 33.8de” Security study on spoofed call detection and prevention”:

6
 Candidate solutions for detection

Editor’s notes: This section discusses the candidate solutions for spoofed call detection and prevention and also satisfies all the requirements listed in the earlier section.

6.y P-Asserted-Identifier Validation

The IBCF as an edge node of the oprators network might be also connected to IP networks that do not have a trust relationship wit hthe operator. This means incoming SIP requests are not coming from an IBCF to which the IBCF has a security association. These incoming SIP requests could be originated at a SIP Server which could be misused for spoofing the calling party identity. The IBCF as first network node at the edge of the operator shall be therefore responsible to detect whether the incoming session request is using a valid P-Asserted-Identity of the incoming session request. 

If an incoming request is a session setup towards the IBCF from another IP network, then the IBCF can easily check whether the calling party is an IMS subscriber of the operator, and whether he has a valid IMS registration from this originating network. 

There are different scenarios, which need to be considered, whereby UE A is the UE which ID got spoofed by the attacker and UE B is the target of the spoofed call:

Table 6.y-1: Call Spoofing Scenarios

	Scenario
	UE A registered domain
	UE A Roaming
	UE A is subscriber of same operator as UE B

	Scenario 1
	IMS
	No
	Yes

	Scenario 2
	CS
	No
	Yes

	Scenario 3
	IMS
	Yes
	Yes

	Scenario 4
	CS
	Yes
	Yes

	Scenario 5
	IMS
	No
	No

	Scenario 6
	CS
	No
	No

	Scenario 7
	IMS
	Yes
	No

	Scenario 8
	CS
	Yes
	No


The scenario 1 is shown in the figure below:
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Figure 6.y-1: UE with spoofed identity and target UE belong to the same operator

Here the attacking UE is spoofing the Identity of UE A and tries to call the target UE B. For this simple case here, the UE A and UE B are subscribers of the same operator. Since UE A has a valid IMS registration inside the operator’s IMS and the IBCF has no state information of the UE’s registration, the IBCF would reject the call attempt directly since there was no IMS registration of the UE A from the attacking IP network. If UE A is registered in IMS and would be roaming at that point in time as considered in the scenario 3, then the IBCF would also already know that the UE A registered from a different network and can easily detect the attack from the IP network.

It is getting more complicated when the UE A has no IMS subscription and is camping in the CS domain. If the network operator deploys MSC-Server enhanced with ICS, then the CS UE is indirectly subscribed to IMS and can be considered as IMS UE. Additional complexity for the verification is when the UE A belongs to a different operator than the target UE B. Then the operator of UE B has no state information of UE A. 

The following figure shows the scenario described in scenario 5, i.e. the UE A is a subscriber of a different operator than the UE B. If now an Attacking UE sends a spoofed call to the network of UE B, then the IBCF of operator B would have to check back with the operator A whether UE A is involved in a session setup towards UE B. In case operator B expects only session setup requests from trusted IBCFs of operator A, it can reject directly requests coming from an untrusted network. 
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Figure 6.y-2: UE with spoofed identity and target UE belong to different operators

Editor’s Note: it is FFS how the IBCF verifies the session state of the UE A with spoofed identity in a different network

In case the UE A has only a CS subscription and cannot be registered in IMS even via an MSC-Server enhanced for ICS, then the IBCF should be able to check the CS registration status and try to check whether the UE A has tried to setup a call towards UE B. 
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Figure 6.y-3: UE with spoofed identity is CS subscriber only 

Editor’s Note: it is FFS how the IBCF verifies the call state of the UE A with spoofed identity at the MSC-Server
