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Abstract of the contribution: this contribution proposes a solution to address the problem that it is not know whether a spoofed identity is used. 
Discussion:

Based on the requirement proposed in S3-12aaaa, the operator can trust the P-CSCF and the P-Asserted-Identity at this point and the operator also needs to trust that the IBCF can verify whether the incoming session from any other network uses a valid caller ID, especially when the subscriber belongs to the own network. 
The solution proposed here is a simple protection of the P-Asserted-Identity, i.e. the P-CSCF as first node which is including the header signs the P-Asserted-Identity and includes the signature and potentially the certificate or link to it in an additional header. If the P-Asserted-Identity is now changed on its way throught the network towards the terminating P-CSCF or the IBCF, then all nodes can check whether there is a change in the identity. 
[image: image1.png]Operator A

Operator B

UE

IMSRegl:trallon UEA

1. INVITE QE B)

2. Check state
for the UE and
validateP-
Preferredi,
exchangeit with
P-AsserteciD
andsignit

3INVITE, (UE B, Signature)

| 4.senvice control |

5. INVITE| (UE B, Si

nature)

| |C§<-:F L’_][Hss][IBcr-] | [IBcF][Hss]L'_llcscF CSKI:F

IMS Registration UE B

A

6. CallerID Check {UE

Signature}

7.INVITE (UE B, Signature)

8. CallerID Check {UE
A, Signature)

9. INVITE

E B, Si

nature)

[ 10.5ervice contral |

1. INVITE,_(UE 8, Signature)

12 CallerID Check
(UEA, Signature]

3. INVT

VE B,

Tgnature)





In the figure above a session setup is performed between two UEs belonging to different operators. At arrival of the INVITE, the P-CSCF verifies the IMS registration status and verifies whether the UE A is allowed to use the P-Preferred-Identity, which is then exchanged with the P-Asserted-Identity and signed by the P-CSCF. The P-CSCF forwards the SIP request to the IBCF including its signature. The IBCF as edge node verifies again whether there was a change of the P-Asserted-Identity on its way through the operator A’s network. If there was a change, e.g. because a tel URI was exchanged with a SIP uri, then the IBCF should be able to detect that the new added/modified P-Asserted-Identity is authorized to be used for this UE and should sign the added/modified P-Asserted-Identity with the IBCF signature.  The IBCFs are interconnected and using security procedures to protect the SIP messages. The IBCF of the operator B verifies the P-Asserted-Identity based on the P-CSCF or IBCF signature. The SIP request is then routed through the operator B’s IMS to the UE B. The terminating P-CSCF could also perform a verification of the P-Asserted-Identity and if it would have been changed through its way in the operator B’s IMS.  If the terminating P-CSCF detects that the caller Id was changed, it could handle the call according to the operator’s policy and e.g. remove the P-Asserted-Identity so that the call is delivered as an anonymous call.
Proposal:

It is proposed to add the following solution into clause 6 of 3GPP TR 33.8de” Security study on spoofed call detection and prevention”:
6
 Candidate solutions for detection

Editor’s notes: This section discusses the candidate solutions for spoofed call detection and prevention and also satisfies all the requirements listed in the earlier section.

6.x P-Asserted-Identifier Protection

The P-Asserted-Identity is the curcial header field that is used to identify the clling party and needs to be protected through its way to the terminating party. The trust in the edge nodes P-CSCF and IBCF are required, since the P-CSCF has the trust relationship with the UE and the IBCF is the edge node for all incoming and outgoing traffic to other network operators. 

The P-Asserted-Identity, i.e. the P-CSCF as first node which is including the header signs the P-Asserted-Identity and includes the signature and potentially the certificate or link to it in an additional header. If the P-Asserted-Identity is now changed on its way throught the network towards the terminating P-CSCF or the IBCF, then all nodes can check whether there is a change in the identity.  
In the figure 6-1 below a session setup is performed between two UEs belonging to different operators. Both UEs preformed IMS registration before in their operator’s IMS respectively.
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Figure 6.x-1: Protection of the P-Asserted-Identity at session setup
1. 
The UE sends a SIP INVITE towards UE B to the P-CSCF

2. 
At arrival of the INVITE, the P-CSCF verifies the IMS registration status and verifies whether the UE A is allowed to use the P-Preferred-Identity, which is then exchanged with the P-Asserted-Identity and signed by the P-CSCF. 
3. 
The P-CSCF forwards the SIP request including its signature to the S-CSCF

4. 
The S-CSCF performs originating service control
5. 
The S-CSCF forwards the SIP request to the IBCF

6. 
The IBCF as edge node verifies again whether there was a change of the P-Asserted-Identity on its way through the operator A’s network. If there was a change, e.g. because a tel URI was exchanged with a SIP uri, then the IBCF should be able to detect that the new added/modified P-Asserted-Identity is authorized to be used for this UE and should sign the added/modified P-Asserted-Identity with the IBCF signature.  
7. The IBCF forwards the SIP request to the operator’s B IBCF. The IBCFs are interconnected and using security procedures to protect the SIP messages. 
8. 
The IBCF of the operator B verifies the P-Asserted-Identity based on the P-CSCF or IBCf signature. 
9.
The SIP request is then routed to the S-CSCF.

10. 
The S.CSCF performs terminating service control for UE B

11. 
The  S-CSCF forwards the INVITE to the P-CSCF.

12 .
The terminating P-CSCF could also perform a verification of the P-Asserted-Identity and if it would have been changed through its way in the operator B’s IMS.  If the terminating P-CSCF detects that the caller Id was changed, it could handle the call according to the operator’s policy and e.g. remove the P-Asserted-Identity so that the call is delivered as an anonymous call.

13. 
The P-CSCF send the INVITE to the UE B.
