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Abstract of the contribution: this contributions provides a discussion and analysis on how call spoofing could be done and how it can be detected and addressed. Based on the drawn conclusions a new security requirement for detection is proposed in clause 5 of 3GPP TR 33.8de” Security study on spoofed call detection and prevention”.
Discussion: 

The spoofing of caller identities is a problem in legacy mobile networks where the attacker tries to get unauthorized access to services e.g. voice mail, settings, or other systems that may depend only on the presentation of the caller ID, e.g. automated garage door openers etc. If the mobile operator deploys an IP Multimedia Subsystem (IMS) for voice communication, it can be easily connected to other IP networks and interwork with other Voice over IP (VoIP) providers. One fraud that could happen is that in an external network the caller ID is changed in a way that the attacker now gets access to services in the mobile network he would not get with his call id. Even in an end to end scenario it is a fraud that the caller pretends to be somebody else to the callee.

The following actions are already taken according to current specifications (23.228, 24.229, 33.203):

UE ( P-CSCF: Provides a secure link and a security association between the UE and a P CSCF for protection of the Gm reference point. Data origin authentication is provided.

P-CSCF: P-CSCF replaces the P-Preferred-Identity header with a P-Asserted-Identity, which is the only identity within an IMS dialog that is guaranteed to include a registered and authenticated public user identity of the user 

P-CSCF ( I-CSCF: Provides security between different networks for SIP capable nodes. This security association is covered by TS 33.210. This security association is only applicable when the P CSCF resides in the VN

I-CSCF ( S-CSCF: Provides security within the network internally between SIP capable nodes. This security association is covered by TS 33.210. Note that this security association also applies when the P CSCF resides in the HN.

S-CSCF: ensures the originating end point is subscribed to the determined IMS communication service. 

If the P-Asserted-Identity header field contains two URIs and the URI other than the determined served user is not an alias of the determined served user or is barred then act based on local policy, e.g. reject the request by generating a 403 (Forbidden) response or remove the URI not identifying the determined served user from the P-Asserted-Identity header field; 

If the P-Asserted-Identity header field contains only a SIP URI and if the S-CSCF has knowledge that the SIP URI contained in the received P-Asserted-Identity header field is an alias SIP URI for a tel URI, add a second P-Asserted-Identity header field containing this tel-URI, including the display name associated with the tel URI, if available; and 

If the P-Asserted-Identity header field contains only a tel URI, the S-CSCF shall add a second P-Asserted-Identity header field containing a SIP URI. The added SIP URI shall contain in the user part a "+" followed by the international public telecommunication number contained in tel URI, and user's home domain name in the hostport part. The added SIP URI shall contain the same value in the display name as contained in the tel URI. The S-CSCF shall also add a "user" SIP URI parameter equals "phone" to the SIP URI; 

AS: Different means can be used to represent or transport the credentials. Such mechanisms are subject to operator policy and can e.g. include the P-Asserted-Identity header field, the Authorization header field or other mechanisms not specified by 3GPP TS 24.229.

•
if there is no Privacy header field present in the initial or standalone request, or if the Privacy header field contains a value other than "id" or "user", then the AS shall check for the presence of a P-Asserted-Identity header field in the initial or standalone request. Two cases exist: 

•
the initial or standalone request contains a P-Asserted-Identity header field. This is typically the case when the user is located inside a trusted domain. In this case, the AS is aware of the identity of the user and no extra actions are needed. The AS shall consider the request as authenticated. 

•
the initial or standalone request does not contain a P-Asserted-Identity header field. This is typically the case when the user is located outside a trusted domain. In this case, the AS does not have a verified identity of the user. The AS shall check the From header field of the initial or standalone request. If the From header field value in the initial or standalone request is set to "Anonymous" as specified in RFC 3261, then the user and the request are considered as anonymous and no further actions are required. If the From header field value does not indicate anonymity, then the AS shall challenge the user by issuing a 401 (Unauthorized) response including a challenge as per procedures described in RFC 3261. 

•
When the AS receives a SIP initial or standalone request that contains credentials but it does not contain a P-Asserted-Identity header field the AS shall check the correctness of the credentials as follows: 

•
If the credentials are correct, then the AS shall consider the identity of the user verified, and the AS shall consider the request as authenticated; 

•
If the credentials are not correct, the AS may either rechallenge the user by issuing a 401 (Unauthorized) response including a challenge as per procedures described in RFC 3261 (up to a predetermined maximum number of times predefined in the AS configuration data), or consider the user as anonymous. If the user is considered anonymous, the AS shall consider the request as authenticated. 

IBCF: The IBCF may add, or omit any P-Asserted-Identity header fields prior to forwarding SIP messages according to local policy. 

The IBCF can use the P-Asserted-Identity header field to trigger identity specific procedures in subsequent entities, e.g. for malicious call identification. As an example, a P-Asserted-Identity header field will be deleted and a new P-Asserted-Identity header field with operator specific content will be added to the outgoing request, if the request was received from a network which cannot support the deletion of INFO request which is needed for the support of the malicious call identification service. 

Attack Scenarios

The following figure shows the different nodes that can process the P-Asserted-Identity:
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If all above mentioned mechanisms are implemented in the respective nodes, then the only way that there is a fraud on spoofing would be that nodes in the network are manipulated by an attackers or if a malicious session arrives already from an external network: 

Scenario a): Nodes in the own network are attacked and manipulated and used for spoofing calls.

Scenario b): Attacker hijacks the caller identity in an external network and tries to access services in the mobile network on behalf of the real identity or tries to call somebody, pretending to be somebody else.

The P-Asserted-Identity is the only identity of the UE that is used for routing inside the IMS network, but it may get changed at the different nodes as mentioned above. The IP address and port number of the UE for signaling and media cannot be used too, since the signaling may go via a Back to Back User Agent (B2BUA) and a media gateway (MGW), so that these IP addresses and port numbers are used in the further signaling path.
The biggest problem is that the asserted identities have no indication of who specifically is adding and asserting the identity and therefore shall be done only by the trusted domain.
Conclusions for Discussion:

(A)  

Operator trusts his network

It is most likely that an operator trusts all nodes in his network. If all IMS nodes support the verification of the P-Asserted-Identity header field inside the home network and network domain security is applied, then it is not possible to exchange the header field without recognizing it. Even if the operator may have 3rd party service providers in the path, he has to be sure that the P-CSCF is working properly since the P-CSCF has the secure link and a security association between the UE and a P CSCF and it is doing the identity verification and exchanging the P-Preferred-Identity with the P-Asserted-Identity. When two IBCFs are interconnected and belong to different security domains then security procedures as described in TS 33.210 are applied. This means the operator trusts at least the edge nodes P-CSCF and IBCF.
(B)  

Main fraud comes via roaming interfaces

It is further assumed that the main attacks are arriving at the operator via the roaming interface from an untrusted IP network, since this scenario is the easiest one for the attacker, who just needs to run his own SIP server at home.

(C)  

Operator can detect when spoofed call ID of the incoming session at the IBCF belongs to the own network 
If the attacker uses as a spoofed address one from the network he is calling to, then it is assumed that the IBCF at the boarder can detect that the call origin is not coming from a core network node of the own network but from an outside non trusted node. Even the UE is roaming, as shown in the figure below, the IBCF would expect the incoming session from the IBCF and P-CSCF of the network where the IMS Registration was performed before. This is only valid for subscribers with IMS subscription.
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Proposals for security requirements for detection:
It is proposed to add the following security requirement into clause 5 of 3GPP TR 33.8de” Security study on spoofed call detection and prevention”:
· The edge nodes of the network (P-CSCF, IBCF) shall be able to identify whether the caller ID of the incoming session belongs to the own network and is authorized to be used.

