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1
Introduction

Some candidate solutions are proposed for public warning system security and romaing impact to PWS security are analyzed. The analysis is not sufficient to resolve the some situations which are not considered yet. Therefore, this proposal raise the issues related to roaming security aspects of public warning system. 
2 
Proposal

The following text is proposed for inclusion in the TR 33.869 for further study related to roaming security aspects of public warning system.  
3
PCR 

*** 1st Change ***
6.2.8
Roaming impact to PWS security

A roaming UE can attach to VPLMN network or perform TAU/RAU/LAU/handover from HPLMN to VPLMN network. Since different PLMN may connect to different CBE/CBC, a roaming UE need to initiate PWS key updating to get latest PWS key of the VPLMN. Then UE can use the latest PWS key to verify Warning Notifications broadcasted by the VPLMN.

-
Case1: UE attaches to VPLMN network, PWS key can be distributed to UE via SMC or attach accept message by VPLMN.

-
Case 2: UE is in idle state and performs TAU/RAU/LAU to VPLMN network, PWS key can be distributed to UE via TAU/RAU/LAU accept message by VPLMN.

-
Case 3: UE is in PS-connected state and performs handover to VPLMN network:

-
 When UE handovers to LTE network, UE will initiate TAU just after handover procedure and PWS key can be distributed to UE via TAU accept message by LTE network.

-
 When UE handovers to UMTS PS domain, UE will initiate RAU just after handover procedure and PWS key can be distributed to UE via RAU accept message by UMTS network.

-
 When UE handovers to GERAN PS domain, UE will initiate RAU just after handover procedure and PWS key can be distributed to UE via RAU accept message by GERAN network.

-
 When UE SRVCC handovers to UMTS/GERAN CS domain, then UE has to wait for CS service terminated and then performs LAU at once. Thus UE cannot obtain PWS key in time via LAU accept message since the duration of CS service is uncertain.

-
Case 4: UE is in CS-connected state and performs handover to VPLMN network:

-
When UE handovers to UMTS CS domain, then UE has to wait for CS service terminated and then performs LAU at once. Thus UE cannot obtain PWS key in time via LAU accept message since the duration of CS service is uncertain.

-
When UE handovers to GERAN CS domain, then UE has to wait for CS service terminated and then performs LAU at once. Thus UE cannot obtain PWS key in time via LAU accept message since the duration of CS service is uncertain.

-
 When UE rSRVCC handovers to LTE/HSPA PS domain, UE will initiate RAU just after handover procedure and PWS key can be distributed to UE via RAU accept message by LTE/HSPA network.

As mentioned above, UE cannot obtain PWS key in time in the following scenarios:

Scenario 1: If UE is in CS-connected state and it handovers to UMTS CS domain, UE has to wait for CS service terminated and then performs LAU at once to update PWS key. 

Scenario 2: If UE is in CS-connected state and it handovers to GERAN CS domain, UE has to wait for CS service terminated and then performs LAU at once to update PWS key. 

Scenario 3: If UE is in PS-connected state and it SRVCC handovers to UMTS/GERAN CS domain, UE has to wait for CS service terminated and then performs LAU at once to update PWS key. 

In above three scenarios, UE cannot obtain PWS key via LAU accept message in time. Since the duration of CS service is uncertain, if UE receives CBS warning message from VPLMN during the duration, it cannot verify the warning message by using latest PWS key.

But in TS 23.041 [4] section 2, the following text and table is described.

‘Reception of CBS messages for an MS/UE is not a requirement if it is connected in the CS domain. It should be possible for an MS/UE to receive messages if it is connected in the PS domain and no data is currently transmitted.’

	CS-Domain
	CS-Connected
	CS-Idle
	CS-Idle

	PS-Domain
	-
	PS-Idle
	PS-Connected

	Reception of CBS Message
	Not possible
	Possible
	Depends on RRC mode


When UE is in CS-Connected sate, it is not a requirement for UE to receive SIB message. CBS warning message is broadcasted to UE via SIB message. So it is not possible for a CS-Connected UE to receive CBS warning message. Even if UE has to wait for CS service terminated and then performs LAU at once to update PWS key, there is no impact on PWS key updating and warning message verification. 

Based on above analysis, there is no new security requirement on the PS domain needed for PWS key distribution and warning message verification in roaming case.

Editor’s Note:
The requirements and situations to handle the roaming users need more study. In PWS security handling for roaming users is FFS.

