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Abstract of the contribution: This contribution considers the feasibility of using HTTPS to provide confidentiality protection for the reception report and file repair functions of MBMS Associated Deliviery Procedures.
1. Introduction
In LS S3-120612 (S4-120872), SA4 requests SA3 to consider adding an end-to-end encryption mechanism, such as HTTPS, to protect the confidentiality of reception report and file repair functions of MBMS associated delivery procedures, possibly from Rel-9 onwards. In this contribution, we evaluate the feasibility of using HTTPS to provide such functionality and propose the use of the same.

2. MBMS Associated Delivery Procedures

Clause 9 of TS 23.346 specifies the MBMS associated delivery procedures for reception reporting and file repair. Following a successful reception of an MBMS user service, such as Streaming or Download service, the reception reporting procedures may be used by BM-SC to request the MBMS UEs to report statitics about the stream and other reception related information to a HTTP server in the network. The file repair procedures are used by the MBMS UEs to repair lost or corrupted file fragments from a MBMS Download data transmission. These procedures are performed using a point-to-point (ptp) connection to a HTTP server. The information (such as whether reporting is required, server address, file and session in question, etc) needed to establish such a ptp connection are communicated to the UE during User Service Discovery/Announcement.
3. Security of Associated Delivery Procedures
As indicated in SA4 LS, TS 33.246 requires that the associated delivery procedures use HTTP Digest for UE authentication and integrity protection (c.f. 6.2.1.3 of TS 33.246).  However, no mechanism for confidentiality protection is currently specified.
Furthermore, as noted in the SA4 LS, these procedures may contain both user privacy and network privacy sensistive information. Therefore, it is desirable to provide confidentiality protection for these procedures and the use of HTTPS was suggested.

4. Suitablity of using HTTPS 
Use of HTTPS with a ciphersuite that uses non-null encryption transform will provide the required confidentiality protection, as HTTPS encryption applies to information such as request URL/URI (including query parameters, headers, etc) and any subsequest communication - only IP host addresses and port numbers are not encrypted when using HTTPS.
In order for the MBMS UEs to be able to successfully establish a HTTPS connection to a server, the UE must be able to validate the TLS server certificate of the HTTP server used for reception reporting/file repair. This implies that the UE must have access to a trusted root certificate list associated with the HTTP servers for TLS server certificate validation.  These root certificates required for associated delivery procedures can be pre-configured onto the MBMS UEs in a separate trusted root certificate store dedicated for this purpose (e.g., at manufacturing or using an existing over-the-air confirguration mechansims).  
To mitigate bid-down attacks (e.g., an attacker tricking an UE to use HTTP when the use of HTTPS is required), the UE also needs to determine reliably whether to use HTTP or HTTPS for associated delivery procedure.  The UE can determine this based on preconfiguration. For example, if the UE is pre-configured with the trusted root certificates list for associated delivery procedures, then, the UE can use this as an indication to use HTTPS for associated delivery procedures or the requirement to use TLS itself can be preconfigured on the UE.  This method also enables UEs that are not preconfigured with this information to continue using HTTP. 
5. Proposals

SA3 is kindly requested to 

1. consider and agree to the use of HTTPS to provide confidentiality protection for the MBMS associated devlivery  procedures 

2. approve the CRs in S3-120729 (Rel-9) and S3-120730(Rel-10) to TS 33.246 to allow the use of HTTPS to protect the confidentiality of MBMS associated delivery procedures

3. Inform SA4 of the SA3 conclusions regarding associated delivery procedures.
