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1
Introduction
In SP-120430, SA tasks SA3 to “analyse and assess aspects of Product and Information Security Assurance for 3GPP defined network functionality, including assessing the applicability of the definitions and methods used by CCRA”. This document considers how such work could be organized in order to make efficient progress. 
2
Discussion
For the purpose of Product and Information Security Assurance, as a first step, the security problem needs to be defined. The threats towards the product/functionality and the information should be identified and documented.  Based on risk analysis, it should be decided which the security objectives are and which threats should be mitigated. Functional security requirements should then be specified. As a last step, assurance (e.g. test) requirements should be be specified in order to be able to verify that a product/function meets the objectives by functional security requirements. Thus, the competence needed includes 1) threats/risk assessment, 2) setting security objectives, policies and assumptions, 3) specifying product/functional requirements and 4) specifying assurance requirements/test cases.

We believe that product and information security assurance for 3GPP functionality would be best implemented by increasing the focus in 3GPP on this area. There are several options on how to organize this. The rest of this section discusses the different options for organizing the work.
2.1
Setting up a new Working Group in 3GPP

One possibility is to set up a new working group in 3GPP.  Such a working group could be created under TSG SA. 

A separate WG could focus its efforts on product and information security assurance. It could set up the needed procedures for performing the task, and decide how many meetings per year would be needed for fulfilling the goal of implementing product and information security assurance for 3GPP functions.
Regarding meeting scheduling, the WG could meet before, during or after SA3 meetings. The WG could have their meetings in the same location as SA3. If the WG would meet before or after an SA3 meeting, it could still work quite independently from SA3. Meeting before an SA3 meeting would make it possible for SA3 to review the output of the sub WG, and comment/react on the outcome during the SA3 plenary session.
Having the WG meetings in parallel with the SA3 meetings could be arranged so that the WG would report on the outcome at the end of the week during the SA3 plenary, and SA3 could comment/react on the results.

A new WG would need to closely co-operate with SA3, and likely also co-operate with RAN5 for the purpose of creating test specifications. A new WG would report directly to SA plenary and hence the SA3 would only have as much control of the output as any other WG.
2.2
Creating a new Sub Working Group in 3GPP

Another option is to create a new sub working group in 3GPP. The most obvious solution is to create a sub WG under SA3, which has the overall responsibility for the security architecture and the security requirements of the 3GPP system.

Regarding the procedures, a sub WG could function in many different ways. One possibility is that a sub WG would meet independently of SA3. Then the situation would be similar to the situation with SA3-LI. E-mail approval procedures could be used to approve the sub WG outcome.
Regarding meeting scheduling, the same reasoning as for a separate WG applies, with the exception that holding the meeting after the SA3 meeting would require an e-mail approval process for SA3 (to avoid lagging one meeting cycle behind SA3). 
As for creating a new WG, it would likely be useful to co-operate with RAN5 for the purpose of creating test specifications. A big difference compared to a separate WG is that in case the work is performed by a sub WG to SA3, the CRs still need to be agreed by SA3 before being sent to SA plenary. This gives stronger control to SA3.
2.3
Product and Information Security Assurance Work in SA3
In this alternative, SA3 does the product and information security assurance work. The most obvious approach would be to start a study item in SA3 to decide what work would need to be performed in 3GPP. After the study item has been completed, work could continue based on the conclusions of the study item.

This approach would require consideration of how much effort SA3 could put on a specific work/study item. The time that could be spent on this activity in SA3 would need to be balanced against the need of progressing the other SA3 work/study items. As for the proposal of creating a sub WG, it could be considered whether parallel sessions could be held to progress the product and security assurance work. Without having parallel sessions, it is obvious that this approach would allow for considerably less time for progressing the work when compared to the alternatives mentioned in clauses 2.1 and 2.2 above.
As for the previous options, it would likely be useful to co-operate with RAN5 for the purpose of creating test specifications.

3
Conclusion and Proposal
SA3 is asked to consider how to organize the work for ensuring product and information security assurance for 3GPP functions, and to decide on how to proceed. We propose that SA3 informs SA about the outcome of the decision in SA3.
We believe that product and information security assurance is of increasing importance for 3GPP defined network functionality, and that 3GPP should aim to develop/adopt a standard to achieve such assurance. We further believe that to make timely and efficient progress, a new sub WG under SA3 would need to be created to handle product and information security assurance.

