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1
Introduction
Although Kerberos as an authentication protocol potentially can support deferred delivery, MIKEY-TICKET as specified in RFC 6043 [2] does not support it. The intention of this document is to highlight some of the deficiencies in MIKEY-TICKET as specified in RFC 6043 for support of deferred delivery, and to further initiate discussions on whether and how these deficiencies could be addressed.
2
Overview of deferred delivery for MIKEY-TICKET
TR 33.828 [1] describes a potential solution for MIKEY-TICKET in case of deferred delivery, while RFC 6043 does not make any reference to deferred delivery procedures. Clause 7.1.3 in TR 33.828 provides MIKEY-TICKET solution description and briefly describes the deferred delivery solution. The whole section is provided below and the paragraph describing deferred delivery is highlighted in yellow.  

TR 33.828 START

7.1.3
Solution description 

A precondition for a key management scheme as discussed above is that the users can establish secure connections with the key management server and that mutual authentication is provided. In an IMS environment it is natural to base the establishment of such a trusted and protected connection between the user and the KMS on GBA. In Figure 9, a conceptual architecture for the discussed key management system is depicted.

Note that if GBA is unavailable, other types of credentials like username/password, client certificates, onetime passwords and server certificates can be used for establishing mutual authentication between the user and the KMS. Such credentials may, but doesn’t have to, be related to the user’s credential used for IMS access.

NOTE: 3GPP should only specify very limited number of solutions.

Also note that the KMS does not have to be operated by the IMS operator. It could be run by an enterprise or organization, which wants to have control of the key management for its media security. This is possible as the design of the KMS user SA establishment can, as described above, be based on any type of credentials that the KMS operator find secure enough. Note, however, that this may pose additional difficulties for Lawful Interception in case the enterprise KMS is located in a foreign country.

. 
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Figure 9: Architecture for key management system

Note that rather than a single KMS, two different KMSs may be involved, one for user A and one for user B. This is discussed in 7.1.4.3 below. Also note that rather than a single S-CSCF, two different S-CSCFs may be involved, one for user A and one for user B.

The key management when user A wants to establish a secure media session with user B follows the following steps:

1. IMS UE belonging to user A bootstraps with the BSF to be able to establish a secure connection with the KMS which acts as a NAF. This allows the BSF to authenticate the user and the user to indirectly authenticate the KMS.

If GBA cannot be used, the IMS UE connects and authenticates to the KMS and establishes a shared key, based on a pre-established security association. The exact procedure for this pre-establishment is ffs.

2. The IMS UE engages in a MIKEY exchange with the KMS and requests a key and a ticket to include in an INVITE to user B. This exchange would likely use the yet-to-be-defined PSK-R mode of MIKEY to allow the KMS to generate the media master protection key. The ticket is confidentiality and integrity protected and includes the media master key and other information needed like receiver’s identity. In most cases the user identity should be an IMPU but for group key management a group identity or a list of users could be included.

NOTE:
This solution requires extensions to MIKEY in the form of an IETF RFC. Such an Internet Draft is currently progressed in IETF.

3. The KMS generates the media master key and the ticket and sends them to the IMS UE of user A.

4. The IMS UE of user A includes the ticket in the INVITE and sends it to the IMS UE of user B. 

5. The IMS core detects the INVITE and handles the ticket in such a way that a network function, if authorized, can get access to the master media key. To get the key the network function sends the ticket to the KMS with a request to receive the plaintext key.

6. The IMS UE of user B receives the INVITE including the ticket. 

7. The IMS UE of user B connects to the KMS using GBA based MIKEY. The KMS gets an authenticated user identity this way.

The comment in step 1 applies here as well.

8. The IMS UE of user B sends the ticket to the KMS and requests the master media key contained in the ticket.

9. The KMS retrieves the master media key and other information from the ticket and checks that user B is an authorized receiver of the master media key.

10. The KMS sends the master media key and the other needed information to the IMS UE of user B.

11. The IMS UE of user B accepts the invitation and use of media security.

If user B is not registered in IMS and INVITEs are retargeted to a media mailbox supporting end-to-end protected deferred delivery, the key in the associated ticket would still be valid and the ticket should be stored together with the encrypted media in the mailbox. When user B later wants to retrieve the media from the mail box, the ticket is first sent to the IMS UE of user B, which then performs, in principle, steps 8 to 12 as described above, before the media is received.
TR 33.828 END
Note: In current specifications for storage of unencrypted media, mailbox (i.e., AS) does not store the media itself. 
3
Lack of support for deferred delivery in MIKEY TICKET
MIKEY-TICKET relies on a concept similar to Kerberos and as such, it can potentially support deferred delivery of the media. However, if the called party is offline, such as in the case of deferred delivery, MIKEY-TICKET protocol needs to be altered which leads to multiple protocol and security issues, as discussed below in Section 3.1. For example, in the standard protocol, B receives the MIKEY-TICKET message including the TICKET from A and in timely manner resolves the TICKET through KMS and sends the response to A. When B is offline, it cannot perform this process, which results in multiple issues with MIKEY-TICKET protocol.  

3.1
Issues with MIKEY-TICKET deferred delivery service as described in TR 33.828
This section describes issues with deferred delivery as described in TR 33.828. 
According to the description in Clause 7.1.3 (highlighted in yellow above), B’s mailbox deposits the TICKET together with the encrypted media intended for B. Once B needs to retrieve the media, B first obtains the TICKET from the mailbox, and then using the TICKET obtains the key associated with the TICKET from the KMS.

This brief description implies that the TICKET is stored in the mailbox and upon B’s request it is sent to B. However, the details of TICKET storage and retrieval from the mailbox are not specified in RFC 6043. Unless the TICKET is delivered to B in a specified form of a MIKEY message, the MIKEY-TICKET client at B would not be able to parse the TICKET, in which case the TICKET would be discarded by B. Therefore, according to the current description of the deferred delivery procedure in TR 33.828, MIKEY-TICKET in case of deferred delivery would fail. 
Given that MIKEY-TICKET messages received at B need to be created according to RFC 6043, a reasonable assumption would be that the MIKEY-TICKET TRANSFER_INIT message in its entirety (and not only the TICKET) is stored in B’s mailbox and, upon B’s request,  the whole TRANSFER_INIT message is sent to B. This possible approach along with the issues with this approach are described in the next section. 
3.2
Issues with MIKEY-TICKET deferred delivery service with the improvements to the description in TR 33.828
In this section issues with deferred delivery in case of MIKEY-TICKET are described, assuming that the MIKEY-TICKET TRANSFER_INIT message in its entirety is stored in B’s mailbox and, upon B’s request, the whole TRANSFER_INIT message is sent to B.  
3.2.1 
Possible improvements to the solution described in TR 33.828
According to RFC 6043, TRANSFER exchange of MIKEY-TICKET consists of TRANSFER_INIT and TRANSFER_RESP messages. These messages are as follows:

TRANSFER_INIT =  HDR, T, RANDRi, [IDRi], [IDRr], {SP}, TICKET, [KEMAC], V                          
TRANSFER_RESP = HDR, T, [RANDRr], [IDRr], [RANDRkms], {SP}, [KEMAC], V

In this exchange T stands for Timestamp (payload that is used in all MIKEY protocols for replay attack protection). In order to provide replay attack protection, messages “which have an outdated timestamp are discarded and not processed”.

In case of deferred delivery, the TRANSFER_INIT message cannot be immediately delivered to B. Therefore the entire message (as sent by A) is stored in the mailbox. Hence, this TRANSFER_INIT message received and stored by the mailbox will contain a value of T associated with the time that the message was sent by A. Note that B’s mailbox cannot change/alter the Timestamp or any other payload of the MIKEY message, since the message is integrity protected and any such alternation would result in failed integrity check once received by B.  
3.2.2 
Issues with the improved solution 
Storing the complete TRANSFER_INIT message and subsequently sending it to B, once B is available, results in multiple protocol issues. Some of the issues are outline below.
Once B is available and receives the notification that there is stored media, B sends a request to the mailbox and receives the TRANSFER_INIT message. Upon receiving the message, B checks the Timestamp and since the Timestamp is outdated, B drops the message. Note that this does not result only in failed session setup attempt. The consequence is much more serious, since A is left to believe that the media intended for B has been successfully deposited; however in reality B did not receive it. 
In certain rare cases when B retrieves the message shortly after it was deposited, the Timestamp check can go through. In this case, B has to respond to TRANSFER_INIT message as this is indicated in the TICKET profile. Therefore, B has to send TRANSFER_RESP message; however, there are multiple problems that need to be addressed with respect to how this response message is transported to A e.g., whether a new INVITE is created and sent to A, whether it is the same session or a new session, what happens if A is offline in this case, etc. 

3.2.3 
Possible countermeasure
One possible countermeasure could be that B ignores the Timestamp. However this would lead to a serious security vulnerability, since the replay attack protection provided in MIKEY protocol as per RFC 3830 would no longer be supported.

Another possibility is to increase the size of the replay cache for all UEs that support MIKEY-TICKET deferred delivery as suggested in TR 33.829 [3]. In this case, once B receives the outdated TRANSFER_INIT message, there is a higher probability that the message is found in B’s replay cache. Even in this case however, the following issues apply:

· Clearly in this case the problem is only mitigated since there will always be users that were offline for longer periods of time and once these users come online and try to retrieve their stored media, the same issues outlined in section 3.2.2 arise. In particular, Timestamp will be outdated and the MIKEY-TICKET message will be dropped. 
· In addition, impact on such devices (e.g., cost impact, processing and memory overheads, etc.) need to be carefully considered. 
· Finally, since the response message is expected, MIKEY-TICKET state machine design will have to take into account these long periods between request and response, which further influence the device and KMS complexity, since they harden the task of MIKEY-TICKET protocol state maintenance. 
4
Conclusion

Based on discussion provided in Section 3.2, MIKEY-TICKET cannot securely provide a deferred delivery service.
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