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1. Introduction
In section 7.6.1.1 an editor note was added as a place holder to explain that the description was not sufficient for tracking protection. In this pCR to TR 33.868, “Security aspects of Machine-Type Communications, (Release 12)” we propose some modifications to remove the editor note.
**********************START OF CHANGE***************************

7.6 
Solution 6 - Privacy Concern

7.6.1
General Description
MTC Devices may be detached from the network when not communicating to prevent unnecessary collection of location information by the network. Hence the MTC Device will not perform mobility management procedures. Only when the MTC Device is triggered or when a given requirement is reached and the MTC Device needs to transmit data to the MTC application, it will reconnect to the network. 
The detach procedure can be either initiated by the MTC device or by the network. Furthermore, one can distinguish whether the MTC Device or the network has control over the enforcement of the location privacy mechanism.

The MTC Device may need to provide an ability that allows its user to set the transmission privacy configuration. The MTC Device may need to provide an ability to transmit location tracking information in emergency case. 
Editor Note: How to trigger the detached MTC Device is FFS in SA2 
7.6.1.1
MTC Device based method
The MTC Device will detach from the network when a given requirement is reached, for example after a certain period of inactivity in communication. The requirement may be configurable on the MTC Device by its user.    
NOTE 1:
The mechanism has to be implemented such that a third party can not force the MTC Device to stay attached  by, for example, transmitting certain signals to the MTC Device. 
NOTE 2: 
It may be necessary that the MTC Device should not detach when receiving MTC Application data or new software (e.g. device firmware). In those cases the MTC service provider can probably force the MTC Device to stay attached. There are thus scenario’s in which the mechanism can be bypassed.

7.6.1.2
Network based method

Editor Note: Network based method is FFS
**********************END OF CHANGE***************************

