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1
Introduction
Security for device trigger is an example of Secure Connection. It provides security for (downlink) trigger but also for uplink if the UE needs to send something back

4
Proposal

It is proposed to adopt the solution for device triggering security in Rel-12.
5
PCR

********************** Start of Changes **********************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[x1]
TS 33.220: "Generic Bootstrapping Architecture (GBA) ".

[x2]
TS 33.223: "Generic Bootstrapping Architecture (GBA) Push function".

[x3]
TS 33.224: "Generic Bootstrapping Architecture (GBA) Push Layer". 
[x4]
TS 23.682: " Architecture enhancements to facilitate communications with packet data networks and applications". 

********************** Next Changes **********************

X.Y
Secure connection
X.Y.1
General

With MTC Feature Secure Connection the network operator is able to efficiently provide security for connection between the UE and a SCS or between a UE and an AS in case there is a direct connection with the AS. This applies even when some of the devices are roaming i.e. connected via a VPLMN (see TS 22.368 [x] for the corresponding requirement).
The operator can use the existing security features of the operator network to establish security associations to protect the traffic between a UE and SCS or a UE and an AS. The actual protection, e.g. encryption, of data between the UE and SCS or AS would happen at application layer and is out of scope of 3GPP specifications.
X.Y.2
Secure Connection enablers
The mechanisms to provide Secure Connection are GBA as defined in TS 33.220 [x1] and GBA push as defined in TS 33.223 [x2].
X.Y.3
Using Secure Connection to secure Device triggering procedure over Tsp and T4
End to end protection of the device trigger is regarded to be provided at the application layer and therefore be out of scope for 3GPP specifications.  However, GBA push as defined in TS 33.223 [x2] and e.g. Generic Push Layer as defined in TS33.224 [x3] can be used to protect the device trigger. 
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Figure X.Y-1: Security for Device triggering procedure over Tsp
The following steps may be performed before step 2 in the Device triggering procedure over Tsp in clause 5.2.1.

Precondition: To be able to use GBA push -based services the SCS needs to be provided with the following information regarding the UE as is defined in Annex B of TS 33.223 [x2]. The mechanism how the information is provided is out of the scope of the specification. 
- 
UE_id: This is the External Identifier specified in TS 23.682 [x4] or MSISDN.  
NOTE 1: According to TS 23.682 [x4] the use of IMSI outside the 3GPP operator domain is dependent on the operator policy.
NOTE 2: According to TS 33.223 [x2] a public identity shall correspond uniquely to a single private identity.
- 
Push delivery method: This can be left empty as the MTC-IWF will select the trigger delivery method.
- 
Transport address (UE_trp): This may be left empty as the MTC-IWF will select the trigger delivery method. In case the UE_id is MSISDN the transport address may indicate the same
- 
BSF address: FQDN of the BSF
- 
UICC application to use: This is the Appl_Lbl if the UICC application to use is not uniquely determined by the UE transport method and/or UE_Id. 
- 
ME is GPL capable or not: ME needs to be  GPL capable.

- 
GPL_ME or GPL_U: GPL_ME. 
1.
The SCS (acting as NAF) determines the need to use GBA Push in order to establish common security associations in the SCS and UE for the purpose of protecting the device trigger. 
2.
The SCS sends a GPI request to the BSF as defined in TS 33.223 [x2]. The request is as defined in TS 33.223 with the following profiling:

- 
UE_Id_type indicates public user identity 

- 
Ua security protocol Id in the NAF-Id indicates GPL.
- 
U/M indicates the use of GBA_ME. 

- 
GSID (GAA Service Id) indicates the service requesting use of GBA push.

Editor’s note: An appropriate value is ffs and needs to be registered in TS 29.109 [x5]. This could be e.g. “MTC secure trigger”.

3. The BSF processes the GPI request and contacts the HSS according to TS 33.223 [x2].
4. The BSF sends the GPI response including e.g. GPI and NAF keys to the SCS according to TS 33.223 [x2]. 
5. The processing at the SCS is as follows:

- 
The SCS creates the GPL-SA as defined in TS 33.224 [x3]. 

- 
The SCS creates the protected GPL message including the trigger payload in the GPL payload as defined in TS 33.224 [x3]. Combined GPL delivery is used, i.e. the GPI is included in the GPL message.  
NOTE 3:
TS 33.224 [x3] allows sending the GPI separately or combined with the GPL message. Since it is specified in TS 23.682 [x4] that the SCS sends a (i.e. one) Device Trigger Request to the MTC-IWF and the transport method for the device trigger is selected by the MTC-IWF, it is recommended that combined delivery is used.
6.
When the SCS sends the Device Trigger Request to the MTC-IWF (in step 2 of clause 5.2.1 in TS 23.682 [x4]), the trigger payload includes the protected GPL message. Within the Device Trigger Request the SCS also indicates to the MTC-IWF that the trigger is protected. In case of trigger delivery using T4 this allows the MTC-IWF to select an appropriate SMS application port Id to differentiate the secure trigger from a normal trigger. 
Editor’s note: An appropriate value SMS application port Id for secure MTC trigger is ffs and needs to be registered by CT1. 

7. The device trigger is transported to the UE as defined in TS 23.682 [x4]. As the trigger may not fit into one SM the SMS-SC does any necessary segmentation for larger messages. 
8. When the UE receives the device trigger, the trigger is destined to the secure trigger application based on the SMS application port Id indicating a secure trigger. 

-
The GPL and GPI processing is performed as defined in TS 33.223 [x2] and TS 33.224 [x3]. 

- 
After this any information contained within the trigger payload is forwarded to the related or addressed UE-application as specified in TS 23.682 [x4].
********************** End of Changes **********************
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3. Process GPI request
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