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Discussion
The need for solutions for mid-call start of intercept was discussed in last meeting for media security.  

A general observation that can be done related to mid-call start of intercept is that to be able to even distinguish the media stream for the user, the network needs to understand what media and codecs are being used, what port numbers are applicable, IP addresses etc are used in a particular stream.  There is also a need to correlate the media information with the user (i.e., what signaling information the UE included during call setup).  
So to be able to activate mid-call start of intercept, the function that is performing this, needs to have more or less the entire information from the offer / answer exchange setting up the call available. Otherwise, the mid-call start of intercept function will not be able to associate the user and the related media session (and its media information). This is true regardless if media security is enabled or not.
When media security is applied, media security (both e2e and e2ae) is negotiated through SDP signaling, same as codec negotiation.  If the node that is required to perform mid-call start of intercept (e.g., P-CSCF), stores the SDP information from the offer / answer exchange, that node will also have the media security information (such as keys) available in the same location as well (SDES parameters for SDES, or a Ticket for MIKEY).  When a mid-call start of intercept is triggered, the entire SDP is available, and related media security information from the SDES or MIKEY-TICKET can be provided to the LI system (in the same fashion as for an active call setup LI trigger).  As the full media security information that was negotiated during the call setup is available, there will be no difference from an LI point of view between LI at session start and LI at mid call. 
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10
Mid-call lawful Interception

10.1
Introduction

10.2
Use cases

10.3
Solutions

10.3.1
Carrying key recovery material in MKI field
Editor’s Note: The following provides a potential solution for mid-call interception. Alternative solutions that could be considered may include storing information relating to the call (including keying information) in the P-CSCF, periodic re-keying, or the ekt solution (draft-mcgrew-srtp-ekt) being considered by IETF.

An overall high level concept of mid-call lawful interception for MIKEY-TICKET is shown in Figure 10.3.1-1. Each UE is assigned a secret key SA that is also known to the KMS. The secret key along with the nonce value N generates a ciphering sequence N’, that with MIKEY-TICKET TEK session key produces TEK’. In order to regenerate the TEK, the KMS uses the secret key SA with the nonce N and TEK’. These values are carried in the SRTP MKI field of the SRTP Header [31]. 

Although encryption of the SRTP Header is not required, as an added measure of security the nonce N and TEK’ portion are encrypted with the encryption key available for securing initiator-KMS TICKET requests. It is noteworthy even if the SRTP MKI field were somehow to be decrypted by an attacker; session secrecy is maintained as the secret key SA remains unknown.
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Figure 10.3.1–1: Lawful Intercept enhancement to MIKEY-TICKET

10.3.2
Use locally stored information
A general observation that can be done related to mid-call start of intercept is that to be able to even distinguish the media stream for the user, the network needs to understand what media and codecs are being used, what port numbers are applicable, IP addresses etc are used in a particular stream.  There is also a need to correlate the media information with the user (i.e., what signaling information the UE included during call setup).  

To be able to activate mid-call start of intercept, the function that is performing this, needs to have the information from the offer / answer exchange setting up the call available. Otherwise, the mid-call start of intercept function will not be able to associate the user and the related media session (and its media information). This is true regardless if media security is enabled or not.

When media security is applied, media security (both e2e and e2ae) is negotiated through SDP signaling, same as codec negotiation.  If the node that is required to perform mid-call start of intercept (e.g., P-CSCF), stores the SDP information from the offer / answer exchange, that node will also have the media security information (such as keys) available in the same location as well (SDES parameters for SDES, or a Ticket for MIKEY).  When a mid-call start of intercept is triggered, the entire SDPs are available, and related media security information from the SDES or MIKEY-TICKET can be provided to the LI system (in the same fashion as for an active call setup LI trigger).  As the full media security information that was negotiated during the call setup is available, there will be no difference from an LI point of view between LI at session start and LI at mid call.
Next Change

11
Conclusions

11.1
IMS messaging security

Editor’s Note: Terminology relating to end-to-middle / access edge needs to be clarified

Editor’s Note: Conclusions relating to the end-to-end case are ffs

This clause includes the conclusions and recommendations for normative work on the media security enhancement for IMS messaging security. 

For session based messaging, the following methods are concluded to be specified:  

2011 -
For end-to-middle / access edge security, the TLS based mechanism using fingerprints are to be adopted, with the clarification that the network must indicate to the UE that e2ae is used. 

Editor’s Note: Requirements for these indications (e.g. include in REGISTER, INVITE) are ffs.

For immediate messaging, the following methods are concluded to be specified:  

2012 -
For end-to-middle / access edge security, current IMS Signalling mechanisms are to be reused as is.

11.2
Mid-call start of intercept

It is concluded that mid-call start of intercept can be achieved for media security based on the local stored information as described in Clause 10.3.2. 
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