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1
Discussion
For end-to-end media security of session based messaging, the PSK-TLS with MIKEY-TICKET based mechanisms as specified in clause 8.3.1.2 are proposed to be adopted. This will ensure that an e2e security based solution similar to SRTP MIKEY-TICKET can be used also for TCP based traffic. 
For end-to-end media security of immediate messaging, the S/MIME extension using MIKEY-TICKET is recommended according to clause 8.3.1.1. 
3
Proposal

It is proposed that the following text is included into the TR and that SA3 agrees on the proposed conclusions for the IMS messaging aspects of the study.

4
Proposed changes
First Change

11.1
IMS messaging security

Editor’s Note: Terminology relating to end-to-middle / access edge needs to be clarified


This clause includes the conclusions and recommendations for normative work on the media security enhancement for IMS messaging security. 

For session based messaging, the following methods are concluded to be specified:  

· For end-to-middle / access edge security, the TLS based mechanism using fingerprints are to be adopted, with the clarification that the network must indicate to the UE that e2ae is used. 

Editor’s Note: Requirements for these indications (e.g. include in REGISTER, INVITE) are ffs.

· For end-to-end security, the PSK-TLS with MIKEY-TICKET based mechanisms as specified in clause 8.3.1.2 are to be adopted.
For immediate messaging, the following methods are concluded to be specified:  

· For end-to-middle / access edge security, current IMS Signalling mechanisms are to be reused as is.

· For end-to-end message security, the S/MIME extension using MIKEY-TICKET according to clause 8.3.1.1 are to be adopted.
End of Changes
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