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1
Introduction
In IMS P2P security threats section, the threats against user identity privacy is mentioned that user peers can get another user peer’s identity. A related seuciryt requirement is proposed. So this contribution proposes a security solution to fulfill this requirement.
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============================Begin of Change=========================

5
Security Solutions
Editor’s Note: This clause is intended to describe solutions which fulfil the security requirements listed. 
5.x Security protection on user identity privacy
User Peer should generate an temporary peer ID when it connect to IMS P2P system. User Peer should bind its temporary peer ID and content information together and send it to Tracker AS with its permanent ID.

When Tracker AS received such update information, it should update bitmap information about specific content by using a cluster like {permanent ID, temporary ID, content information}. When some other peers want to get peer list from Tracker AS, Tracker AS should send response with temporary ID instead of permanent ID. After that, the other peers can communicate with this peer by using its temporary ID.
The detail procedure is as following:

[image: image1]
1. When a peer (named peer A) wants to update its own content information to Tracker AS, it generate an temporary ID first.
2. Peer A binds TID with content segment. 
3. It sends {permanent ID, TID, content information} to Tracker AS.
4. Tracker AS will update Peer list information based on received message.
5. Tracker AS send back an acknowledgment message to peer A.
6. When another peer (named peer B) wants to get specific content, it should send peer list request to Tracker AS.
7. Tracker AS will send peer list response indexed by using TID to peer B.
8. Peer B will setup communication with peer A by using its TID. Then they exchange content segment for each other.
============================End of Change==========================
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