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1 Introduction
Clauses 9.3.1.1 to 9.3.1.3 discuss aspects of an SDES based media plane security solution in cases of CDIV and propose different solutions. As the SDES based media plane security solution is meant to be easy to implement and is not meant to satisfy user groups with high security requirements, we feel it is most adequate to refrain from standardizing additional mechanisms for CDIV in this solution. We propose to add a respective section as “recommended solution” to clause 9.3.1 of TR 33.829.
During the normative work on extended media plane security, the media plane security specification will need to be enhanced by stating the impact of CDIV on the SDES based media plane security solution. The proposed section “recommended solution” is meant to serve as the basis for this enhancement.
2 Proposal
We propose to change TR 33.829 as follows by introducing a new subclause:
*** BEGIN CHANGES ***
9.3.1.4
Recommended solution
As described in 9.3.1.1, in certain cases of diverted media sessions it cannot be ensured that no endpoint except the one finally terminating the session sees the keys used by the initiator of the media session. It is assumed that this is an acceptable risk for major user categories. Therefore, no additional security mechanisms are specified for CDIV in the SDES based media plane security solution.
Still, an IMS UE may apply certain policies to enhance security in CDIV scenarios. For example, when using e2e security with SDES, an IMS UE receiving an answer on an INVITE may check the P-Asserted-Identity field to verify whether the answering user is the called one, and if this is not the case, cancel the current session (and possibly establish a new session directly with the answering user, using new keys). Moreover, an IMS UE may alert the user in case the user has triggered the establishment of a media session using e2e security but the identity of the answering party is not asserted to the IMS UE.
*** END OF CHANGES ***
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