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1
Introduction
GBA in browser (TR 33.823) states that “GBA keys will be be bound to the existing session between the browser and the web server in such a way that the keys cannot be reused in another session or reused by another entity”. 
HTTP in its basic form is a transaction based protocol rather than a session based protocol. However, the way HTTP is used, several transactions are typically considered to be part of one and the same session. The TR is unclear on what type of session is intended. This pCR adds such a clarification and removes the corresponding editor's note.
It is proposed that the pCR below is approved for inclusion in TR 33.823.

2
PCR

************* START OF CHANGE 1 ***************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

HTML FORM: A HTML form is a section of a HTML document containing normal content, markup, special element called controls (checkboxes, radio buttons, text fields, password fields, etc.) and labels on those controls. End users generally "complete" a form on a web page by modifying its controls (entering text, selecting radio buttons, etc.), before submitting the form to an agent for processing (e.g., to a web server).

HTML5: HTML5 is a W3C specification [8] that defines the fifth major revision of the Hypertext Markup Language (HTML), the standard language for describing the contents and appearance of Web pages. 

JavaScript: JavaScript is a prototype-based scripting language that was formalized in the ECMAScript language standard. JavaScript is primarily used in the form of client-side JavaScript, implemented as part of a Web browser in order to provide enhanced user interfaces and dynamic websites.

Same origin policy:  Some origin policy is a security mechanism in a client browser that permits webpage scripts to access their associated website’s data and methods but restricts its access to scripts and data stored by other websites.
HTTP session:  An HTTP session is in this TR considered to be a sequence of related HTTP request/response transactions together with some associated server-side state. How a web server maps an incoming HTTP request to a particular session is implementation specific, but it will typically be based on either session cookies or SSL/TLS session identifiers. Note that this definition also contains the case when each HTTP request/response transaction constitutes its own session.
************* END OF CHANGE 1 ***************
************* START OF CHANGE 2 ***************
4.2
Objectives 

The document has the following objectives for the usage of GBA in web browsers:

-
There will be cryptographic key separation between different applications using GBA (e.g. MBMS, Presence, browser banking application, browser e-mail application, etc).  For non-browser based applications, this is already in use in generic GBA architecture with the usage of NAF specific keys Ks_(ext/int)_NAF with the usage of NAF_Ids and protocol identifiers.

-
The NAF specific keys for the use of GBA in web browsers will be protected from man-in-the-middle attacks.

-
The GBA keys will be bound to the existing session between the browser and the web server in such a way that the keys cannot be reused in another session or reused by another entity. 


-
The access to NAF specific keys by JavaScript will be restricted in such a way that a web page executing a Javascript in a web browser will have access to the NAF specific keys that it is authorized to have access to.  For instance, same origin policy could be used so that a Javascript will have access to only that NAF specific key that belongs to same origin (e.g. a web page loaded from http://www.3gpp.org/ will have access to only the NAF specific key of www.3gpp.org and not be able to request keys for another origin). 

Editor’s Note: Direct access to keys is considered bad cryptographic habit and it is ffs how this can be avoided in web GBA.
************* END OF CHANGE 2 ***************
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