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Abstract of the contribution: This document proposes a solution for the H(e)NB message verification and some analysis of the solution.
1. Introduction 
In the discussion of HeNB message verifications, some potential solutions have been presented.  Here, we present yet another potential solution and provides some analysis of the proposed solution. 
2. Solution and analysis 

To have assurance that the H(e)NB ID or mapped identity (collectively referred to as simply H(e)NB ID for the purpose of discussion) is not spoofed by H(e)NB with which it is communicating with the H(e)NB-GW, we need to have a secure way to associate the that ID with the secure association that took place at the time the H(e)NB authenticated and attached to the SeGW.  If the SeGW and the H(e)NB-GW were integrated together, then the integrated box could have a database that ties the identities used in Subject Alternative Name fields of the certificates to the H(e)NB ID that is supposed to be assigned to that H(e)NB.  The H(e)NB-GW could then filter all of the arriving S1 Setup Request messages to ensure that they do in fact carry that H(e)NB ID.

However, when the SeGW and H(e)NB-GW are physically separate, we need some way to carry the association of the Subject Alternative Name, as given in the HeNB certificate, to the S1 connection being set up to carry control and signaling traffic.  One way to do this is to carry a binding between the Subject Alternative Name and the H(e)NB’s inner IP address that was assigned by the SeGW to the H(e)NB-GW.  It is reasonably difficult for any host to spoof an SCTP connection from an IP address that isn’t routed to it, and so we can be assured that if the H(e)NB-GW merely knows the IP address that was assigned to a given H(e)NB, it will be able to prevent other H(e)NBs (which don’t have access to the traffic sent to that IP address) to spoof a connection pretending to be the original H(e)NB.

One way to carry the binding is to use the Domain Name System, which already has support for binding names to addresses.  The SeGW can update the DNS so that it contains a mapping from the Subject Alternative Name to the inner IP that it assigns to the H(e)NB.  It is typical for VPN gateways to perform such a dynamic DNS update when clients connect to them.  Then, when the H(e)NB-GW receives an S1 Setup Request message, it can derive a DNS name that corresponds to the H(e)NB ID presented to it, perform a DNS lookup on this DNS name, and verify that the IP address returned is the same one being used as the source of the SCTP connection over which the S1 Setup Request arrived.  Furthermore, the same verification can be extended to other S1 messages originating from the H(e)NB as well. This will provide the verification to satisfy the H(e)NB message verification requirement.

A diagram depicting this approach is shown in the following figure.
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Figure X. The steps of establishing an IPsec and S1 connection to the H(e)NBGW.
The H(e)NB-GW could also contain a database that maps H(e)NB IDs to DNS names, or some convention for naming the H(e)NBs could be used in the choice of Subject Alternative Names for use in certificates; for example, all H(e)NBs could use certificates with

HeNB_ID.MNC.MCC.3gppnetwork.org

in the Subject Alternative name field.  This would make it easy for the H(e)NB-GW to associate an ID with a DNS name that would be used to lookup the inner IP address that was assigned by the SeGW and used to update the DNS server.
3. Proposals 

With the solution described, the impact to the existing system is minimized. It is proposed that SA3 to endorse this approach going forward.
