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1. Overall Description:

A new security feature introduced in EPS is the implicit serving network authentication. This is achieved by deriving KASME using the ID of the serving network sent by the MME on the S6a interface. A network element claiming to be a MME can obtain an Authentication Vector with a KASME derived using a SN ID it does not belong to. Consequently, the serving network authentication is defeated. 3GPP SA WG3 agreed that the threat exists and should be countered.

According to TS 33.401, the Home Network needs to verify that the MME requesting the authentication data is entitled to use the SN id used to calculate KASME. However, it is not specified how and where to verify the SN ID. . 
2. Details for consideration

2.1 How to verify?
A proposed countermeasure which was discussed in SA3 is to verify the mapping between the source IP and the Origin-Realm/Visited-PLMN-Id (see attachment S3-110022). By checking the mapping, HPLMN can verify that the received AV request is from a PLMN as it claims. However, SA3 could not finally decide which information elements are needed and available for this verification. This falls into the remit of CT4.
2.2 Where to verify?

The source IP address of a request is an essential part of the check. But this address changes at every Diameter Routing Agent (DRA) in the path. It was pointed out that the LTE roaming architecture of GSMA features a mandatory Diameter Edge Agent (DEA) at the edge of every PLMN. SA3 proposes that the verification function may be implemented in the Diameter Edge Agent, where the external source IP address is still available. However, currently a Diameter Agent is only specified within TS 23.203, not in TS 23.401. 
2.3 Impact of intermediate DRA
The GSMA roaming architecture optionally allows using intermediate DRAs between the two DEAs of the roaming partners. An intermediate DRA will also change the source IP address of a request. Therefore, the verification function is proposed to be implemented both in the PLMNs' DEA and in the Carrier DRA which are the entry point of the PLMN to the Diameter network. The threat and the proposed countermeasures are detailed in the attached contribution S3-120635.
3. Actions:

To 3GPP CT4 and 3GPP SA2 groups.

ACTION1: 
3GPP SA WG3 asks CT4 and SA2 to provide their views on the proposed countermeasure.
ACTION2: 
3GPP SA WG3 asks CT4 and SA2 to provide feedack on aligning the 3GPP LTE roaming architecture with the GSMA LTE roaming architecture by including the DEA, and the optional intermediate DRA.
To 3GPP CT4 group.

ACTION3: 
3GPP SA WG3 asks CT4 to provide feedback on the information elements suitable for source verification of requests.
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