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Abstract of the contribution:

This contribution analyzes the constrains of R11 MTC trigger security solution in TS23.682.
1 Introduction
In SA3#67 meeting, SA3 endorsed S3-120543 to be put into TS23.682 as an optional R11 trigger security solution. This contribution analyzes the constraints of R11 solution and proposes to avoid these contrians in R12.
2 Analysis

There are some constraints of this R11 MTC trigger security solution which list below.

Home routing :

R11 solution mandates the HPLMN shall implement Home Network Routing which has the effect of forcing the delivery of the SMS to an SMS Router in the HPLMN rather than to the serving MSC/VLR, SGSN or MME of the destination UE. It’s the normal standardized procedure that SMS routes from its SMS-SC to the target’s MSC/VLR, SGSN or MME. Home routing forces every two operators has to have agreements to send their SMS to the target’s SMS router or SMS-SC, not legacy SMS routing. This constraint requires operator’s HPLMN supports new SMS routing path.
Filtering infrastructure :

This filtering infra is used to block unauthorized SME to send trigger messages. However, how the solution to let filtering infra authorize SME according to the trigger SMS is not clear since it should not be stated in TS23.682 and it should be studied in SA3’s TS in R12. In common understanding, a whitelist is used to check the authorized SME. However, the granularity of this whitelist should be studied and stated in the solution to make the solution completed. Operators has to maintain such a filtering infra to support this R11 solution. 
In NOTE 2 of this solution(S3-120543), “filtering is distributed between filtering infrastructure associated with the SMS Router, filtering infrastructure associated with the SMS-SC, and the filtering functions within the MTC-IWF”. It also stated a constraint“the filtering needs to be invoked by an entity which can verify the source of the SM on a locally connected interface”. That means SMS router, or SMS-SC or MTC-IWF has to support verifying the source of the SMS. SMS router does not have such capability. SMS-SC  and MTC-IWF do not have this capability unless they have all the possible subsription/whitelist of SME who can send trigger message. We can also let filtering infra has this capability but the problem is the same that the filtering infra should know maintain the completed whitelist/subscription of the source of trigger messages. Moreover, a locally connected interface should be supported by the operators but it  probably may be an internal interface and needs no standardization. But the mechanism of how the NE invokes the filtering and verify the source of the SM on a locally connected interface should be studied further. 
Future thinking :
In later release, the scope of SME may become abroad, that is to say, not only a MTC server can send trigger SMS, but also some main user’s UE can send trigger SMS to control user’s MTC device. In that case, the filterng infra or the associated NE will have the constraints of maintaining the authorized SME list/subscription.  A more completed solution should be studied in R12 to meet more requirements. 
3 Proposal

It is kindly proposed to put clause 2 analysis into TR33.868.

***********************************************Begin of Change**************************************************

7.1.4
Evaluation
Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 
The following provides an evaluation of Device Triggering mechanisms on each interface. It does not take into account possible end to end protection of DT.

External interface:  

T4 solution: Trigger indication is sent over Tsp from MTC server to MTC-IWF. Requirements exist in current SA3 TR 33.868 that MTC-IWF should verify the integrity of the device trigger and that it is sent by an authorized source. This could be achieved with the help of the MTC-SEG. Checking a received device trigger that has come over the T4 to SMSC should not be a problem as MTC-IWF and SMSC are within the same operator.

Additionally, the MTC server may send a device trigger over Tsms to SMSC. This poses the problem identified in TR 33.868 “SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs and act accordingly (e.g selectively block).” One possibility to distinguish is to use a dedicated SMS application port (User Data Header Port, cf. 23.040) for trigger SMSs. The SMS application port is conveyed all the way to the UE, and it can be used by the intermediate nodes as well as the MTC device to distinguish ordinary short messages from short messages for triggering. The SMSC should then check incoming SMSs and accept device trigger SMSs only from authorized MTC servers. This approach requires that the SMS infrastructure can filter based on payload contents for all SMS from untrusted sources. This could be achieved with the help of the MTC-SEG. 
T5 solution: Tsp interface is the same for T4 solution and T5 solution. Therefore the same considerations apply. 

UP solution: Trigger UP message is sent over Gi/SGi from MTC server to GGSN/PGW. This seems to pose a requirement that the GGSN/PGW would need to filter out unauthorized triggers. This could be achieved by only allowing traffic to the UE from an authorized MTC server (which is assumed not to send false triggers)  Alternatively achieving the requirement would require that trigger UP messages can be distinguished from other user plane data messages over Gi/SGi, and the GGSN/PGW would need to possibly check all incoming traffic over Gi/SGi and filter out unauthorized trigger UP messages.   The latter seems a major task to do.

Interface between home and serving network:  

T4 solution: The trigger SMS is sent from SMSC as follows: to MME via MSC in LTE, to SGSN in PS UTRAN, to SGSN in GPRS. This also poses the problem that the serving network node is required to distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs and act accordingly (e.g selectively block).  Also here, one possibility to distinguish is to use a dedicated SMS application port (User Data Header Port, cf. 23.040) for trigger SMSs. The SMS application port is conveyed all the way to the UE, and it can be used by the intermediate nodes as well as the MTC device to distinguish ordinary short messages from short messages for triggering. The MME/SGSN in the serving network should then check incoming SMSs and accept device trigger SMSs only from an authorized source (e.g. SMSC) in the HPLMN. Checking a received device trigger SMSM should not be a problem when MME/SGSN and SMSC are within the same operator. This approach requires that the SMS infrastructure can filter based on payload contents for all SMS from untrusted sources.
It seems additional measures may be needed in case of roaming to do the check. One possible solution is that trigger SMSs are always sent home routed via a dedicated SMSC. Then the MME/SGSN node, when it receives a trigger SMS, contacts the UEs HSS to get information about whether the trigger SMS was sent by an authorized source in the HPLMN.  If the received information from the HSS matches the source information in the trigger SMS, the trigger SMS is forwarded to the UE. The requested information could include, e.g. address of the authorized SMSC, information if there is an outstanding trigger SMS for the UE, or the even the reference number of the trigger SMS. 

T5 solution: SA2 is discussing two options: Device trigger can be sent over T5 as an SMS or as a generic signaling message. In case of SMS the same considerations apply as for T4 solution above with the exception that the source node is MTC-IWF and not SMSC. In case of generic signaling message is used it seems that “additional” checking is not needed when the trigger message is sent as a generic signaling message as it can be regarded as a normal signalling message and existing protection mechanisms for signalling messages should apply. 

UP solution: Trigger UP message is sent from GGSN/PGW to SGSN/SGW. If filtering was not done at the GGSN/PGW, this would require that trigger UP messages can be distinguished from other user plane data messages at SGSN/SGW, and the SGSN/SGW would need to possibly check all incoming traffic and filter out unauthorized trigger UP messages. This seems a major task to do.

Radio interface: 

T4 solution: Device trigger is sent as MT SMS. MT SMS in control plane is integrity protected in LTE and UTRAN but not in GERAN. MT IP-SMS (if applicable) does not provide integrity protection in any network. 

T5 solution: Device trigger is sent as MT SMS or a NAS message (SA2 is discussing two options). In case MT SMS the same considerations as for T4 solution apply. In case of a NAS transport, NAS message in control plane is integrity protected in LTE and UTRAN but not in GERAN.

UP solution: Device trigger is sent over user plane. Integrity protection is not provided for user plane in any RAN.

The evaluation of the solutions is as following:
· Triggering via NAS signalling
It has 3 benefits to use this solution, first, both NAS signalling messages and SMS messages over NAS signalling can be integrity-protected. Secondly, core network can verify MTC server and MTC device/UE can verify and trust core network after authentication. As a result, the trusted source verification can be achieved by the MTC Device/UE based on core network verification. Thirdly, it re uses the current existing mechanism to provide this protection and does not need to deploy new security elements etc. In a word, this solution is simply and secure.
· GBA Push based approach
For this solutin, the benefit is the mutual authentication between the MTC Device/UE and the MTC Server can be achieved. But it has the following problem:
· The specific BSF Server for SIMTC needs to be deployed in the operator’s network. Currently, some operator does not deploy the BSF Server. 

R11 MTC Trigger Security Optional Solution Analysis: 

R11 MTC Trigger Security Optional Solution is in TS23.682. There are some constraints of this R11 MTC trigger security solution which list below.

Home routing :

R11 solution mandates the HPLMN shall implement Home Network Routing which has the effect of forcing the delivery of the SMS to an SMS Router in the HPLMN rather than to the serving MSC/VLR, SGSN or MME of the destination UE. It’s the normal standardized procedure that SMS routes from its SMS-SC to the target’s MSC/VLR, SGSN or MME. Home routing forces every two operators has to have agreements to send their SMS to the target’s SMS router or SMS-SC, not legacy SMS routing. This constraint requires operator’s HPLMN supports new SMS routing path.

Filtering infrastructure :

This filtering infra is used to block unauthorized SME to send trigger messages. However, how the solution to let filtering infra authorize SME according to the trigger SMS is not clear since it should not be stated in TS23.682 and it should be studied in SA3’s TS in R12. In common understanding, a whitelist is used to check the authorized SME. However, the granularity of this whitelist should be studied and stated in the solution to make the solution completed. Operators has to maintain such a filtering infra to support this R11 solution. 

In NOTE 2 of this solution(S3-120543), “filtering is distributed between filtering infrastructure associated with the SMS Router, filtering infrastructure associated with the SMS-SC, and the filtering functions within the MTC-IWF”. It also stated a constraint“the filtering needs to be invoked by an entity which can verify the source of the SM on a locally connected interface”. That means SMS router, or SMS-SC or MTC-IWF has to support verifying the source of the SMS. SMS router does not have such capability. SMS-SC  and MTC-IWF do not have this capability unless they have all the possible subsription/whitelist of SME who can send trigger message. We can also let filtering infra has this capability but the problem is the same that the filtering infra should know maintain the completed whitelist/subscription of the source of trigger messages. Moreover, a locally connected interface should be supported by the operators but it  probably may be an internal interface and needs no standardization. But the mechanism of how the NE invokes the filtering and verify the source of the SM on a locally connected interface should be studied further. 

Future thinking :

In later release, the scope of SME may become abroad, that is to say, not only a MTC server can send trigger SMS, but also some main user’s UE can send trigger SMS to control user’s MTC device. In that case, the filterng infra or the associated NE will have the constraints of maintaining the authorized SME list/subscription.  A more completed solution should be studied in R12 to meet more requirements.
***********************************************End of Change**************************************************

