Common Criteria and 3GPP

David Martin CCDB Chair + input from Dag Stroman CCMC
Chair

July 9, 2012



Agenda

@ The aim of being here - to scope a possible liaison

#% Common Criteria

David Martin CCDB Ch CCMC Chaii  Common ia and 3GPP



Agenda

@ The aim of being here - to scope a possible liaison
@ What is Common Criteria (CC)

#% Common Criteria

David Martin CCDB Chair + input from Dag Stroman CCMC Chait  Common Criteria and 3GPP



Agenda

@ The aim of being here - to scope a possible liaison
@ What is Common Criteria (CC)

@ What is the Common Criteria Recognition Arrangement
CCRA

#% Common Criteria

David Martin CCDB Chair + input from Dag Stroman CCMC Chait  Common Criteria and 3GPP



Agenda

@ The aim of being here - to scope a possible liaison
@ What is Common Criteria (CC)

@ What is the Common Criteria Recognition Arrangement
CCRA

@ CCRA structure, practices, and ongoing development

#% Common Criteria

David Martin CCDB Chair + input from Dag Stroman CCMC Chait  Common Criteria and 3GPP



Agenda

@ The aim of being here - to scope a possible liaison
@ What is Common Criteria (CC)

@ What is the Common Criteria Recognition Arrangement
CCRA

@ CCRA structure, practices, and ongoing development
@ Discussion

#% Common Criteria

David Martin CCDB Chair + input from Dag Stroman CCMC Chait  Common Criteria and 3GPP



Agenda

@ The aim of being here - to scope a possible liaison
@ What is Common Criteria (CC)

@ What is the Common Criteria Recognition Arrangement
CCRA

@ CCRA structure, practices, and ongoing development
@ Discussion
@ Define next steps
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Scoping an effective liaison through discussion

Liaison Request SP-120431

@ Has been passed to the CCMC and CCDB

@ Comes at a good time - moving towards greater use of PPs
etc from Technical Communities

@ 3GPP working group could be a very effective Technical
Community

@ Outcome of these discussions will be discussed by CCDB
and CCMC in September meetings

@ More detail provided below
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e ITSEC — The European standard
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Book’)
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What is Common Criteria (CC) History
Usage

Common Criteria (CC) History

@ Merger in late 1990s of three security assurance
standards:-

e CTCPEC - The Canadian standard

e ITSEC — The European standard

e TCSEC - The United States DOD Standard ("The Orange
Book’)

@ Aim was to harmonise security and assurance
requirements

@ Supported by a Mutual Recognition Arrangement (CCRA)
@ Leading to 'Evaluate Once - Confidence and Trust for
@ Also an ISO standard - via SC27 WG3 i
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What is Common Criteria (CC) History
Usage

Common Criteria Usage

@ Works from Threats

@ Language used to effectively define Functional and
Assurance Requirements

@ CCRA framework defines a level of consistency between
schemes and labs
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International Groups
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What is the Common Criteria Recognition Arrangement(CCRA)

The CCRA

@ 26 Nations with 16 ’certificate producing’ - expecting more
to come
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Background

Structure

Growth in CCRA

CCDB Vision

Technical Communities
Supply Chain Workgroup
Efficiency and Effectiveness
International Groups
Workshops

What is the Common Criteria Recognition Arrangement(CCRA)

The CCRA

@ 26 Nations with 16 ’certificate producing’ - expecting more
to come

@ These Nations work together through meetings, email, etc
@ Significant ongoing developments around:-
o Consistency
e Transparency
Use of Industry Expertise
Wider Procurement Applicability
Harmonisation of Cryptographic Requirements/Evaluation

@ Some of this can be seen in CCDB 'Vision Statement’

(covered later)
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#% Common Criteria

David Martin CCDB

CCMC Chail



Background

Structure

Growth in CCRA

CCDB Vision

Technical Communities
Supply Chain Workgroup
Efficiency and Effectiveness
International Groups
Workshops

CC Management Committee (CCMC)

What is the Common Criteria Recognition Arrangement(CCRA)

@ All 26 Nations - usually meets annually
@ Responsible for strategy and operation of CCRA,

#% Common Criteria

David Martin CCDB Chair + input CCMC Chait  Commi



Background

Structure

Growth in CCRA

CCDB Vision

Technical Communities
Supply Chain Workgroup
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International Groups
Workshops

CC Management Committee (CCMC)

What is the Common Criteria Recognition Arrangement(CCRA)

@ All 26 Nations - usually meets annually
@ Responsible for strategy and operation of CCRA,
@ Approval of new members etc.
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International Groups
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CC Executive Sub-Committee (CCES)

What is the Common Criteria Recognition Arrangement(CCRA)

@ Day to day running of arrangement - meets every 6 months
@ Responsible for shadowing new members

@ Responsible for regular re-assessment of schemes

@ Annual Conference (ICCC)
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CC Development Board (CCDB)

What is the Common Criteria Recognition Arrangement(CCRA)

@ Development of criteria/methodology, scheme
harmonisation - meets at least every 6 months

@ Uses CC Maintenance board for consistency of criteria etc
@ Forms Workgroups, Technical Communities, etc
@ Liaison point for ISO, ITU, CCUF, FIPS, JIWG, etc
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Efficiency and Effectiveness
International Groups
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What is the Common Criteria Recognition Arrangement(CCRA)

Growth in CCRA

26 Countries in CCRA - more to come
Cyber - Architecture - Agility
Volume/Range

Development pace

Use expertise where it has most effect
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Vision Statement

See http://www.commoncriteriaportal.org/communities/

Detailed PPs

Threat/Risk Driven

Detailed Repeatable and Transparent testing

Detailed reports and vendor assertions

Rapid, Community led, development of PPs and

methodology

US backing this up with procurement policy and CSFC

UK backing this up via procurement advice and CPA

Some other nations looking to also enforce
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Technical Communities - 1

@ Over 10 years ago the European smartcard community
(through Eurosmart) realised that criteria and methodology
must be defined in more detail specifically for that
technology
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@ Over 10 years ago the European smartcard community
(through Eurosmart) realised that criteria and methodology
must be defined in more detail specifically for that
technology

@ Groups such as JHAS (which has members from
manufacturers, evaluation labs, CC schemes, payment
schemes, etc) meet regularly to exchange knowledge and
set detailed requirements.
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What is the Common Criteria Recognition Arrangement(CCRA)

Technical Communities - 1

@ Over 10 years ago the European smartcard community
(through Eurosmart) realised that criteria and methodology
must be defined in more detail specifically for that
technology

@ Groups such as JHAS (which has members from
manufacturers, evaluation labs, CC schemes, payment
schemes, etc) meet regularly to exchange knowledge and
set detailed requirements.

@ JTEMS is similar for payment terminals -
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International Groups
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What is the Common Criteria Recognition Arrangement(CCRA)

Technical Communities - 2

@ Other CC schemes now believe that such a technology
focused approach is valuable for all technologies

@ Based around Collaborative Technical Communities

@ Harnesses the knowledge of technical experts in industry
with threat and requirement knowledge

@ Dynamic, fast paced approach
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What is the Common Criteria Recognition Arrangement(CCRA)

@ First Collaborative PP Technical Community is USB
memory devices

@ Led by Sweden
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Technical Communities
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Efficiency and Effectiveness
International Groups
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Technical Communities
Supply Chain Workgroup
Efficiency and Effectiveness
International Groups
Workshops

Technical Communities - Status

What is the Common Criteria Recognition Arrangement(CCRA)

First Collaborative PP Technical Community is USB
memory devices

Led by Sweden
Setting out to define threats and technical requirements
Use of CC ’language’ reserved until late in process

Other Technical Communities being used (esp by US and
UK) but not yet widened to full status
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What is the Common Criteria Recognition Arrangement(CCRA)

Supply Chain Workgroup

Background

Structure

Growth in CCRA

CCDB Vision

Technical Communities
Supply Chain Workgroup
Efficiency and Effectiveness
International Groups
Workshops

@ Industry led DB working group
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Technical Communities
Supply Chain Workgroup
Efficiency and Effectiveness
International Groups
Workshops

What is the Common Criteria Recognition Arrangement(CCRA)

Supply Chain Workgroup

@ Industry led DB working group

@ Producing a 'toolbox’ that PP authors in a technical
community can tailor for their needs
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Background

Structure

Growth in CCRA

CCDB Vision

Technical Communities
Supply Chain Workgroup
Efficiency and Effectiveness
International Groups
Workshops

What is the Common Criteria Recognition Arrangement(CCRA)

Supply Chain Workgroup

@ Industry led DB working group

@ Producing a 'toolbox’ that PP authors in a technical
community can tailor for their needs

@ Aiming to work with other groups such as the Open Group
to ensure that there is no duplication of assessments.
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What is the Common Criteria Recognition Arrangement(CCRA)

@ In the past some have considered CC to be too slow and
ineffective
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ineffective

@ Technical Communities keep the Protection Profiles and
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Efficiency and Effectiveness

What is the Common Criteria Recognition Arrangement(CCRA)

@ In the past some have considered CC to be too slow and
ineffective

@ Technical Communities keep the Protection Profiles and
their supporting documents at the leading edge.

@ JTEMS has involved tailoring the criteria and evaluation
approach to the needs of payment terminals
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What is the Common Criteria Recognition Arrangement(CCRA)

@ In the past some have considered CC to be too slow and
ineffective

@ Technical Communities keep the Protection Profiles and
their supporting documents at the leading edge.

@ JTEMS has involved tailoring the criteria and evaluation
approach to the needs of payment terminals

@ Technology specific arrangements around updates,
assurance continuity, site certification, certificate validity,
etc can all be produced by technical communities
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Efficiency and Effectiveness

What is the Common Criteria Recognition Arrangement(CCRA)

@ In the past some have considered CC to be too slow and
ineffective

@ Technical Communities keep the Protection Profiles and
their supporting documents at the leading edge.

@ JTEMS has involved tailoring the criteria and evaluation
approach to the needs of payment terminals

@ Technology specific arrangements around updates,
assurance continuity, site certification, certificate validity,
etc can all be produced by technical communities

@ CC is aflexible tool set that can be used to best effect B
such communities (e.g. 3GPP)
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What is the Common Criteria Recognition Arrangement(CCRA)

International Groups

@ CC Vendor Forum (CCVF)
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e Long running
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What is the Common Criteria Recognition Arrangement(CCRA)

International Groups

@ CC Vendor Forum (CCVF)
e Long running
@ CC Forum (CCF)
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What is the Common Criteria Recognition Arrangement(CCRA)

International Groups

@ CC Vendor Forum (CCVF)

e Long running
@ CC Forum (CCF)
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Technical Communities
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Efficiency and Effectiveness
International Groups
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e Comprehensive and growing - more than 400 members
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What is the Common Criteria Recognition Arrangement(CCRA)

International Groups

@ CC Vendor Forum (CCVF)
e Long running
@ CC Forum (CCF)
e Comprehensive and growing - more than 400 members

@ Currently merging to become the CC User Forum (CCUF)
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What is the Common Criteria Recognition Arrangement(CCRA)

International Groups

@ CC Vendor Forum (CCVF)
e Long running
@ CC Forum (CCF)
e Comprehensive and growing - more than 400 members

@ Currently merging to become the CC User Forum (CCUF)
@ Provide incubation and learning from Tech Communities
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What is the Common Criteria Recognition Arrangement(CCRA)

Workshops

Background

Structure

Growth in CCRA

CCDB Vision

Technical Communities
Supply Chain Workgroup
Efficiency and Effectiveness
International Groups
Workshops

@ Very successful trial workshop in March
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Workshops

Background

Structure
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CCDB Vision

Technical Communities
Supply Chain Workgroup
Efficiency and Effectiveness
International Groups
Workshops

@ Very successful trial workshop in March
@ Larger set in September
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Structure
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CCDB Vision

Technical Communities
Supply Chain Workgroup
Efficiency and Effectiveness
International Groups
Workshops

What is the Common Criteria Recognition Arrangement(CCRA)

Workshops

@ Very successful trial workshop in March
@ Larger set in September
@ Planned for subsequent CCDB meetings (6 monthly)
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Discussion
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Next Steps

Suggested next steps

@ Discussion within 3GPP

#% Common Criteria

David Martin CCDB Ch CCMC Chaii  Common ia and 3GPP



Next Steps

Suggested next steps

@ Discussion within 3GPP
@ Discussion within CCDB/MC
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Next Steps

Suggested next steps

@ Discussion within 3SGPP
@ Discussion within CCDB/MC
@ Set up liaison
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Next Steps

Suggested next steps

@ Discussion within 3SGPP
@ Discussion within CCDB/MC
@ Set up liaison

@ Set up joint workgroup to explore the needs and best way
forward
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