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1
Introduction
In SA3#67 the paper in S3-120381 was discussed. It outlined a basic structure for how to protect the public keys in PWS using GBA.  The main reason for this was to explore different options since it was felt that SA3 had focused in on one solution too early.
This pCR adds some more analysis around this. Note that even if GBA were to be used a protection mechanism, that does not necessarily exclude that NAS messages are still used to transport the public keys to the terminals. The transport of the messages is a separate issue and is discussed in a separate pCR to this meeting.

It is proposed that the pCR below is agreed for inclusion in TR 33.869.
To make it easy for the reader to see which text is from where, text taken from S3-120672 has green highlighting. Text with no highlighting is taken from S3-120647. The rapporteur is requested to remove the green highlighting.
2
pCR

7.x
Solution 4: GBA based protection

7.x.1
General

A main benefit of using a GBA based approach is that GSM, with it's lack of integrity protection and security termination point far out in the network and home base stations, also with the security termination point far out in the network, would not be weak points for the security. A GBA based approach brings the security termination point to a server in the core network.
A second benefit is that it is not necessary to use the NAS messages as transport channels for the delivery of the public keys used to sign the warning messages. Should other WGs inform SA3 that there is not sufficient space in the NAS messages to use them as SA3 currently proposes, the approaches outlined in these clauses can be used instead.
A GBA based approach can be split in two main parts: the protection of the public keys used for warning message signing, and the transport of these messages to the terminal. 
7.x.2
GBA based protection of public key distribution

On a high level a GBA based solution would work something along these lines:

1.
After registering with the network, the terminal performs a GBA Ub bootstrap or the network establishes a Ks_NAF using GBA Push using some form of transport for the GBA related traffic. The transport could for example be over a packet switched data bearer, SMS, USSD, or even using NAS messages.

2.
A NAF pushes the public key(s) to the terminal protected by Generic Push Layer or some other protocol. Alternatively, the terminal pulls the public key(s) from the NAF, e.g., via HTTP. Also here the transport for the messages can be any of several options, SMS, USSD etc.

3.
In case a terminal is without a public key for warning message verification for some reason, it can bootstrap via Ub and pull the public key from the NAF. The network need to provide the terminal with information about which is the current key (e.g., by including the current key identity in some SIB, by the terminal receiving or requesting the identity of the current key from some server).

A NAF, as defined in the GBA architecture, assumes the task of distributing the PWS public keys (called ‘PWS key center’).

Editor’s note: it is ffs whether this NAF is part of CBC, CBE, or is a standalone entity.   
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1.
The network broadcasts the new public key ID.

2.
The UE checks if it has the new public key.

3.
If the UE doesn’t have the new public key, it will request the key from the NAF acting as PWS key center.

4.
The GBA procedure is performed among the UE, the BSF and the NAF with the result the UE and the PWS key center share a key Ks_NAF.

5.
The new public key protected by Ks_NAF is sent to the UE.

   Editor’s note: Overload control for the PWS key center is ffs.
Naturally, since this is just a sketch of how a solution based on GBA could work, it is not comparable one-to-one with the solution based on NAS security. However, it gives a hint about how such a solution could work and some pros/cons can be identified.

7.x.3
Pros

A GBA based solution would not suffer from the weaknesses related to false or hacked bases stations (e.g., BSS in GERAN and home (e)NBs in UTRAN/E-UTRAN) that applies to the NAS based solution. The reason is that a GBA based solution protects the distribution of the key all they way from the NAF (presumably located in the core network).

Most protocols for key establishment and protection of the public key delivery are actually in place already: GBA and/or GBA Push for key establishment, GPL and HTTPS to protect the key delivery to the terminal (push and pull respectively).

The signing/verification, display of warning to the user and possible public key infrastructure are mainly application layer functions. Therefore it would be preferable from a design cleanness perspective to also do the key distribution on the application layer (compared to mixing application layer and the radio layer as is the case for the NAS based solution). Layer violations (or cross layer optimizations as they are sometimes called) usually leads to complexity. However, it cannot be ruled out that a GBA based solution will also have dependencies on the radio layer. This may be discovered to be necessary if this path is further pursued.

7.x.4
Cons

If GBA push is used over SMS, the maximum limit for one message is 160 octets (unless SMS chaining is used). This means that, to achieve 128-bit security level, a 256-bit ECDSA key would fit easily (32 octets), but 3072-bit RSA or DSA keys would not fit (384 octets).  A way around this could be that only a trigger is pushed to the terminals, and the terminals then pull down the key from the NAF. Further, using SMS as a bearer for pushing messages may put an unreasonable load on the SMSC.

At the moment not many cons have been identified, but clearly cons to some degree would be discovered once more details would be examined.

7.x.5
Cost

The NAF needs to be dimensioned to handle a huge number of simultaneous request for the current key in the same way the MSC/SGSN/MME would have to be dimensioned to handle the distribution of public keys in NAS messages.

Depending on if SMS is used to push data to the terminals, the SMSC may need to be dimensioned to handle a bigger load than today.
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