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1.  Discussion:

In the current proposals for PWS security, replay protection of signed PWS messages is achieved by changing the public key used for signing the warning messages after use. However, just after an emergency warning has been broadcast, network nodes may not have the capacity to cope with changing PWS keys for all UEs in the network, because part of the network infrastructure in the disaster area may have been hit or there is an exceptionally high load on the network. Even worse, UEs in the disaster area may get caught up in rekeying procedures and might therefore miss or falsely reject important secondary notifications or follow up alerts. Thus, a lightweight solution to replay protection is required.

Solution 2 is able to deal with replay protection for two consecutive warning messages without rekeying, but not more. Replay protection can only be applied to the first warning message.
Instead of changing the key to prevent replays, a network signature use counter (NSUC) is proposed which becomes part of the signed warning message. NSUC can be increased in the network after every warning event. UEs will accept all warning messages for which the signature matches and for which NSUC is greater than or the same as the last value that the UE received reliably. NSUC is distributed in the same way as the PWS public key, therefore this feature can work with all of the three proposed solutions.
UEs that have received a verified warning will not try to attempt to update their NSUC until they receive a warning cancellation. This will ease the load on the network in the area hit by the disaster.

The following pCR shows how NSUC can be incorporated into the PWS security TR for solutions 1 and 3. NSUC has not been incorporated into solution 2 because it is still not clear how serious the attacks are that are possible by unauthenticated broadcast even in the currently described solution (cf. editors note in solution 2).
--------------------------- Start of Changes ----------------------------

6.2.7
Triggering condition for public key update

There are two scenarios for public key update, i.e. when the signing entity is changed or the signing entity provides new public key to the network. The scenario of triggering public key update could be infrequent.

When the signing entity is changed, the public key is changed and it should be updated. It happens when UE roams to a new cell which belongs to another PLMN with a different CBE. The new PLMN can be associated to the same CBE that the old one is and it can also be the different CBE. If this new PLMN is associated with a different CBE, the UE should use the public key provided by the new CBE to verify PWS signature. In this public key updating scenario, both the PLMN serving the UE and the signing entity-CBE have been changed after UE HO to a new cell.

There can be several reasons for signing entity providing new public key to the network, including end of public key lifetime, compromised public key and replay protection, etc. ECDSA/DSA with 128 bit security level is considered secure enough beyond 2030 according to NIST recommendations. Furthermore, each government will be very careful to send such kind of public warning. So the public keys for PWS signature could be seen as safe for a considerable period of time. However, there remains requirement for PWS public key update for some reasons e.g. private key leakage, key management hole etc.

There may also be policy reasons for changing the key. For example, the key lifetime of the key may expire. The lifetime of the key may be in the order of months or years.

PWS keys should not be updated immediately after a warning notification has been sent. Otherwise there is a risk that secondary warning messages will be rejected either because the UE already has the new key while the warning messages are still signed with the old key, or the UE still has the old key while the warning messages are already signed with the new key. 
Editor’s Note:
Terminology used to identify keys used in the scope of this specification is FFS.
-------------------------- Next Change ---------------------

7
Security solutions of PWS

Editor’s Note: This section aims to meet all the requirements and solve all the open issues of PWS.

7.1
Solution 1

Editor’s Note: Solutions for GSM and UMTS are needed.

7.1.1
Public key distribution

The solution describes the distribution of the public signature verification key information based on NAS messages. NAS SMC/Attach /TAU ACCEPT message can be used.
1.
In the initial attach procedure, UE sends the initial attach request to MME.

NOTE A: If UE has attached the network before, UE sends the public key identifier to MME in Attach request or TAU request. 

NOTE B: In the roaming case or in case of network sharing, UE should send PLMN ID to the core network.

2.
EPS AKA procedure may take place.

3.
When MME receives the initial attach request, MME distributes the latest public key and the identifier of public key and the signing entity identifier in NAS SMC. In addition, MME distributes the “network signature use counter” (NSUC) which is a monotonic increasing value that can be increased every time the public key is used.
NOTE C: In order to validate the PWS warning notification come from different signing entities, UE shall be notified signing entity identifier, to know which signing entity the PWS warning message comes from.

NOTE D: If UE has attached to the network before, when MME receives Attach or TAU request, it verifies whether the public key and NSUC that UE possesses is the latest. Otherwise, MME checks whether the PSKI and NSUC that UE send is latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.

NOTE E: In the roaming case or in case of network sharing, when core network receives the request message, it will check whether the PLMN ID is same as the PLMN ID that it located in. Otherwise, MME will send the new PLMN ID to UE to avoid the collision of the public key identifier, as the PKSI may not be global unique.

4.
At receiving the NAS message, UE receives and saves the public key, PKSI, and the signing entity identifier and the relationship between PWS key, PKSI and the signing entity identifier sent from MME via NAS SMC. UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.
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NOTE F: Only happening in emergency case.

NOTE G: If the UE has several active keys, the UE can send several PKSI in one NAS message and receive several public keys in one NAS message.

Editor’s Note:
The sizes of NAS messages need to be considered.

The public key distribution mechanism can also be used for public key update in LTE.

7.1.2
Public key distribution in UMTS

The solution describes the distribution of the public signature verification key information based on AS message or NAS messages. SMC /Attach /RAU/LAU ACCEPT message can be used.
1.
In the initial attach procedure, UE sends the initial attach request to SGSN.

NOTE A: If UE has attached the network before, UE sends the public key identifier to SGSN in Attach/ RAU/LAU request. 

NOTE B: In the roaming case or in case of network sharing, UE should send PLMN ID to the core network.

2.
AKA procedure may take place.

3.
When SGSN receives the initial attach request, SGSN distributes the latest public key and the identifier of public key in Security Mode Command. In addition, SGSN distributes the “network signature use counter” (NSUC) which is a monotonic increasing value that can be increased every time the public key is sent.
NOTE C: If UE has attached the network before, when SGSN receives Attach/RAU/LAU request, it verifies whether the public key that UE possesses is the latest. Otherwise, SGSN checks whether the PSKI that UE send is latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.

NOTE D: In the roaming case or in case of network sharing, when core network receives the request message, it will check whether the PLMN ID is same as the PLMN ID that it located in. Otherwise, SGSN will send the new PLMN ID to UE to avoid the collision of the public key identifier, as the PKSI may not be global unique.

4.
At receiving the Security Mode Command message, RNC transmits this message to UE.

5.
When receiving the Security Mode Command message, UE receives and saves the public key sent from RNC via Security Mode Command. UE verifies the signature of PWS Warning Notification message with the public key, NSUC and signature algorithm.
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Figure 7.1.2.1 Distribution of public key information in UMTS 
Editor’s Note:
 It is FFS whether SMC messages should be used for key distribution.

The public key distribution mechanism can also be used for public key update in UMTS.
7.1.3
Signature algorithm agility

This solution describes the distribution of the signature algorithm identifier based on Warning Notification messages and broadcast message. CBE signs the PWS Warning Notification. Figure 7.1.3.1 gives an example.

NOTE:
SAI: Signature Algorithm Identifier

1.
In the Emergency Broadcast Request, CBE provides the signature algorithm identifier to CBC. 

2.
CBC transmits the signature algorithm identifier to MME with Write-Replace Warning Request.

3.
 The MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.

4.
Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

5.
When MME receives this request, it transmits the signature algorithm identifier with Write-Replace Warning Request to eNB.

6.
 eNB broadcasts the signature algorithm identifier for the network’s coverage area to all UEs. And UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.
 SHAPE  \* MERGEFORMAT 



Figure 7.1.3.1: Distribution of signature algorithm identifier 
PWS signature algorithm identifier is set in the IE: Warning-Security-Information of PWS Warning Notification.

The signature algorithm identifier can be set in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication. Then the corresponding message over air interface will have no impact. If this approach is introduced, it will not increase the overload for network entity,
Editor’s Note：Other mechanisms for signature algorithm identifier distribution need to be studied.
7.1.4
Distribution of signature algorithm identifier in UMTS

This solution describes the distribution of the signature algorithm identifier in the ETWS PRIMARY NOTIFICATION WITH SECURITY or in the Warning Security Information of WRITE-REPLACE Request message.
NOTE:
SAI: Signature Algorithm Identifier
1.
In the Emergency Broadcast Request, CBE provides the signature algorithm identifier to CBC. CBC transmits the signature algorithm identifier to UTRAN with Write-Replace Warning Request.

2.
UTRAN sends a Write-Replace Warning Confirm message that indicates to the CBC that it has started to distribute the warning message to service area.

3.
Upon reception of the Write-Replace Confirm messages from CBC, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

4.
When UTRAN receives this request, it first sends a PAGING TYPE 1 message or a SYSTEM INFORMATION CHANGE INDICATION message, including the IE "ETWS information".

5.
 After the reception of the IE "ETWS information" in either the PAGING TYPE 1 or the SYSTEM INFORMATION CHANGE INDICATION message. If RRC is configured from upper layers to receive the ETWS primary notification with security, UTRAN shall send SAI included in ETWS PRIMARY NOTIFICATION WITH SECURITY to UEs. And UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.
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Figure 7.1.4.1: Distribution of signature algorithm identifier in UMTS
7.1.5
Verification of PWS warning notification message

This section describes the solution that UE verifies the signature of PWS Warning Notification message with the saved public signature key and signature algorithm Figure 7.1.5.1 gives an example to show the solution with CBE as the signature entity.
1.
CBE sends SAI, NSUC and the signature included in Emergency Broadcast Request to CBC. The signature also covers the NSUC. 
2.
CBC sends SAI, NSUC and the signature in Write-Replace Warning Request to MME. 

3.
MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.

4.
Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

5.
When MME receives this request, it sends SAI, NSUC and the signature in the Write-Replace Warning Request to eNB.

6.
 eNB broadcasts SAI, NSUC and the signature for the network’s coverage area to all UEs.

7.
At receiving the broadcast information message, UE verifies the signature with the latest public key. The signature covers emergency warning, SAI, and NSUC. UE verifies that NSUC received from the network in the notification is greater or equal to the the NSUC stored on the UE. After receiving a warning message, the UE ceases to update its stored NSUC that is associated with this signing key.
Note: if there are too few bits to actually send the NSUC over the air in the warning message, it could be left out. Then the UE would need to test the potential NSUCs starting from the stored NSUC to the stored NSUC plus a window size. The signature will always have to cover both the warning message and the NSUC.
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Figure 7.1.5.1: Verification of PWS message

7.2
Solution 2

7.2.1
General

In this solution, a secure point-to-point channel is used to distribute PWS keys to UE registered to the network. Two aspects are included: the one is the network entity (MME/SGSN) distribute PWS key to UE (the blue line as showed in Figure 7.2.1.1 below); the other is network entity (MME/SGSN) get PWS key from CBC/CBE (the red line as showed in Figure 7.2.1.1 below).
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Figure 7.2.1.1: PWS key distribution path
7.2.2
Initial PWS key distribution

Initial PWS keys should be ready just after UE has registered to the network immediately. In this way by anytime there is a PWS warning message sent by the network, UE can verify it with the PWS key it has stored. So a solution is proposed that the initial PWS keys are distributed in attach procedure.

-
LTE: Two PWS keys and the corresponding public key identifiers (PKIDs) are sent to UE in Attach Accept message by MME, which is integrity protected.

-
UMTS: Two PWS keys and the corresponding PKIDs are sent to UE in Attach Accept message by SGSN, which is integrity protected.

-
GSM: Two PWS keys and the corresponding PKIDs are sent to UE in RAU Accept message during attach procedure by SGSN.

NOTE: Whether security enhancement is needed for GSM/GPRS is FFS.

The above two PWS keys are defined to be the current PWS key and the next PWS key. The current PWS key is the currently activated key which is used to sign the PWS notification message. The next PWS key is activated and becomes the current key after the old current one is deactivated.

7.2.3
Network PWS key configuration

Since PWS keys are sent to UE in L3 signallings, the network entity (MME/SGSN) should be configured with the PWS keys when PWS service is determined to be provided to UE by the network. Thus there is a requirement that CBC and MME/SGSN shall have an interface to distribute the PWS keys.

When the network determines to provide PWS service to UEs, CBC shall send PWS keys to MME/SGSN. After PWS keys are configured in MME/SGSN, once there is a UE registered to the network, MME/SGSN should distribute the PWS keys to the UE in the attach procedure.

When CBC/CBE updates the PWS keys of a specified notification area, CBC shall send the updated PWS keys to the network entities (MME/SGSN) which have connections with the affected RAN.

Editor's Note: It is FFS if the working assumption on a national root of trust determines CBC/CBE.

7.2.4
PWS key update

Even if the frequency of PWS key update is rather low, it should also provide a mechanism to permit PWS key to be updated. This solution uses a point-to-point secure channel to update PWS keys.

The network activates and updates PWS keys as follows:

-
Two PWS keys are used: the current PWS key and the next PWS key. The current one is the activated one which is used to verify the current PWS notification; the next PWS key is used to verify the PWS notification after it has been activated when the current one is deactivated.

-
When CBC determines to change the next PWS key to current PWS keys, it shall also update the next PWS key with a new one. And CBC shall send the updated next PWS key and its identifier to the network entities (MME/SGSN), together with the current PWS key identifier.
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Figure 7.2.4.1: PWS key activates and updates by network side
UE activates and updates PWS keys as follows:

-
The serving network always broadcasts the current PWS key identifier and the next PWS key identifier. The network entities notify the corresponding RAN to broadcast the just activated current PWS key identifier and the updated next PWS key identifier.
Editor’s Note: the broadcast is not authenticated. Therefore, an attacker can do two things: 1. deny reception of legitimate PWS warning by broadcasting next key ID as current key ID; 2. induce UE key update by broadcasting different PWS key identifier. The severity of these attack is for further study, as it constitutes a reflector attack with amplification. 
-
UE activates the stored next PWS key to the current key as the serving network indicates.

-
Once a UE notices that at least one of the broadcasting PWS key identifiers is different from the one it stores, UE will performs PWS key update till the next normal TA/RA/LA update procedure.

-
In response to each successful tracking area, routing area or location area update, the network entity provides the PWS key requested by UE.

-
UE stores the received new PWS key as the next one.
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Figure 7.2.4.2: PWS key activates and updates by UE side

Editor’s Note: PWS Key Update in Figure 7.2.4.2 needs more detail.

Editor’s Note: Lifetime of the key must be longer than the TAU/RAU/LU lifetime.

7.2.5
Delivery of PWS warning notification message

When network nodes distribute PWS Warning Notification message to UE, the public key identifier (PKID) should be included in the message which is identified the public key used to sign the message. This method can avoid UEs trying each public key to verify the signature effectively. Figure 7.2.5.1 gives an example to show the solution used in LTE network.

1.
CBC/CBE sends a Write-Replace Warning Request message to MME. The message shall include a"PKID" to identify the public key used to sign the message, as well as the "the signature".

2.
MME sends a Write-Replace Warning Confirm message to the CBC/CBE.

3.
When MME receives this request, it sends a Write-Replace Warning Request message ("PKID", and "the signature") to eNB.

4.
When eNB receives this request, it broadcasts PWS warning message ("PKID", and "the signature") to all UEs in the network’s coverage area.

5.
At receiving the broadcast information message, UE verifies the signature with the public key identified by PKID which is received in the broadcast message.

6.
The eNB sends a Write-Replace Warning response message to MME to confirm the request.

7.
The UE alerts the user.
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Figure 7.2.5.1: Verification of PWS message 
NOTE: Step 6 happens after step 3, otherwise there are no other sequence requirements.
7.3
Solution 3

Editor’s NOTE: This is a solution for PWS security which includes solution 1 and 2 and also includes some new points to improve the solution.

With regard to public key distribution procedure, NAS messages, e.g. TAU/RAU/LAU accept can be used to distribute public key which is also in solution 1 and 2 of living doc. From previous meeting discussion, public key update should also be considered. LTE and UMTS can use similar procedures for public key distribution and update. For GSM PWS security solution, it may be different from previous two systems. Current TR gives some solutions and it depends on the meeting discussions and operators’ choice for it. So this doc only discusses LTE and UMTS system solution for PWS security.

7.3.1
PWS public key distribution

7.3.1.1
Initial PWS public key distribution

For LTE system, NAS messages, i.e. NAS SMC/Attach accept/TAU accept are used to distribute public key. Specifically, NAS SMC message is used to distribute PWS public key when UE attaches to a PLMN for the first time. In addition, the “network signature use counter” (NSUC) which is a monotonic increasing value that can be increased every time the public key is sent.
For UMTS system, NAS and AS messages, i.e. SMC/Attach accept/RAU accept are used to distribute public key. Specifically, SMC message is used to distribute PWS public key when UE attaches to a PLMN for the first time. In addition, NSUC is sent. When UE has inter-PLMN handover, TAU accept/RAU accept are used to distribute new PLMN PWS public key and NSUC.
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Figure 7.3.1.1.1 Initial distribution of PWS public key in LTE system
Editor’s Note: figure needs to be adapted to include NSUC in 3, 4, and 5
When MME receives the initial attach request, MME distributes public key(optional next key)and the corresponding public key ID(s),signing entity ID, and NSUC for the current key in NAS SMC messages. UE receives and saves the public key(s), public key ID(s), NSUC and signing entity ID. When UE receives warning messages, UE verifies the signature of PWS Warning Notification message with public key,NSUC and the signature algorithm. The signature covers emergency warning, and NSUC. UE verifies that NSUC received from the network in the notification is greater or equal to the the NSUC stored on the UE. After receiving a warning message, the UE ceases to update its stored NSUC that is associated with this signing key.
Note: if there are too few bits to actually send the NSUC over the air in the warning message, it could be left out. Then the UE would need to test the potential NSUCs starting from the stored NSUC to the stored NSUC plus a window size. The signature will always have to cover both the warning message and the NSUC.
If UE failed to verify the signature with current public key, and UE has received the optional next public key and key ID, UE should try to verify the signature with next public key.

If UE has attached the network before, UE sends public key ID(s), NSUC, and signing entity ID in the attach request/TAU request. When MME receives attach request or TAU request, MME checks whether public key ID(s) and NSUC is the same as it saves. If not, MME sends the public key(s), public key ID(s), NSUC and signing entity ID it saves.

NOTE1: [next key, next key ID] means that the next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key. When a new key is put into use, NSUC for this key starts with 0.
NOTE2: If the signing entity is CBC, signing entity ID may not need to be sent since there is only one CBC in a PLMN.
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Figure 7.3.1.1.2 Initial distribution of PWS public key in UMTS system
Editor’s Note: Figure needs to be adapted to include NSUC in steps 3, 4, 5
When SGSN receives the initial attach request, SGSN distributes the latest public key(optional next key)  and the corresponding public key ID(s), NSUC and signing entity ID in SMC messages. UE receives and saves the public key(s), public key ID(s), NSUC and signing entity ID and the relationship in all of them. When UE receives warning messages, UE verifies the signature of PWS Warning Notification message with public key and the signature algorithm. The signature covers emergency warning, SAI, and NSUC. UE verifies that NSUC received from the network in the notification is greater or equal to the the NSUC stored on the UE. After receiving a warning message, the UE ceases to update its stored NSUC that is associated with this signing key.
Note: if there are too few bits to actually send the NSUC over the air in the warning message, it could be left out. Then the UE would need to test the potential NSUCs starting from the stored NSUC to the stored NSUC plus a window size. The signature will always have to cover both the warning message and the NSUC.
If UE failed to verify the signature with current public key, and UE has received the optional next public key and key ID, UE should try to verify the signature with next public key.

If UE has attached the network before, UE sends the saved public key ID(s), signing entity ID, NSUC and the corresponding PLMN ID in the attach request/RAU request. When SGSN receives attach request or RAU request, SGSN checks whether public key ID(s) and NSUC is the same as it saves. If not, SGSN sends the public key(s), public key ID(s), NSUC and signing entity ID it saves.

Regard how the core network elements get public key,NSUC and relative ID, for LTE MME can get public key and relative ID by pre-configuration and also can get them through SBc interface from CBC. For UMTS, SGSN can get  public key and relative ID by pre-configuration. 

NOTE3: [next key, next key ID] means that the next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key. 

NOTE4: If the signing entity is CBC, signing entity ID may not need to be sent since there is only one CBC in a PLMN.
NOTE5: NSUC distribution is safe, i.e. if an MME lags behind in being updated, here may be a window of opportunity for replay attacks, however warning messages can still be verified.
Editor’s Note: SAI(Signature Algorithm ID) can be included in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication and NAS messages when distributing public key. It needs FFS where to carry this SAI.

7.3.1.2
PWS public key update

When the network updates the public key or NSUC, it uses the very next TAU/RAU procedure to distribute the update public key for PWS security.  This TAU/RAU can be normal procedure that UE moves to trigger and also can be periodic TAU/RAU procedure. The network sends the latest public key, public key ID and signing entity ID in TAU/RAU accept to UE.

There are two cases for UE to get new public key or NSUC.

1. Signing entity sends periodic warning message “test” which is signed by the latest public key. The warning type of this warning message is “test”.  Public key ID, NSUC and CBE-ID should also be included in the test warning message. When UE receives it, UE verifies the signature using the public key it saves. If successful, the public key UE saves is the latest. UE updates NSUC if greater than the NSUC stored on the UE. If signature verification is not successful, UE sends the public key ID and signing entity ID in the next TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether public key ID is the same as it saves. If not, MME/SGSN sends the update public key, public key ID and signing entity ID it saves in TAU/RAU accept message. Especially, signing entity must send warning message “test” which is signed by the latest public key to let UE knows in time once the signing entity updates the public key. 

2. UE sends the public key ID and signing entity ID and NSUC in the TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether public key ID is the same as it saves. If not, MME/SGSN sends the update public key, public key ID, NSUC and signing entity ID it saves in TAU/RAU accept message. 

NOTE: There can be some policy for UE to know when to send public key ID, signing entity ID, NSUC and the corresponding PLMN-ID in the TAU/RAU request. For example, there can be some pre-configured periodical time for UE to use.

NOTE: Next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key.

7.3.2
PWS warning notification message

For LTE system, CBE/CBC can sign the PWS Warning Notification.
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Figure 7.3.2.1 PWS warning notification procedure for LTE system

1.
If CBE is the signing entity, CBE sends public key ID, NSUC and the signature included in Emergency Broadcast Request to CBC. 

Editor’s Note: SAI(Signature Algorithm ID) can be included in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication and NAS messages when distributing public key. It needs FFS where to carry this SAI.

2.
CBC sends public key ID, NSUC and the signature in Write-Replace Warning Request to MME. 

3.
MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.

4.
Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

5.
When MME receives this request, it sends public key ID, NSUC and the signature in the Write-Replace Warning Request to eNB.

6.
 eNB broadcasts public key ID, NSUC and the signature for the network’s coverage area to all UEs.

7.
At receiving the broadcast information message, UE verifies the signature with the latest public key and signature algorithm. The signature covers emergency warning, SAI, and NSUC. UE verifies that NSUC received from the network in the notification is greater or equal to the the NSUC stored on the UE. After receiving a warning message, the UE ceases to update its stored NSUC that is associated with this signing key.
Note: if there are too few bits to actually send the NSUC over the air in the warning message, it could be left out. Then the UE would need to test the potential NSUCs starting from the stored NSUC to the stored NSUC plus a window size. The signature will always have to cover both the warning message and the NSUC.
If UE failed to verify the signature with current public key, and UE has received the optional next public key and key ID, UE should try to verify the signature with next public key.

8. eNB sends Write-Replace Warning Response message to MME to let MME know it has broadcast the warning messages.

9. UE alerts the user what kind of warning will happen. 

For UMTS system, CBE/CBC can sign the PWS Warning Notification.

[image: image13]
Figure 7.3.2.2 PWS warning notification procedure for UMTS system
1.
In the Emergency Broadcast Request, CBE provides public key IDand the signature to CBC. CBC transmits them to UTRAN with Write-Replace Warning Request.

Editor’s Note: SAI(Signature Algorithm ID) can be included in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication and NAS messages when distributing public key. It needs FFS where to carry this SAI.

2.
UTRAN sends a Write-Replace Warning Confirm message that indicates to the CBC that it has started to distribute the warning message to service area.

3.
Upon reception of the Write-Replace Confirm messages from CBC, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

4.
When UTRAN receives this request, it first sends a PAGING TYPE 1 message or a SYSTEM INFORMATION CHANGE INDICATION message, including the warning type.

5.
 After the reception of the warning type in either the PAGING TYPE 1 or the SYSTEM INFORMATION CHANGE INDICATION message. If RRC is configured from upper layers to receive primary notification with security, UTRAN shall send public key IDincluded in PRIMARY NOTIFICATION WITH SECURITY and the signature to UEs. And UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm. 

Test warning messages:

According to the security requirement in section 2 of this living document,

"A serving network should periodically send test warning messages on the broadcast channel."

Signing entity can send periodic warning message “test” which is signed by the latest public key. The warning type of this warning message is “test”.  Public key ID, NSUC and CBE ID should also be included in the test warning message. When UE receives it, UE verifies the signature using the public key indicated by the public key ID in the “test” message. If successful, the public key UE saves is the current. UE updates NSUC if greater than the NSUC stored on the UE. If signature verification is not successful,, UE sends the saved public key ID, NSUC and signing entity ID in the next TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether the received public key ID is the same as it saves. If not, MME/SGSN sends the  public key(optional next key), public key ID,  and signing entity ID it saves in TAU/RAU accept message. Especially, signing entity must send warning message "test" which is signed by the latest public key to let UE knows in time once the signing entity updates the public key.
--------------- End of Changes  -------------------
the





sends





MME





,





not





If





.





saves





it





as





same





the





is





ID





key





public





whether





checks





MME





,





Request





TAU





/





Attach





the





in





included





ID





key





public





a





send





UE





If





.





3





procedure





AKA





.





2





MME





eNodeB





UE





)





ID





entity





signing





and





]





ID





key





next





,





key





next





[





,





ID





key





public





,





key





public





(





SMC





NAS





9. Attach/TAU ACCEPT 





4.NAS SMC(the latest public key and PKSI) 











UE 





eNodeB





MME





2. ESP AKA procedure








3. If UE send a PKSI included in the Attach/TAU Request, MME checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.





4. NAS SMC (the latest public key, �PKSI, NSUC and signing entity ID) 











8. NAS SMC complete 


4.NAS SMC(the latest public key and PKSI) 











7. NAS SMC complete 


4.NAS SMC(the latest public key and PKSI) 











5. NAS SMC (the latest public key, �PKSI, NSUC and signing entity ID) 











1. Attach/TAU Request  











8. SMC complete 


4.NAS SMC(the latest public key and PKSI) 











4. SMC (the latest public key, and PKSI and NSUC) 











3. If UE send a PKSI included in the Attach/RAU Request, SGSN checks whether the PSKI and NSUC is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI and NSUC.





6. UE saves the latest public key and the corresponding PSKI and NSUC. 








    2. AKA procedure








SGSN





SRNC





UE 





9. Attach/RAU/LAU ACCEPT 





4.NAS SMC(the latest public key and PKSI) 











7. SMC complete 


4.NAS SMC(the latest public key and PKSI) 











5. SMC (the latest public key and, PKSI and NSUC) 











1. Attach/RAU/LAU Request  











1. Emergency Broadcast Request (SAI) 





CBE





CBC





MME





eNB





UE 





3. Write-Replace Warning Confirm





2. Write-Replace Warning Request (SAI) 





5. Write-Replace Warning Request (SAI) 





4. Emergency Broadcast Response 





6. Broadcast information (SAI) 





5b. SYSTEM INFORMATION


 CHANGE INDICATION 





5a. PAGING TYPE 1 





CBE





CBC





NodeB/RNC





UE 





3. Write-Replace Warning Confirm





2. Write-Replace Warning Request (SAI, NSUC) 





4. Emergency Broadcast Response 





6. ETWS PRIMARY NOTIFICATION


 WITH SECURITY (SAI, NSUC) 





1. Emergency Broadcast Request (SAI, NSUC) 





9.UE Alert





CBE





7. UE verifies the signature with the latest public keys


 








CBC





MME





eNB





UE 





8. Write-Replace Warning Response











3. Write-Replace Warning Confirm





2. Write-Replace Warning Request (SAI, NSUC the signature) 





6. Broadcast information (SAI, NSUC, the signature) 





5. Write-Replace Warning Request (SAI, NSUC, the signature) 





4. Emergency Broadcast Response





1. Emergency Broadcast Request (SAI, NSUC, the signature)  


















































9.UE Alert





CBE





7. UE verifies the signature with the latest public keys and checks NSUC


 








CBC





MME





eNB





UE 





8. Write-Replace Warning Response











3. Write-Replace Warning Confirm





2. Write-Replace Warning Request (signature public key ID, NSUC,CBE-ID) 





6. Broadcast information (signature, public key ID, NSUC,CBE-ID) 





5. Write-Replace Warning Request (signature, public key ID, NSUC,CBE-ID) 





4. Emergency Broadcast Response





1. Emergency Broadcast Request (signature, public key ID, NSUC,CBE-ID)  





5b. SYSTEM INFORMATION


 CHANGE INDICATION 





5a. PAGING TYPE 1 





CBE





CBC





NodeB/RNC





UE 





3. Write-Replace Warning Confirm





2. Write-Replace Warning Request 





4. Emergency Broadcast Response 





6. PRIMARY NOTIFICATION


 WITH SECURITY 





1. Emergency Broadcast Request 





.





5





Request





TAU





/





Attach





.





1





public





key





ID





and





signing





entity





ID





it





saves





.





4





.





NAS





SMC





(





public





key





,





public





key





ID





,





[





next





key





,





next





key





ID





]





and





signing





entity





ID





)





6





. 





NAS SMC Complete





7





. 





Attach





/





TAU Accept








3GPP


[image: image1][image: image14.emf][image: image15.emf][image: image16.emf][image: image17.emf][image: image18.emf][image: image19.emf][image: image20.emf][image: image21.emf]_1370843500.vsd
RAN


MME/SGSN


PWS Key Update


Cell Broadcast
(Current key ID, Next key ID)


update PWS key;
Current key= K(i+1);
Next key= K(i+2)


TAU/RAU/LU Request


Current key= K(i);
Next key= K(i+1)


Current key=K(i+1);
Trigger PWS key update


TAU/RAU/LU Accept


(Next key, Next key ID)


Store Next key;
Current key= K(i+1);
Next key= K(i+2)


UE



_1402754664.vsd
MME/SGSN


CBC


Current key= K(i);
Next key= K(i+1)


Determine to update PWS key;
Current key= K(i+1);
Next key= K(i+2)


PWS Key Update


Current key= K(i);
Next key= K(i+1)


Update PWS key;
Current key= K(i+1);
Next key= K(i+2);



PWS Key Update Ack


(Current key ID;  Next Key and Next key ID)



_1389346488.vsd
UE


eNB


MME


4. Broadcast information (PKID, the signature) 


CBC/CBE


5. UE verifies the signature with the related public keys


7. UE Alert


1. Write-Replace Warning Request (PKID,  the signature)  


2. Write-Replace Warning Confirm


3. Write-Replace Warning Request (PKID, the signature) 


6. Write-Replace Warning Response



_1370352170.vsd
�


