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1
Introduction
As a result of discussion of contributions SP-120303 and SP-120304 [1,2] at the SA plenary (May 2012), the LS SP-120430 [3] was issued, asking SA3 the task to study approaches to product security and assurance for 3GPP-defined functionality.

The contributions [1] and [2] proposed that the Common Criteria (CC) Protection Profile (PP) concept could be used. This contribution provides more details on PPs and how they might be defined for 3GPP network functionality, proposing some (very) high level alternatives and identifying potential challenges.  
2
Overview of PP Concept
The purpose of a PP is to capture security requirements for a type of product, where a type could refer to a router, a firewall, a smart card, or, as the case considered here, a 3GPP defined network function such as a SGSN, MME, eNodeB, etc.  The term Target Of Evaluation (TOE) is used to describe the type of product. PPs should be kept on a relatively high level of abstraction. In contrast, CC also defines so called Security Targets (ST), which although structurally similar to a PP, captures security properties of a specific implementation of a product. Thus, PPs can be thought of as user’s requirement on security properties whereas the ST is more of a vendor’s declaration, stating how the vendor meets the requirements. The standardization work proposed for 3GPP would therefore naturally consist of definition of PPs, whereas production of STs would be left to the vendors. 
Much of the text below is a summary of the common criteria standards [4,5,6] available from www.commoncriteriaportal.org.
2.1
Contents of a PP

Below the mandatory contents of a PP are briefly presented. We also point out some relevant differences between STs and PPs regarding contents of the different parts. On a high level, a PP has three main parts: definition of the security problem to be addressed, definition of security objectives for the TOE and the environment in which the TOE operates, and finally, defining the security requirements to meet the objectives.  Specifically the contents of a PP are:
1. PP introduction

2. Conformance claims

3. Security problem definition

4. Security objectives

5. Extended components definitions

6. Security requirements

2.1.1
PP introduction 

The introduction contains a so called PP reference that clearly defines what the PP is about and a description of the TOE type. In 3GPP context, a PP reference might for example say “3GPP SGSN”, meaning that it applies to a 3GPP SGSN function.  However, considering similarity in operational environment it may also be possible to create more generic PPs, e.g. for “3GPP CN function” and “3GPP RAN function”. This is however FFS.
There is also a TOE overview that gives a very general idea of what the TOE should be capable of, and what it can be used for. Dependencies on hardware/software not part of the actual TOE are also mentioned. It appears unlikely that 3GPP PPs will contain many such (detailed) dependencies as choice of operating system, network interface cards, etc, is up to the vendor. There could however be dependencies of some O&M function to provide security parameters etc.
The standard [4] states that “the typical length of a TOE description is several paragraphs”. As a note, the main difference between the introduction of a PP and that of an ST is that the ST must have a much more detailed description (e.g. several pages) of the TOE.

2.1.2
Conformance claim 
This section describes if the PP claims conformance with other PPs and what is required from other STs/PPs to conform with the PP. Conformance can be strict or demonstrable. If a PP for, say, a 3GPP MME states that strict conformance is required, then a potential vendor ST for an  MME must contain (“word by word”) the same security relevant statements as the PP (security objectives, assumptions, requirements etc), and may also contain additional statements. Demonstrable conformance is more relaxed and leaves open the possibility that the ST uses other verbiage, which together with e.g. added rationale demonstrates that the same security is achieved.
One example where this could matter would be in cases where the vendor (for one reason or the other) would like to change an assumption made in the PP or would like to move a security objective from the TOE to operational environment of the TOE. If the PP demands strict conformance, it is not possible for the vendor to “argue” that this change is permissible. It seems that demonstrable conformance would be more flexible in 3GPP context.
2.1.3
Security problem definition

The security problem definition defines the security problem that is to be addressed: which threats that are to be countered, which organizational security policies (OSP) that apply and any assumptions made. Note that the exact process of deriving the security problem definition falls outside the scope of the CC. It is not mandatory to make statements in all these regards. The assumptions may be omitted if no assumptions need to be made. Also, security policies may be omitted if there are threats and vice versa (if there are neither policies to enforce, nor threats to mitigate, production of a PP would seem meaningless). The policies could be ones defined by the operator or could be regulatory. 
Most 3GPP PPs will certainly contain a number of assumptions (e.g. whether or not TOE can be assumed to be deployed in some sort physically secure environment) and threats. There may also be some security policies which are of “globally applicable” nature. 
2.1.4
Security objectives

This part should show how the solution to the security problem is divided between security objectives for the TOE and security objectives for the operational environment of the TOE. The security objectives are a set of short and clear statements giving a high-level solution to the security problem. 
An example security objective for the TOE could be that “The TOE shall identify and authenticate all users before allowing them access to the O&M interface.” 
An example environmental objective could be that “the operational environment of the TOE shall restrict physical access to the TOE to administrative personnel and maintenance personnel”.
There is also a rationale that shows tracing between objectives and threats/policies/assumption and justifications that shows that all threats, policies, and assumptions are effectively addressed by the security objectives. 
2.1.5
Extended components definition
The security requirements (see below) are based on so called components defined by the CC, e.g. functions used to protect data, authenticate users, etc. There may however also be requirements that are not based on pre-defined components in CC, in which case these new components are defined in this section.  For example, the pre-defined class Cryptographic Support (FCS) could be found convenient if extended with more detailed requirements pertaining to quality of random number generators. 
2.1.6
Security requirements

This is the part that defines which security functions that needs to implemented to meet the security objectives and how assurance is obtained. There are thus two types of requirements expressed in a standardized format/language.
· The Security Functional Requirements (SFRs) are defined in Part 2 of CC [5], defining which security functions that needs to be implemented. 
· The Security Assurance Requirements (SARs) are defined in Part 3 of CC [6], defining how assurance is to be provided. 
The requirements follow a hierarchal structure of classes, families and components. For example, among the Security Functional Requirements we find the class relating to Communication (FCO), which in turn comprises the families Non-repudiation of origin (FCO_NRO) and Non-repudiation of receipt (FCO_NRR). The components of FCO_NRO, then, are FCO_NRO.1 “Selective proof of origin”, and FCO_NRO.2 “Enforced proof of origin”, etc. 
The security assurance requirements are usually a reference to the pre-defined Evaluation Assurance Levels (EAL-levels), stating e.g. how product documentation needs to be scrutinized, which security testing to perform, etc. It is also possible to define an augmented EAL level, say EAL-3+, meaning that all elements from EAL-3 needs to be present, plus some additional ones. It is FFS which SARs/EAL-level that 3GPP PPs may use. It may be quite possible that different SARs/levels may be needed depending on the product type. It can however be noted that evaluations done within CCRA are currently accepted up to EAL-4.
It should be noted that although pre-defined EAL-levels (collections of assurance measures with increasing degree of rigour and verification of the TOE and the TOE development process) is an integrated part of the CC-standard, several nations developing PPs have found that there are issues with selecting assurance measures based on the pre-defines EAL-levels. Such use of CC may lead to a routine selection of assurance measures that may not be called for. In addition associating assurance with a number, has in several cases been found to create an “EAL-based competition”, where in the end, vendors has been driven to get their products through evaluation at higher and higher levels, regardless of whether the increased cost doing so actually is motivated. To avoid such development, several national PP-development programs now focus on creation of PPs with the adequate set of assurance measures specified, but without an explicit reference to the number of an EAL-level. This experience is to be considered in further discussions within the 3GPP.
2.2
Low assurance PPs

There exists a special type of simplified PPs, called Low assurance PPs. Such PPs only need to contain PP introduction, conformance claim, security objectives and, finally, the SFRs and SARs. There similarly exists low assurance STs which are only allowed to claim compliance to low assurance PPs. Low assurance STs are further only possible to use for evaluations at EAL1. 
2.3
Referring to standards in PPs
It may be desirable to refer to an external standard in a PP. The CC allows two ways of doing this in a PP: as an organizational security policy (for example a policy for password selection) or as a technical standard (for example a cryptographic standard) used in a refinement of a SFR. 
The second case seems most relevant for the 3GPP use where one can envision references to 33-series TS:es etc.  In this case, conformance to the standard is part of the fulfillment of the SFR by the TOE and is treated as if the full text of the standard is part of the SFR. If reference to only a certain part of a standard is desired, that part should be unambiguously stated in the SFR refinement.
2.4
Summary and analysis of PP usage in 3GPP

Some conclusions of the PP structure relevant to 3GPP usage can be drawn.

A central issue seems to be the TOE definition. One would on one hand like to have as few TOEs/PPs as possible. It was above discussed possibilities to e.g. have a few PPs depending on the operational environment of the 3GPP functionality, e.g. RAN vs CN. If this is feasible, a problem could still be if, in some future release, functionality is moved or distributed between CN to RAN.

The other natural level of TOE definition is per-3GPP-function, e.g. one per S-GW/MME/eNodeB/HSS/…, etc. This seems to still allow implementation flexibility in that product co-location of functionality could be supported by complying to all the relevant PPs. On the other hand, it may pose problems in the other direction, i.e. when functionality is split (e.g. a HSS is split into a “front end” and a “back end”). There will certainly also be other things to consider besides the TOE definition.

In any case, it seems that the PPs should use demonstrable conformance rather than strict conformance.

3
Outlook: Collaborative PPs

In April 2011, the Common Criteria Development Board (CCDB) issued a vision statement, [7], discussing the potential for so called Collaborative Protection Profiles (CPP). The motivation is to facilitate development of PPs through collaboration between government agencies from several nations, product vendors and evaluation labs, leading to easier procurement, better competition and lower costs. The goal would be to create a small number (ideally one) CPP per technology area.  The CPPs should be independent of national conformance schemes but the CPP may also be complemented by supporting documents. For example, national standards could be referenced. Communities appointed or accepted by the CCDB would be responsible for the initial creation and later maintenance of CPPs and supporting documents.
The concept of CPPs seems a useful approach in the future for creating 3GPP PPs.
4
Certification and CCRA

If necessary/desired, PPs and products/STs may be formally evaluated and certified. To this end an accredited evaluation facility/lab performs an evaluation following [8]. Evaluation labs are typically accredited on a national level.  
To improve the availability of evaluated products/PPs and to eliminate the burden of duplicating such evaluations in many countries, the Common Criteria Recognition Arrangement (CCRA) has been created. This is an agreement between 26 participating nations, stating that the participants plan to recognize the CC certificates, done by a so called Compliant Certification Body of any participant, up to EAL-4. (This excludes however IT systems handling security classified information. )
To ensure that evaluations of PPs and products and are performed to high and consistent standards, CCRA also comprises a voluntary periodic assessment scheme by which the work performed at a Compliant Certification Body may be assessed by experts from another country within CCRA. This for example comprises “shadow evaluations” where the experts scrutinize CC-evaluations already made. 
5
Conclusion
CC is currently the only standardized and general approach to product security assurance. Clearly, CC is far from trivial to apply and there are certainly challenges ahead for 3GPP to get up to speed on PP creation. There may be simpler, more ad-hoc approaches but they do not enjoy the same level of wide acceptance across the ICT industry and with the concerned regulators.  CC has slowly matured over a large number of years. It is therefore not unlikely that spending effort in 3GPP, developing some other assurance scheme, may in the end lead to the creation of something quite CC-like, but without the same official status. The vision of Collaborative PPs seems very promising for the future use of CC.
6
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