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Introduction
This contribution describes an additional threat scenario for the GBA JavaScript API (TR 33.328) and suggests a suitable counter-measure. 

With the current GBA API a web page can request a fresh key by requesting the browser to perform a GBA re-bootstrapping (the forceBootstrap flag is set to true). Allowing web servers to refresh the key is useful since:
· The point at which a key is considered expired depends on the system clock and a web server (i.e. a NAF) might therefore reject a key earlier than the browser/UE. By allowing the web server to trigger a re-bootstrapping the user can login to the site immediately without having to wait for the key to expire locally.

· Web servers may want to set their own policy regarding the key lifetime. For example, some servers might accept keys to be valid for several days while others prefer a much shorter lifetime. In order to avoid web pages from becoming inaccessible, web servers needs to be able to refresh the key whenever they want.
However, enabling GBA re-bootstrapping to be triggered from JavaScript also opens up for a denial-of-service attack. Since each re-bootstrapping consumes one sequence number SQN on the USIM, a malicious web site could shorten the lifetime of a USIM by entering a loop and repeatedly ask for a key renewal. In the worst case the SQN would overrun and the user would no longer be able to access any services. The size of the SQN is 48 bits, so it would take a while before that happens. Nevertheless, exhaustion of the SQN space is possible. In addition to this, this would be a way for a malicious web site to orchestrate a distributed DoS attack against the BSF (and indirectly against the HSS).

Fortunately, this type of attack can be easily mitigated by limiting the rate at which key renewals can be performed. This is accomplished by having a browser setting which controls the minimum key lifetime (say 60 seconds) and, possibly, by requiring user permission before each key renewal.
The threat to exhaust the SQN space in the USIM does not apply to 2G-GBA using a SIM since GSM AKA does not use a sequence number (or any other state). The threat of a distributed DoS attack against BSF/HSS still applies in the case of 2G-GBA though.
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************* START OF CHANGE 1 ***************
5.2
Threats

The usage scenarios described in clause 5.1 are susceptible to three serious threats:

Threat 1:
ME downloads a web page from an attacker that has Javascript which requests all NAF specific keys that is interested in.

Threat 2:
ME uses a public access point that is controlled by attacker, i.e., classic man-in-the-middle attack. When the ME requests the login page from the service provider, the attacker sends back a rogue login web page as it controls the DNS. This rogue login page has Javascript that is able to extract any NAF specific key of the service provider, and send it back to the attacker.

Threat 3:
It is possible for any third party on the internet connection to eavesdrop on the B-TID and the Ks_NAF, and impersonate the user as long as the B-TID has not expired.

Threat 4:
ME downloads a web page from an attacker that has JavaScript which repeatedly triggers GBA re-bootstrapping to be performed. This causes SQN numbers in the USIM to be consumed which shortens the lifetime of the USIM (i.e. a type of denial-of-service attack). A secondary effect is that the malicious web page can coordinate a distributed DoS attack against the BSF/HSS.
************* END OF CHANGE 1 ***************
************* START OF CHANGE 2 ***************
6.4
Control Mechanism 4 – Rate limiting
To mitigate threat 4, the browser should limit the rate at which GBA re-bootstrappings can be requested from Javascript. This can be accomplished by defining a minimum key lifetime which all web pages must adhere to (instead of standardizing this policy, it could be dynamically assigned from the BSF at bootstrapping). A bootstrapping request will be rejected and an error message returned if the current key is still valid (according to the configured minimum life time). The request rate can also be further limited by using permission dialogs as described in Clause 8.1.3.
************* END OF CHANGE 2 ***************
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