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1
Introduction
In SA3#65 the pCR in S3-11169 was approved for inclusion in the living document on PWS security. The SA3 report from that meeting states:
S3-111169
PWS Varying Levels of Key Distribution Security





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.
Last meeting we converted the living document into TR 33.869. This pCR re-implements the forgotten pCR into TR 33.869. 

It is proposed that SA3 agrees to correct the mistake and include the text into the TR.

2
pCR

7.4.1
General

If the protection of the key distribution in GSM has a lower security level (or no security) than the protection of the key distribution in the other accesses, this lower security level might spread to all of the accesses if UMTS or LTE capable UEs listens for key distribution messages in GSM.

The reason being than an UMTS or LTE capable UEs might attach to a GMS network when there is no UMTS or LTE coverage. Even if the UE is configured to discard messages without a valid signature, an adversary could potentially inject false keys and false warning messages in an attempt to cause panic.

-
For GSM only UEs, the only solution is to introduce some kind of enhanced GSM/GPRS security context. Making such a large change to existing GSM/GPRS networks seems unjustified just for PWS.

-
For UMTS or LTE capable UEs, the problem could be mitigated by forbidding the UE to receive key distribution messages in GSM. If the same signature key is used in all accesses, improved robustness and coverage could still be achieved by listen for warning messages in GSM networks.

As a subscriber with an UMTS or LTE capable UEs could have GSM only coverage for weeks (e.g. when going on vacation), this puts some extra requirements on the key distribution methods. The lifetime of the signature keys would need to be at least as long as the time an subscriber might have GSM only coverage.
Unlike LTE and UMTS, GSM/GPRS security mechanism does not provide integrity protection on the radio interface. So the proposed PWS public key distribution solution based on integrity protection in AS and NAS messages in UMTS and LTE is infeasible. This section describes solutions on how to distribute the public key and other security information to the UE in GSM/GPRS. Three possible approaches are suggested:
NOTE: This is an exhaustive set of options.
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