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Abstract of the contribution: This contribution updates the architecture of current SIMTC WID with the architecture described in TS 23.682 and proposes to remove the key issues from annex B to corresponding paragraphs.
1. Analysis 
The architecture of current SA3 SIMTC WID is from TS 23.682 which specifies architecture enhancements to facilitate communications with packet data networks and applications for MTC. As there is an update of architecture for MTC in TS 23.682, it is needed to update the architecture of current SA3 SIMTC WID with the latest architecture described in TS 23.682.
In the other hand, as SA2 has determined to set up a SA2 MTSC TR in Realease 12 which will include four aspects of small data, MTC monitoring, low power consumption, and group based optimization. SA3 shall keep accordance with SA2’s work progress. As a result, it is kindly proposed to remove the key issues from annex B to corresponding paragraphs, including Group Based Optimization, Security of Small Data Transmission, and MTC Monitoring.
PCR
**************************************start first change ***************************************

4
Overview of Security Architecture

Editor's note:
This section is intended to provide the high-level SIMTC security architecture to support the objectives of the WID 

The MTC security architecture described in Figure 1 is based on the system architecture (Non-Roaming Architecture) given in TR 23.888 [10] and is given here for helping to analyse the threats in the following clause.
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Figure 1: Potential high level security architecture for MTC Architecture for 3GPP Architecture for Machine-Type Communication
Editor’s Note: The termination point of security in the terminal side is FFS, i.e. whether it will be in the UE or in the MTC application.
The following defines one potential high level security architecture for MTC Non-Roaming Architecture. Three different areas are defined. When analysing the security aspects of the key issues it should be considered to which area(s) the key issues is impacting. It should also be noted that the analysed key issues could be related to more than one area, e.g. A and B.

Editor's note: It is FFS whether single architecture can meet the requirements of all key issues. 

Editor's note: The security architecture needs further refinement. 

A) 
Security for MTC communication between the MTC Device and 3GPP network can be further divided to:

A1)   Security for MTC communication between the MTC Device and RAN.

A2)   Security for MTC communication between the MTC Device and NAS.

A3-a)   Security for MTC communication between the MTC Device and MTC-IWF (for 3GPP access).

A3-b)   Security for MTC communication between the MTC Device and ePDG (for non-3GPP access).

Editor’s Note: A3-b is currently FFS.
B) 
Security for MTC communication between the 3GPP network and an entity outside the 3GPP network can be further divided to: 
B1) 
Security for MTC communication between the MTC server and 3GPP network in indirect deployment model. This can be further divided into security aspects when the MTC server is within the 3GPP network and when it is outside the 3GPP network.

B2) 
Security for MTC communication between the MTC application and 3GPP network in direct deployment model. 
Editor’s Note: B2 is currently FFS.

The communication between MTC server and MTC application is out of 3GPP scope.
C) 
Security for MTC communication between the an entity outside the 3GPP network and MTC Device can be further divided to:. 

C1) 
Security for MTC communication between the MTC server and MTC Device in indirect deployment model. 

C2) 
Security for MTC communication between the MTC application and MTC Device in direct deployment model. 
Editor’s Note: C2 is currently FFS.
NOTE: The entity MTC server used in the present document corresponds to the entity Services Capability Server (SCS) used in TS 23.682 [23]. The entity MTC application used in the present document corresponds to the entity Application Server (AS) used in TS 23.682[23].
**************************************end first change ***************************************
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5.x
Key Issue x - Group Based Optimization

5.x.1
Issue Details

SA2 has defined the group optimization in the 5.1 of TR 23.888 [10]. MTC Devices can be grouped together for the control, management or charging facilities etc. to meet the need of operators. The network resource could be saved by using group based optimization when the number of MTC Devices is large. The MTC Devices within the same group can be in the same area and/or have the same MTC features attributed and/or belong to the same MTC user, which provides the flexibility to allocate a group. Moreover, each of the MTC Devices is visible from the network perspective.
Group based optimization may include many optimizations, e.g. group based charging, group based singling saving and so on. As group based addressing can significantly reduce the overhead of network resource, it may be required to protect group messages. The requirements and solutions for group based protection need to be studied further. 

For the MTC Devices in one group, each may need to communicate with the network individually so an independent session key for each device may be needed. 

Editor's Note: Individual session key establishment per MTC Device in the group need to be considered and studied further.
5.x.2
Threats

An attacker can impersonate a MTC Device belonging to a particular MTC group to get information. Therefore a mechanism should be provided to prevent such attacks.
5.x.3
Security Requirements

A MTC Group is a group of MTC Devices that can be in the same area and/or have the same MTC Features attributed and/or belong to the same MTC user. MTC Group should be identified uniquely across 3GPP networks.

Editor notes: It should be studied further, to what extent group based protection and management can be used to save network resource and improve efficiency.

There should be a mechanism by which an MTC Device can be verified as a legitimate member of an MTC Group.

5.y
Key Issue y – Security of Small Data Transmission

5.y.1
Issue Details
The MTC feature Small Data Transmissions requirements are defined in TS 22.368 [9], clause 7.2.5: 
-
The system should support transmissions of small amounts of data with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).

-
Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network.

-
The definition of a small amount of data should be configurable per subscription or by network operator policy

This document will consider the issue when the MTC Device is detached and no security context between the MTC Device and the core network is available. 

Editor's Note: Further inputs are needed from SA2 on this issue 
5.y.2
Threats
Proposals  for “small data transmission” allow M2M devices to arbitrary create NAS content and traffic. Using NAS for SMS transport was designed as a stop-gap solution in Rel-8 with the goal of eventual deployment of of IMS-based SMS. What is being proposed now will standardize overloading of NAS, strictly control protocol, with what is effectively UP content. Such content will be generated by potentially hundreds of millions devices, creating an environment for a DOS attack on MME. 

There may be no pre-established NAS security context in transfer data via optimised SMS solution. Thus the small data transmission can not be protected by valide security context and can be easily tampered or intercepted by the attacker. Sometimes small data is sensitive and important because it may be related to emergency event or commerce.Once it is tampered or intercepted, the consequence can be serious.
5.y.3 
Security requirements 
The small data transmission  using small data encapsulation in the NAS payload  have to be protected against overloading attack on MME  for EPS. 

Editor’s note: How to provide NAS DOS protection for small data transfer is FFS. Dedicated MME can be considered as one option.

The small data should be integrity protected (for 3G/LTE system) and may be confidentiality protected. 

Editor’s note: How to provide confidentiality and integrity protection for small data transfer should be studied when there is no pre-established security context.

5.z
Key Issue z - MTC Monitoring
5.z.1
Issue Details

As discussed in TR 23.888 (clause 5.10.1) [10], MTC Devices may be deployed in locations with high risk, e.g. possibility of theft of the communication module. There are MTC Devices that should not move from an authorized location, or should only move in an authorized area. For those MTC Devices, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from theft of the communication module. If such an event is detected, the network might be configured to perform special actions.
5.z.2
Threats

In the case of an MTC application where the MTC Device should not move from an authorized location, or should only move in an authorized area (e.g. within a home), there could be security risks if the device is operated from an unauthorized location (e.g. as a result of theft of the communication module). For example, a water metering used in user A's home to record user A's water usage should be fixed in user A's home. If it is moved to another place like B's home without permission, it could potentially be used to report user B's water usage against user A's account. The primary method to mitigate this attack should be to bind the identity and authentication of the MTC Device to the specific user's water meter. Detecting or preventing a change in location of the MTC Device could be a useful secondary security mechanism.
Another example is fire monitor in the building. When a fire monitor is moved to another place, wrong location information will be sent to the fire monitoring server if there is a fire. In this case detecting change of the location of the MTC Device would be a useful feature.
For those MTC Devices that can be linked to an individual, MTC Monitoring could cause an invasion of privacy. In particularly, if MTC Monitoring is applied to MTC Devices that should not be monitored.
5.z.3
Security Requirements

It is required for the network to provide a location management mechanism for MTC Devices that should not move from an authorized location, or should only move in an authorized area to detect if the device has been moved to an unauthorized location.
The network should be able to prevent MTC monitoring to be activated for those devices that should or are not monitored by the network.
**************************************end second change ***************************************
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