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1
Introduction
In the reply LS (S3-120508) to the LS from SA3 to SA1 in S3-120241 it is stated that there is currently no requirement for an UE in limited service state to receive PWS messages.
2
Changes
2. Security Requirements of PWS

Editor’s Note: This section aims to add the updated security requirements of PWS, including roaming case.

Security requirements for PWS identified by SA1 in section 4.8 of TS 22.268 [1] are as follows:

· PWS shall only broadcast Warning Notifications that come from an authenticated and authorized source.

· The integrity of the Warning Notification shall be ensured.

· The PWS protect against false Warning Notification messages.

NOTE: These requirements are subject to regulatory policies.

· The authentication of the Warning Notification Providers is outside the scope of 3GPP Specifications.

Additional requirements identified by SA3 are as follows:

· For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above.

· The authentication solution should be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.

· A serving network should periodically send test warning messages on the broadcast channel.

· If the UE has not been configured for PWS message security, PWS warning messages shall always be displayed to the receiving end user.

· Whether the PWS message has been properly authenticated or not should be invisible to the receiving end user except in the case when an authentication failure in a primary notification implies that an already displayed paging notification shall be rejected.

· It shall be possible to configure whether or not primary notifications are displayed.

Additional SA3 working assumptions are as follows:

· The working assumption is that the signing entity is on a national level.


3. System and Security Architecture of PWS

Editor’s Note: This section aims to give an overall description of security aspects of PWS.
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Figure 3-1: PWS system architecture overview
Figure 3-1 gives an overview of the complete security architecture.

· Air interface between UE and access network needs security protection as PWS Warning notification messages are broadcast to UE via SYSTEM INFORMATION.

· CBC is part of the core network and connects to the network node. For GERAN, CBC connects with the access network entity BSC; For UTRAN, CBC connects with the access network entity RNC; For E-UTRAN, CBC connects with the core network entity MME. The protocols between the CBC and these network nodes are defined in 3GPP TS 48.049 [4], TS 25.419 [5] and TS 23.401 [2].

· CBE is outside of the scope of the 3GPP network. It is assumed that the CBE is responsible for all aspects of formatting CBS, including the splitting of a CBS message into a number of pages.

· SGSN or MME can be used to deliver PWS keys to UEs.
· A UE in limited service state is not required to receive, process, and display warning messages.
NOTE: The assumption above has been verified by SA WG1 for the REL-11 timeframe and may have to be reconsidered in later releases.
Editor's Note: It needs to add security architecture of PWS.

Editor's Note: The security solution should minimize the impact to the current mechanism
Editor’s Note: Further study on de-registered UEs is needed.


Editor’s Note: SGSN may receive PWS keys from CBC, or PWS keys are configured in SGSN directly. It is for FFS how SGSN gets the PWS keys, and whether the interface between SGSN and CBC should be added.
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