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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.368: "Service Requirements for Machine-Type Communications (MTC)".

[3]
3GPP TS 22.101: "Service Aspects; Service Principles".

[4]
3GPP TS 23.003: "Numbering, addressing and identification".

[5]
3GPP TS 23.002: "Network architecture".

[6]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[7]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[8]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting Packet Based services and Packet Data Networks (PDN)".

[9]
3GPP TS 29.303: "Domain Name System Procedures; Stage 3".
[10]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[11]
3GPP TS 23.272: "Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2".

[12]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[13]
3GPP TS 23.204: "Support of Short Message Service (SMS) over generic 3GPP Internet Protocol (IP) access; Stage 2".

[14]
3GPP TR 23.039: "Interface Protocols for the Connection of Short Message Service Centers (SMSCs) to Short Message Entities (SMEs)".
[15]
IETF RFC 3588: "Diameter Base Protocol".

[16]
IETF RFC 4960: "Stream Control Transmission Protocol".

[17]
WAP-168-ServiceLoad-20010731-a: "Service Loading".

[18]
OMA-TS-Push_MO-V1_0-20110809-A: "OMA Push Management Object".

[19]
OMA-TS-Push_Message-V2_2-20110809-A: "Push Message".

[20]
OMA-AD-Push-V2_2-20110809-A: "Push Architecture".

[xx]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
* * * Next Change * * * *
4.3.3
Reference Point Requirements

4.3.3.1
Tsp Reference Point Requirements

The Tsp reference point shall fulfil the following requirements:

-
connect a MTC-IWF to one or more SCSs;

-
supports the following device trigger functionality:
-
reception of a device trigger request from SCS;
-
report to the SCS the acceptance or non-acceptance of the device trigger request;
-
report to the SCS the success or failure of a device trigger delivery; and
-
provides congestion/load control information to SCS as part of the response to trigger requests.


-
Domain Name System procedures similar to what is specified in TS 29.303 [9] may be used by the SCS for lookup and selection of which specific MTC-IWF to be used.

NOTE: Security requirements can be found in clause 4.X of the present document. 
* * * Next Change * * * *
4.4.2
MTC-IWF

To support the Indirect and Hybrid models of MTC, one or more instances of an MTC InterWorking Function (MTC-IWF) reside in the HPLMN. An MTC-IWF could be a standalone entity or a functional entity of another network element. The MTC-IWF hides the internal PLMN topology and relays or translates signaling protocols used over Tsp to invoke specific functionality in the PLMN.

The functionality of the MTC-IWF includes the following:
-
terminates the Tsp, S6m, T5a, T5b, T5c, T4 and Rf/Ga reference points;

-
supports ability to authorize the SCS before communication establishment with the 3GPP network;

-
supports ability to authorize control plane requests from an SCS;

-
supports the following device trigger functionality:

-
reception of a device trigger request from SCS;
-
report to the SCS the acceptance or non-acceptance of the device trigger request;
-
report to the SCS the success or failure of a device trigger delivery;
-
may apply MTC-IWF and/or SGSN/MME induced congestion/load control as part of the response to trigger requests; and

-
assigns appropriate identifier (e.g. port address number) to allow the UE to distinguish an MT message carrying device triggering information from any other type of messages.
-
an HSS resolution mechanism for use when multiple and separately addressable HSSs have been deployed by the network operator (see e.g. the SLF / Diameter Proxy agent specified in clause 5.8 TS 23.228 [10]);
-
interrogation of the appropriate HSS, when needed for device triggering, to:

-
map E.164 MSISDN or external identifier to IMSI of the associated UE;
-
retrieve serving node information for the UE (i.e. serving SGSN/MME/MSC address);
-
determine if a SCS is allowed to send a device trigger to a particular UE.
-
selection of the most efficient and effective device trigger delivery mechanism and shielding this detail from SCS based on;

-
current UE serving node information from HSS/HLR (e.g. serving MME/SGSN/MSC address);
-
the device trigger delivery mechanisms supported by the UE;

-
the possible device trigger delivery services supported by the HPLMN and, when roaming, VPLMN;

-
any MNO device trigger delivery policies; and/or

-
any information received from the SCS.

-
perform protocol translation, if necessary, and forwarding towards the relevant network entity (i.e. serving SGSN/MME/MSC or SMS-SC inside HPLMN domain) of a device trigger request to match the selected trigger delivery mechanism;

-
generation of device trigger CDRs with External Identifier and SCS Identifier and forwarding to CDF/CGF over instance of Rf/Ga;

NOTE:
CDR generation with or without a device trigger indication by other network entities is not precluded by CDR generation by the MTC-IWF.



NOTE: Security requirements can be found in clause 4.X of the present document. 
The characteristics of the MTC-IWF include the following:

-
multiple MTC-IWFs can be used with a HPLMN;

-
system shall be robust to single MTC-IWF failure.
* * * Next Change * * * *
4.x
Security Aspects
4.x.1
Security Requirements

4.x.1.1
Requirements on Tsp Reference Point
The Tsp reference point shall fulfil the following requirements:
· support mutual authentication, integrity protection, replay protection, confidentiality protection and privacy protection for communication between the MTC-IWF and SCS; 
· mutual  authentication shall be used;
· integrity protection and replay protection shall be used;
· confidentiality protection should be used;
· privacy shall be provided (e.g, IMSI shall not be sent outside the 3GPP operator domain).
4.X.1.2
Requirements on MTC-IWF
The functionality of the MTC-IWF includes the following:
· support ability to satisfy security requirements on Tsp reference point in clause 4.X.1.1 of the present document.
5.x
Security Procedures
5.x.1
External Interface Security

Editor’s Note: The security protocol is to be defined once the communication protocol has been finally agreed. For DIAMETER, IPsec as defined in [xx] and TLS would be natural candidates.
* * * End of Change * * * *
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