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Abstract of the contribution: Security threat and requirement proposal for different paths of a SMS trigger.
1. Introduction

This document is related to S3-120475. The document discusses threats on each of the paths identified in S3-12xxxx and proposes security requirements related to the threats. 

2. Discussion
2.1. Possible paths
In S3-120504 following SMS paths are identified:

Path 1. SME (SMS-SC/GMSC/IWMSC(MSC/MME/SGSN(UE

Path 2. SME(SMS-SC/GMSC/IWMSC(MTC-IWF(SMS-SC/GMSC/IWMSC ( MSC/MME/SGSN(UE

Path 3. SCS(MTC-IWF(SMS-SC(MSC/MME/SGSN(UE

2.2. Security threats and requirements

This section will discuss the security threats and requirements for each path given in Section 2.1.
1) SME (SMS-SC/GMSC/IWMSC(MSC/MME/SGSN(UE
This is the conventional path for sending SMS to UE. When the SMS message contains trigger indication, threats as given below should be considered. We assume interface of Tsms is out of scope as described in TS 23.682.
· Threats:

· Fake / fraudulent SMS trigger from the SME (compromised or otherwise): This threat could also happen due to man-in-the-middle (MitM) attack on Tsms. Successful attack of this nature can cause, among others, power depletion of the UE and improper action by the UE.
· SMS flooding / spamming: Will adversely impact resources of HLR, complete network and UE.

· Replay of SMS trigger

· MitM: As Tsms is out of scope for 3GPP it is possible that MitM happens on this interface that can lead to several different attacks, some of which are mentioned above.
· Security requirements:

· Source authentication and authorization

· Integrity protection of trigger

· Replay protection of trigger

· Protection against SMS flooding / spamming should be provided
2) SME(SMS-SC/GMSC/IWMSC(MTC-IWF(SMS-SC/GMSC/IWMSC ( MSC/MME/SGSN(UE
Similar threats and requirements as in 1 are valid here. The MTC-IWF could provide services like source authentication and authorization thus decreasing the load on SMS-SC/ GMSC/IWMSC.
3) SCS(MTC-IWF(SMS-SC(MSC/MME/SGSN(UE
Threats and requirements as for user-plane or control-plane triggers are valid here. MTC-IWF should have the knowledge of sending the trigger either as SMS, control-plane or user-plane.

3. Proposal
We propose the following pCR to be added in TR 33.868 based on the discussion above.

**********************START OF CHANGE***************************

5.1
Key Issue 1 - Device triggering

5.1.1
Issue Details

Editor's Note: This clause is intended to provide details of the security issues with the MTC features specified in the SA1/SA2 TS/TR, explanation of the assumptions and potential impact to the network and devices.

Device triggering issues are defined in TR 23.888 [10], clause 5.8. Several use cases should be considered in this TR as follows:

-
A MTC Device receives a trigger indication when it is in detached state.
Note:
The security of offline Device triggering is deferred to later release and not considered for Release 11.
-
A MTC Device receives a trigger indication when it is in attached state and the MTC Device has no PDP context/PDN connection.

-
A MTC Device receives a trigger indication when it is in attached state and the MTC Device has a PDP context/PDN connection.

Note:
 The security of Device triggering is covered in key issue-Device triggering and key issue-external interface security. In Device triggering key issue, only the security of trigger indication transferred from PLMN to MTC Device is considered. The security of trigger indication transferred form MTC server to the PLMN is considered in the key issue-external interface security.

5.1.2
Threats

Editor's Note: This clause is intended to capture the relevant threats and impacts of the issue detailed above.

False network attack: When a MTC Device is in detached state, the attacker can impersonate a network to send a trigger indication to the MTC Device. 

Although there are existing mechanisms in the current network to prevent a MTC Device to connect to a false network, there is still an issue. MTC Devices are different from normal UEs such that they may need to operate for a long time by using a single battery supply without recharging. False network triggering can awaken a MTC Device and waste its power. So the false network attack is more serious for MTC Devices compared to non-MTC communications and therefore we need to improve the network to deal with this security threat. 

By means of sending fake triggering messages, an attacker can also obtain information on whether a particular MTC Device is at that particular location at that point in time. If the MTC Device can be linked to an individual, this may have privacy implications.
Tamper attack: The trigger indication may contain the IP@ (or FQDN) and/or TCP (or UDP) port of the application server that the MTC Device has to contact. If the IP@ (or FQDN) and/or TCP (or UDP) port of the application server is tampered by the attacker, the MTC Device may establish the PDN connection to the wrong MTC server or be rejected by the MTC server. It will cause that MTC Device is unable to communicate with the correct MTC server and it will also waste the MTC Device’s power consumption.
When the SMS is used to trigger MTC Devices, SMS spam could be exploited by the attackers to send fake trigger indication. Fake / fraudulent SMS trigger could be sent by malicious SME or by a man-in-the-middle (MitM) on Tsms. Although the human holding a normal UE can make his own judgment, the fake trigger indication sent in SMS spam could be a serious attack  on the unattended MTC Devices and will lead to battery draining (particularly for the devices with limited power supply) and improper action. Moreover the fake trigger indication sent in SMS will cause MTC Devices trying to access the network and lead to the waste of network resources. Which is to say, malicious SMS flooding / spamming will adversely impact resources of HLR, network and UE. Replay of SMS trigger may also happen. It is possible that MitM happens on Tsms interface that can lead to several different attacks, some of which are mentioned above.
User Plane based triggering would be more prone to tampering and fake triggering attacks if application layer integrity solution is not employed, as there is no integrity and replay protection provided to the user plane traffic on the (radio) access link by the core network.
Tracking MTC Devices: The 3GPP network has to keep track of the location of the MTC Device in order to sent the Device trigger to it. Some types of MTC Device can be linked to an individual. Contrary to normal UE, MTC Device are often not under the control of the particular individual (i.e. can not turn it off). As such, the individual has no control over their privacy with respect to location information tracking by the network.
5.1.3
Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.

It may not be possible to totally prevent an MTC Device from receiving a trigger indication from a fake network. Therefore it should be studied further whether the device trigger could be protected so that the impact of fake device triggers to the battery lifetime and unauthorized tracking of the MTC Device would be minimized.

The system should provide a mechanism such that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Devices.

Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network should be able to provide the details of the source (e.g. address) to the MTC User. 

The system should provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).

It has to be ensured that an MTC Device responds only to genuine trigger messages.

The system should ensure that only authentic triggers will be conveyed to the UEs used for  MTC. For 3G/LTE system, trigger indication should be integrity protected.
The system should also provide a mechanism that doesn't require continues tracking of location information of the MTC Device by the network. This prevents privacy implications for those MTC Devices that can be linked to an individual and are not under the direct control of the particular individual.
5.1.3.1
SMS based triggering

Network should perform authentication and authorization of the SMS trigger source. The SMS trigger should have integrity protection, replay protection and there should be protection against malicious SMS flooding and spamming; all these check should be performed in the network.
When the trigger indication is sent in SMS via MTCsms, the SMS-SC/IP-SM-GW) may verify the source of the triggering SMS targeting on unattended MTC Devices to ensure the SMS is from an authorized source. 
When the trigger indication is received via MTCsp and sent as MT-SMS to SMS-SC/IP-SM-GW and T4, MTC-IWF should verify the source of trigger request and ensure the integrity of the received trigger request, if it’s sent from outside the 3GPP network. When SMS-SC/IP-SM-GW receives MT-SMS from MTC-IWF over T4 interface, it knows the short message is for MTC purpose and can be trusted.
SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended MTC Devices and act accordingly (e.g selectively block).
Editor’s Note : It is FFS how the SMS-SC/IP-SM-GW can distinguish ordinary short messages from short messages for triggering unattended MTC Devices received over MTCsms interface. 

Editor’s Note : other suitable network elements for source authorization checking are FFS.
Editor’s Note : The system should provide a mechanism to ensure that only intended trigger indications will be conveyed to the MTC Devices. 
5.1.3.2
NAS Signalling based triggering

When the trigger indication is sent in NAS signalling to SGSN/MME via MTCsp and T5a/T5b, MTC-IWF should verify the source of trigger request and ensure the integrity of the received trigger request, if it’s sent from outside the 3GPP network.

5.1.3.3
User Plane based triggering

The UP based triggering message should be integrity and replay protected. The UP based triggering message may be confidentiality protected.
**********************END OF CHANGE***************************

