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Nokia and NSN: 
as SMURF has not been studied at all in SA3 some of the wording seems a little premature. More importantly, there is more information available on IMS than on general services, which may make optimisations possible in the case of iFire that are not possible for SMURF. We therefore introduce some new text suggesting further study of some topics. 
1
Introduction
As iFIRE was delayed to Release 12, it is clear that 3GPP has two overlapping work items in Rel-12: Study on IMS Firewall Traversal (iFIRE) in SA3 and Service and Media Reachability for Users over Restrictive Firewalls (SMURFs) in SA1. As all groups have started stage 2 work for Rel-12, there is a need to decide how the overlapping work on iFIRE and SMURF should be handled procedurally.

The contribution gives an overview of how iFIRE and SMURFs overlap, how this overlap could be solved on a technical level, and proposes that SA3 decide on a procedural way forward.

2
Analysis

iFIRE: The study on IMS Firewall Traversal (iFIRE) in SA3 means to achieve traversal of IMS services over IMS-unaware firewalls. The scope has been expanded to also cover the needs of firewall owner.

· Only IMS services
· Both mobile and fixed IMS UEs
SMURF: The study on service and Media Reachability for Users over Restrictive Firewalls (SMURFs) in SA1 means to achieve UE access to PLMN IP-based services over restrictive firewalls in non-3GPP accesses. The scope has been expanded to also cover the needs of firewall owner.

· All PLMN IP-based services
· Only mobile UEs
The worst case scenario in both studies is an application aware/DPI firewall restricted to TCP on port 80 or 443 combined with a web proxy. To traverse restrictive firewalls both solutions needs to use TCP (set up with HTTP CONNECT), use port 80 or 443, and look like HTTP/HTTPS.
The high level coverage and overlap of the two studies is shown in the figure below:
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The resulting SMURF solution will most likely be a new or extended non-3GPP access to ePDG. While an iFIRE solution may or may not fulfill the SMURF requirements, a solution fulfilling the SMURF requirements also fulfills the iFIRE requirements (at least for 3GPP UEs).
The possible outcomes from the iFIRE/SMURF work items are:

· iFIRE and SMURF are specified independently and therefore overlap when it comes to IMS services for 3GPP UEs.
· The SMURF solution is used by 3GPP UEs to access all services (both IMS and non-IMS). iFIRE is focused to solve the firewall traversal problem for fixed IMS UEs accessing IMS services.
There do not seem to be any specific reasons why two different solutions would be needed for the case of 3GPP UEs accessing IMS services. In general overlapping solutions should be avoided as this increases both the work effort and the complexity.

From the analysis it is clear that the work items are largely overlapping and that the SMURF solution will solve a large part of iFIRE scope. iFIRE and SMURF should therefore be studied together, and the working assumption is that the SMURF solution also can be used for a large part of iFIRE.

3
Proposal

- It is proposed that the following text is included into the TR. 
- It is also proposed that SA3 agrees on that fact that iFIRE and SMURF should be studied together (were overlapping) and that SMURF solves a large part of iFIRE.
- It is proposed that SA3 devises a plan for how this should be done procedurally.

4
PCR

First Change

4.X
Relationship between iFIRE and SMURF
iFIRE: The study on IMS Firewall Traversal (iFIRE) in SA3 means to achieve traversal of IMS services over IMS-unaware firewalls. The scope has been expanded to also cover the needs of firewall owner.

· Only IMS services
· Both mobile and fixed IMS UEs
SMURF: The study on service and Media Reachability for Users over Restrictive Firewalls (SMURFs) in SA1 means to achieve UE access to PLMN IP-based services over restrictive firewalls in non-3GPP accesses. The scope has been expanded to also cover the needs of firewall owner.

· All PLMN IP-based services
· Only mobile UEs
The worst case scenario in both studies is an application aware/DPI firewall restricted to TCP on port 80 or 443 combined with a web proxy. To traverse restrictive firewalls both solutions needs to use TCP (set up with HTTP CONNECT), use port 80 or 443, and look like HTTP/HTTPS.
The high level coverage and overlap of the two studies is shown in the figure below:
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Figure X: iFIRE and SMURF overview and Overlap

A possible SMURF solution may be a new or extended non-3GPP access to a PDG or 
ePDG. While an iFIRE solution may or may not fulfill the SMURF requirements, a solution fulfilling the SMURF requirements also fulfills the iFIRE requirements (at least for 3GPP UEs).
The possible outcomes from the iFIRE/SMURF work items are:

· iFIRE and SMURF are specified independently and therefore overlap when it comes to IMS services for 3GPP UEs.

· The SMURF solution is used by 3GPP UEs to access all services (both IMS and non-IMS). iFIRE is focused to solve the firewall traversal problem for fixed IMS UEs accessing IMS services.
From the analysis it is clear that the work items are largely overlapping. In general overlapping solutions should be avoided as this increases both the work effort and the complexity.

. iFIRE and SMURF should therefore be studied together,
.
However, it should be studied further whether an iFire solution would allow for a simpler realization than a SMURF solution, or could be a profile of a SMURF solution. As an example, it should be studied further whether iFire could benefit from IMS security, making an extra layer of client authentication as part of the FW traversal mechanism unnecessary. As another example, double protection for IMS media could be avoided in iFire as IMS media protection is initiated by the client and the client would be aware of the use of iFire. For general applications, there is no equivalent to IMS security, and no corresponding statements on general application security could be made. 
Furthermore, IMS represents a well-established and elaborate architecture, which has no equivalent for general applications. Therefore, any SMURF solution should be evaluated with respect to its suitability for IMS and iFire. 
End of Change
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�or is this restricted to EPS?


�we have not seen any SMURF solution yet. 





3GPP

SA WG3 TD


[image: image1]