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Abstract of the contribution: This contribution introduces a new scenario on spoofing identities from an IP-PBX towards the mobile network. 
4.2
Scenario X: Spoofing identities from an IP-PBX towards IMS

There are many ways how IP-PBX are connected to the mobile operator’s IMS, the basically two most common ones are: 

1) The IP-PBX registers to the IMS using wildcarded IMPUs, the interface between IP-PBX and IMS is Gm and similar to the one UE – P-CSCF. 

2) The IP-PBX does not register to the IMS and it is seen from the IMS point of view as a peering network. 

In both cases, the mobile operator has to trust the IP-PBX administrator that everything is configured properly. While the IP-PBX using IMS registration procedures is more used for smaller enterprises, the IP-PBX without registration is more used for bigger enterprises. 

In both cases, the mobile operator has currently no means to detect whether a specific attacker within the enterprise is hijacking a high number of accounts and misbehaving e.g. with a high rate of call setups towards many destinations. 
