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Abstract of the contribution: This contribution propose conclusion for the security mechanism for device triggering procedure over Tsms. 
Introduction:
Currently two possible ways for SMS based device triggering, one is device triggering procedure over Tsp and another is using Tsms procedure. This contribution propose conclusion for device triggering procedure over Tsms.
Discussions:
TS 23.682 specify that, Tsms is the interface that encompasses all the various proprietary SMS-SC to SME interface standards (see TR 23.039 [14]) and is outside the scope of 3GPP specifications [TS 23.682]. Also Tsms based triggering is considered to be application specific triggering, since the SMS is done through MT-SMS and the trigger content is encapsulated as an over-the-top application by the SME [TS 23.682]. So in case of MT-SMS based delivery, the serving node verifies the subscription and filters out the SMS if the MTC device is not subscribed for MT-SMS. In case if the MTC device is subscribed for MT-SMS, then the application in the UE needs to take care of the filtering of the fake triggering SMS based on end-to-end protection.
Therefore, security mechanism for device triggering over Tsms should also be application layer specific and 3GPP specification should provide recommendation to have application based ene-to-end protection and application specific filtering out of unauthorised triggering messages at the network and also at the MTC device.
-------------------------------pCR to TR 33.868-----------------------------------
* * * First Change * * * *
7.1.X
Conclusion


Device Triggering procedure over Tsms :
TS 23.682 specify that, Tsms is the interface that encompasses all the various proprietary SMS-SC to SME interface standards (see TR 23.039 [14]) and is outside the scope of 3GPP specifications [TS 23.682]. Also Tsms based triggering is considered to be application specific triggering, since the SMS is done through MT-SMS and the trigger content is encapsulated as an over-the-top application by the SME [TS 23.682]. So in case of MT-SMS based delivery, the serving node verifies the subscription and filters out the SMS if the MTC device is not subscribed for MT-SMS [TS 23.682]. In case if the MTC device is subscribed for MT-SMS, then the application in the MTC device needs to take care of the filtering of the fake triggering SMS based on end-to-end protection.

Therefore, security mechanism for device triggering over Tsms should also be application layer specific and 3GPP specification should provide recommendation to have MTC application based ene-to-end protection to filter out unauthorised triggering messages.

* * * End of Change * * * *
