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1
Introduction

The importance of privacy protection is reasied as security issues. However, a general consensus in SA3 working group about the privacy is not fully reached. To provide privacy protection, it needs to define the scope of privacy. 

This proposal illustrates the main concern of privacy protection in SA3 point of view. In addition, it describes the candidate solution to protect privacy. 

2 
Proposal
The following text is proposed for inclusion in the TR as a privacy protection solution for SIMTC. 
3
PCR
*** 1st Change ***
7.6 
Solution 6 - Privacy Concern

7.6.1
General Description
Privacy information of MTC Devices can be related to e-health, e-call service, or tollgate service information.  This kind of information is highly connected to location information which is not desirable to be tracked in some cases.  MTC Devices may be detached from the network when not communicating to prevent unnecessary collection of location information by the network. Hence the MTC Device will not perform mobility management procedures. Only when the MTC Device is triggered or when a given requirement is reached and the MTC Device needs to transmit data to the MTC application, it will reconnect to the network. 
The detach procedure can be either initiated by the MTC device or by the network. Furthermore, one can distinguish whether the MTC Device or the network has control over the enforcement of the location privacy mechanism.

The MTC Device may need to provide an ability that allows its user to set the transmission privacy configuration. The MTC Device may need to provide an ability to transmit location tracking information in emergency case. 
Editor Note: How to trigger the detached MTC Device is FFS in SA2 
7.6.1.1
MTC Device based method
The MTC Device will detach from the network after a certain period of inactivity in communication. The period may be configurable on the MTC Device by its user.

 Editor Note: Detaching after certain period of time is not sufficed for tracking protection
7.6.1.2
Network based method
Whether MTC Devices inform the period or the privacy information including location information to the network can be configurable on the MTC Device by its user. Using this configurable information, the MTC Device will be detached from the network after a certain period of inactivity in communication to protect privacy.
Editor Note: Network based method is FFS
