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1
Introduction

Some candidate solutions are proposed for traversal of IMS traffic through NIMSFW and also satisfies requirements. Some of them reuse exsiting solutions to maximize existing solutions and resources. The others introduce new functionality or element in the network to improve the performance efficiently. 

This proposal in summary illustrates impacts on device of candidate solutions.  By evaluating the solutions with respect to device impact, SA3 working group can assess how well the solutions work. The pros and cons of every solution are evaluated.
2 
Proposal

The following text is proposed for inclusion in the TR as assessment of security solution with respect to device impact. 
3
PCR 
*** 1st Change ***
10
Assessment of candidate solutions

Editor’s notes: Here we request that the proposed solutions should be evaluated in the SA3 meetings and analysed to see whether it meets the requirements listed in section 6.
Editor’s note: The solution should be studied to understand whether the solution introduces unacceptable delay and jitter.

10.1
Device Impact
The solutions for traversal of IMS traffic through NIMSFW are evaluated with respect to device impact in the following table.  
	Solutions 
	characteristic
	Device impact
	Emphasized satisfaction of requirements  
	Performance evaluation ( eg. Delay, jitter.) 

	
	
	Changes in UE
	pros
	cons
	
	

	8.2 Tunnelling solutions transparent to the existing IMS core
	Tunnel endpoint(TEP) on the IMS core side and UE 
	UE checks whether the NIMSFW traversal procedure needs to be invoked
	Different tunnel at the same TEP for media is possible.
	UE has to know the IP address for  the TEP 
	Especially support detection of  IMS restrictive firewalls 
It can separates user and control plane. 
	Performance depends on tunnelling mechanism (eg. TLS connection) 

	8.3 Reuse of Existing TLS solutions
	Additional requirements on the UE, P-CSCF, and TURN server 
	UE has to support the option to transport SIP over TLS, TURN over TLS, or TLS connection
	Reuse the existing TLS mechanism 
	UE has to distinguish which procedure it has to follow. It is also possible frequent keep alives. 
	No changes to the firewall
	UE has to try normal procedure, if fail follow the NAT traversal UE procedure

	8.4 Tunnelled services control function (TSCF) 
	New network element TSCF  is introduced 
	During the tunnel negotiation phase, TSCF assign the remote IP(inner) to the UE 
	Reuse the existing TLS mechanism
	UE has to distinguish which procedure it has to follow : normal procedure or NAT traversal UE procedure
	Support detection of IMS restrictive firewalls 
	Additional overhead of TLS encyprted data: header, padding  eg. 80 bytes) 

	8.5 Reuse of IKE/IPSEC 
	Enhance the security gateway (SEG) operations  and similar enhancements for ePDG
	For IKE/IPsec implementation , tunnelling client (TC) is in UE
	Reuse the existing IKE/IPsec procedures. Tunnelled traffic needs not share a signle authentication or encription mechanism. 
	UE has to handle frequent keep alives. 
	Ifire shall not preclude the operation of non-3GPP access methods 
	Additional overhead due to running IPsec (header, tailer, eg. 89 bytes) 


*** end of 1st Change ***
*** 2nd Change ***
8.3
Reuse of Existing TLS Solutions

Before introducing new nodes or functionality, we should study if the current mechanisms can be extended to support traversal of most or all types of restrictive firewalls. This candidate solution achieves firewall traversal by reusing existing solutions without introducing any new network elements. Existing nodes are required to support TLS on port 443 (the default port of HTTPS). This is already allowed by existing standards.
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Figure 8.2.1: Architectural overview

The solution relies on the use of existing TLS connections:

· IMS control plane (SIP): One for the Gm interface.

· IMS media plane (RTP, RTCP, MSRP, etc.): One for the TURN control connection and one for each allocated TURN TCP connection.

The additional requirements on the UE, P-CSCF and TURN server is as follows.

1) UE to support the option to transport SIP over TLS, and for P-CSCF to support SIP over TLS on port 443 instead of the default SIP TLS port.

NOTE: This is in full accordance with RFC 3261, TS 24.229, and TS 33.203.

2) UE to support ICE with TURN over TLS, and for TURN server to support TURN over TLS on port 443 instead of the default TURN TLS port.

NOTE: This is in full accordance with RFC 5245 and RFC 5766.
3) UE to support normal web proxy procedures (HTTP CONNECT) to set up TLS connections on port 443 to the P-CSCF and TURN servers.

NOTE: One HTTP CONNECT request is needed for each TCP connection. Where HTTP_CONNECT is implemented in the UE is implementation specific.

While RFC 5766 only allows UDP allocations, RFC 6062 defines TCP allocations for TURN. The solution can therefore be used for both UDP and TCP based IMS media plane protocols.
The number of TLS connections to the TURN server (and therefore the number of HTTP_CONNECT) depends on the IMS service and the protocols used. For immediate messaging, a single TLS connection is needed, whereas for MSRP three TLS connections are needed.

The UE proceeds as follows:

1) The UE tries to register according to normal procedures, if this fails the UE continues according to 2).

2) The UE tries to register using alternative procedure for NAT traversal UE, if this fails the UE continues according to 3).

3)  The UE tries to register using alternative procedure for NAT traversal UE, but sets up TCP connections on port 443 using HTTP_CONNECT as described above.

The solution supports both encrypted and unencrypted connections.

· If confidentiality is desired, a cipher suite with encryption (e.g. TLS_RSA_WITH_AES_128_CBC_SHA) is negotiated. This achieves traversal for all NIMSFW types (1-9).

· If confidentiality is not needed, a cipher suite with NULL encryption (e.g. TLS_RSA_WITH_NULL_SHA) is negotiated. ). This achieves traversal of NIMSFW types 1-8.

As the solution just requires the P-CSCF and TURN server to support TLS on port 443, the solution has none or very little impact. Existing IMS authentication mechanisms can be reused.

Editor’s note: More details on how the tunnels are maintained (e.g., using keep alive) is needed in order to evaluate the UE impact of possibly frequent keep alives.

Editor’s note: Details on how this solution handles IP-CAN or other access network availability changes at the UE need to be added.

Editor’s note: Details on how this solution handles the IMS session maintenance during IP-CAN or other access network availability changes at the UE need to be added.

Editor’s note: The scheme that allows a FW to summarily block IMS traffic is still to be studied.
*** end of 2nd Change ***
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