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Abstract of the contribution:
This contribution aims proposing countermeasures to security issues identified for the storage of network entity addresses in the HPSIM.
1. Introduction
CT6 asked SA3 in its LS on “storing H(e)NB configuration parameters in the HPSIM “ to provide guidance on the security issues related to storing H(e)NB configuration parameters in the HPSIM, confer S3-120200 (C6-110596). 

SA3 reviewed during Vancouver meeting (February 2012) HPSIM specification (available in C6-110602) and identified security issues associated to the storage of network entity addresses in the HPSIM (H(e)MS address and SeGW address). 

This contribution proposes possible contremeasures. 

2. Security analysis

CT6 TS 31.104 on “’Characteristics of Hosting Party Identity Module (HPSIM) application” proposes the storage of network entity addresses in the HPSIM as configuration H(e)NB configuration parameters: Serving H(e)MS, Serving SeGW adrdress, and Serving H(e)NB-GW/MME address. 
SA3 review during SA3 February meeting highlignted the following security issues associated to the storage of network entity addresses in the HPSIM: 
Security issues

· Update of the H(e)NB is supposed to be done in a secure way

SA3 3GPP TS 33.320 states that “The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity fo the software updates must be verified.” 
With current specification of the HPSIM, there is no protection of data exchanged on the interface between the HPSIM and H(e)NB. 
· Modification of the network entity addresses

The HPM-H(e)NB interface is not protected, it is possible for an attacker to modify the network entity addresses sent by the HPSIM to the H(e)NB. This threat already exists since DNS spoofing attack on the LAN side is already possible as long as the VPN tunnel between the H(e)NB and the SeGW is not established. But the sending of network entity addresses on this interface adds a new path of attack. 
Modification of network entity addresses could result in H(e)NB connected to SeGW or H(e)MS different from expected ones. 

Connexion to unexpected SeGW could happen since it is possible to have root certificate in the H(e)NB not issued by the operator (e.g  VeriSign root certificate). Consequently, despite presence of H(e)NB-SeGW mutual authentication, it would be possible to connect to SeGW not belonging to the operator. 

Connextion to unexpected H(e)MS could happen since H(e)MS server authentication is optional. 

Consequently, in order to counteract security issues mentioned above, some countermeasures are proposed. 
Possible countermeasures
The security issues may be counteracted by means of secure channel or exchange of signed data between the H(e)NB and the HPSIM. 
· Data signature
The network entity addresses provisioned in the HPSIM would be signed by operartor trusted entity. Thanks to associated operator trusted certificate stored in the TrE of the H(e)NB, the H(e)NB could verify that the network entity addresses sent by the HPSIM are genuine.  This solution would require to have operator specific data in the H(e)NB, at least operator identifier (operator_ID) and possibly operator certificate. 

Signed network entity address stored on the HPSIM = Sign [PrivateKey] (Network entity address || operator_ID)

The use of an operator certificate to store the public key used to verify the signed network entity address would avoid the risk to connect to network entities not belonging to the operator. But all operators do not deploy their own PKI. Then it would be needed to have an operator_ID stored in the H(e)NB in case that the certificate stored in the H(e)NB is not issued by the operator itself (e.g VeriSign certificate in the H(e)NB). 
The H(e)NB checks that the operator_ID received in the signed data is the same than the operator_ID stored in the H(e)NB. 

This solution requires that it is possible to pre-configure operator specific data in the H(e)NB.
In case that the HPSIM stores only Initial addresses that are pre-configured (Initial H(e)MS address and Initial SeGW address), there is no need to have additional cryptographic features in the HPM to handle signed data-based solution. The scenario where the HPSIM would store data signed by the H(e)NB would require to the HPM to implement additional cryptographic features. 
· Secure channel 
Secure channel between the HPSIM and the H(e)NB would provide integrity protection,  and optionally confidentiality protection of data if needed. 

Operator certificate should be stored in the H(e)NB to guaranty that the HPSIM and the H(e)NB belong to the same operator. Otherwise, the H(e)NB may be connected to HPSIM not belonging to the operator.
This solution requires new cryptographic features in the HPM.  
3. Proposal
We kindly ask SA3 to review those countermeasures and take them into account for providing guidance to CT6 on the storage of network entity addresses in the HPSIM.   

