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1.
Introduction
The contribution discusses the secure environment requirement in the terminal part of the MTC Device for the network-based pairing in TR 33.868 v070 section 7.5.2.2.
2.
Analysis
The secure environment requirement in the MTC Device for the network-based pairing does not be required in section 7.5.2.2. The analysis of the secure environment requirement for the network-based pairing is as fillowing:
· IMSI-IMEI binding in HSS
If there is no secure environment to store the IMEI in a legal MTC Device, IMEI in the MTC Device can be easily known by an attacker. The following attack can be done:
(1) The attacker modifys the IMEI value in a false MTC device to the IMEI value in the legal MTC Device;
(2) The attacker removes the UICC from the legal MTC Device and inserts to the false MTC Device. 
(3) The attacker uses the UICC and the false MTC Device to access the network. The IMSI-IMEI binding will be successfully checked by HSS. The network can not identify this is a false device to access.
· Enhanced AKA
If there is no secure environment to store the certificate/private key in a legal MTC Device, the certificate/private key in the MTC Device can be easily known by an attacker. So, the attacker can install the certificate/private key in a false MTC Device and the attack similar to above will be done.
3.
Proposal
We propose that the secure environment is required in the MTC Device for the network-based pairing. The detailed changes please refer the following pCR.
4   pCR
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7.5.2
Evaluation

Editor’s Note: Denial of Service and resource exhaust attacks needs to be taken in to account.
7.5.2.2 
Network based pairings
7.5.2.2.1 
IMSI-IMEI binding in HSS
· Fulfills the SA1 requirement on restrict the use of a USIM to specific MEs/MTC Devices and fulfils the requirement that operator shall be able to enforce the restriction.

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 
· The network operator is able to directly detect if unauthorized combination of IMSI/IMEI is taken into use, and may then take any appropriate action in the network as e.g. trigger an alarm in the HSS.
· Signalling procedures for the network request of IMEI or IMEISV from the MTC Device are already in place in 3GPP specifications for GERAN, UTRAN and E-UTRAN. But the current HSS/HLR does not support this new pairing function.This solution requires the ADD (Automatic Device Detection) feature to be supported and enabled in the SGSN/MME/MSC. Using ADD for requesting IMEI(SV) from the UE is commonly used in networks today to detect when a user has purchased a new UE so that e.g. appropriate MMS and internet access settings can be sent to user’s new UE. Therefore in many cases the solution does not add signaling load in the network.
· As ADD is already defined and in use in many networks, the cost and complexity has been largely covered in those networks. Additionally the HSS/HLR needs to do IMSI/IMEI pair checking which is considered to be reasonably low effort and simple task comparing to what the HSS is already doing at an Attach.

· For the reasons above, the solution is not regarded to add DoS or resource exhaustion attack possibilities. 

· A secure environment is required in MTC ME for the storage of IMEI value.
· 
· The operator can use their current UICCs
· According to existing security requirements in E-UTRAN (since Rel-8), the MTC Device shall provide its equipment identifier IMEI or IMEISV to the network, only if the network asks for it in an integrity-protected request.

· According to existing security requirements in E-UTRAN (since Rel-8), the MTC Device shall integrity protect the IMEI or IMEISV on the air interface to the network.

· The security of the IMEI/IMEISV in the MTC ME depends on how secure the MTC ME is. Already today there exist security requirements that it should not be possible to modify the IMEI (see [12] and [13]). 

· This binding mechanism needs to be implemented in the network even though it is not be used for all MTC devices.

· All MTC UEs, including the ones with not-authorized binding, need to be authenticated by the network and consume HSS capacity. 

· This solution enables network operator to remotely detect the binding.

· There are some network signalling impacts.
· If there is a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change), only the information in the HSS/HLR needs to be updated, There is no need to update any other entities. 

· Therefore there is neither need for additional signalling nor need for developing solutions for updating the authorized combinations of IMSI/IMEI in network-based pairings. 

Conclusion:

· The network operator is able to detect and reject unauthorized combinations of IMSI/IMEI in the HSS and take appropriate action thereby fulfilling the SA1 requirements.
· The needed functionally for the network to request IMEI or IMEISV from the MTC UE as part of ADD is already in place in 3GPP specifications and commonly used in networks. Additionally the HSS/HLR needs to do IMSI/IMEI pair checking which is considered to be reasonably low effort and simple task comparing to what the HSS is already doing at an Attach. 
· Most of the functionalities needed is already available, new mechanism is needed in HSS for binding method.

· MTC UEs with not-authorized binding combination equally consume signalling and network resources. 
· Dynamic management of allowed IMSI/IMEI pairs in concentrated on one point, the HSS/HLR. If there is a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change), only information in the HSS/HLR nodes needs to be updated, There is no need to update any other entities. 

· This does not prevent the usage of IMEI in the tampered UE where the IMEI can be modified.
7.7.2.2.2 
Enhanced AKA
· The network operator is able to directly detect if unauthorised combination of IMSI/IMEI is taken into use, and may then take any appropriate action in the network.

· If there is a need to change authorised combinations of IMSI/IMEI (e.g. due to billing plan change), only the authorised combinations in the HSS/HLR  need to be updated, 

· The operator can use their current UICCs

· Changes to the current signalling that need to be standardised are required between the core network and MTC devices and between core network nodes for this solution
· A secure environment is required in MTC ME for the storage of certificate/private key. 
· The security of the IMEI/IMEISV in the MTC ME is ensured by additional authentication executed after AKA authentication that also provides keys to protect the traffic sent between MTC device and network. 

· This binding mechanism shall be implemented in the network even though it is not be used for all MTC devices.

· All MTC UEs, including the ones with not-authorized binding, shall be authenticated by the network and consume HSS capacity. 

· These also enables network operator to detect the binding.

Conclusion:


· Fulfills the SA1 requirement on restrict the use of a USIM to specific MEs/MTC Devices and fulfils the requirement that operator shall be able to enforce the restriction.

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 

· The solution only needs to change authorized combinations of IMSI/IMEI in the HSS/HLR 

· The solution introduces some signalling changes between network entities and the MTC device for the AKA enhancement that are not yet standardised.

· New mechanism is needed in HSS for binding method.

· MTC UEs with not-authorized binding combination equally consume signalling and network resources. 

· This method prevents usage of IMEI in the tampered UE where the IMEI can be modified.
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