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1. Introduction
In order to prevent fake trigger from unauthorized SME, SME should be authorized when sending a trigger message.
To implement this, whitelist mechanism supported by existingSMS-SC can be used to authorize the source. However, due to the limited size of whitelist, the granularity of whitelist is usually coarse-grained. As the result, SMS-SC can only check whether the SME is authorized to send a trigger SMS, while whether the SME is allowed to trigger a particular UE can not be checked, which needs fine-grained authorization. 
To tackle this problem, SA2 has defined a two-level authorization (see clause 5.2.1 in TS 23.682) procedure for device trigerring over Tsp interface.1. MTC-IWF first judge whether the source is allowed to send the trigger (server-level). 2. If server-level check passes, MTC-IWFfurther interrogates HLR/HSS to determine whether the source is allowed to trigger a particular UE (UE-level). 
It’s a good method and can be borrowed by SA3 for SMS triggering authorization over Tsms.
2. Network based authorization
As server-level and UE-level authorization above can be performed separately, network based authorization can use them selectively to meet different operator policy and security demands, which is as follows:
1. Ifsecurity demand of network operator is low, server-level authorization over Tsms is enough.Whitelistconfigured in SMS-SCcan be used to preventunauthorizaed SME from sending trigger SMSs. As whitelist is supported by current SMS-SC, this mechanism is easy to be implemented. However, due to the limited size, whitelist can not be per UE, so the granularity of this mechanism is coarse. 
2. If security demand of network operator is high, UE-level authorization should be supported. In this case, the authorized SMEs of a particular UE are recorded in UE’s subscription. When the delivery of a trigger SMS is required, HLR/HSS determines whether the trigger SMS from source SME to the target UE is allowedor not and returns anindication to SMS-GMSC. Based on the indication, SMS-GMSC determines whether to deliver the SMS trigger. The granularity of UE-level authorization is fine, but it requires HLR/HSS enhansmented to support new judging logic. 
Here, an integrated mechanism is proposed in this contribution, which combines the server-level and UE-level authorization to provide a flexbleauthorization to meet different security demands of network operator.
3. Proposal
It proposes to agree following changes in clause 7.1.3 of TR 33.868 v0.7.0.
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7.1.3
For online Device Triggering

Solution X: network based authorization for SMS based triggering
In order to prevent fake triggering from unauthorized SME, network needs toauthorize the source SME, and it may check whether the source SME is allowed to send a trigger and whether it is allowed to trigger a particular UE.These two types of authorization shall be used flexibly so as to meet different network operator policy and security demands.In this approach, an authorized source table that records the SME allowed to trigger a particular UE is stored in UE’s subscription by HLR/HSS. When a trigger SMS is received, SMS-GMSC gets the table for the target UE from HLR/HSS and determines whether the trigger SMS can be sent or not. The procedure is as follows:
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Figure X Authorization for SMS based device triggering
1. SME determines it needs to trigger a UE and sends a trigger message to SMS-SC.
2. A white list of SMEs that are allowed to send trigger message is configured beforehand in SMS-SC by network operator. On receiving a message from SME, SMS-SC determines whether the received message is a trigger based on the content (e.gSMS application port ID reserved for trigger message).
If the received message is a trigger, SMS-SC checks whether the SME is authorised to send trigger message based on the whitelist. If whitelistcheck successfully passes, SMS-SC sends the trigger SMS to SMS-GMSC, and a trigger indicationshould be carried as wellifUE-level authorization is required by the network operator to have a high level SMS trigger security. If this check fails,SMS-SC rejects the trigger SMS delivery.If the received message is not a trigger, normal SMS delivery procedure is performed.

NOTE 1: whitelist mechanismis a fast authorization approach to prevent fake triggering. If received message does not meet the criteria of the whitelist, network can reject the delivery request immediately and network resourse can be saved.
NOTE2: whether UE-level authorization is performed depends on the security demands and policy of network operator.
3. SMS-SC sends the short message to SMS-GMSC. Trigger indication is included when the received message is a trigger and UE-level authorization for this trigger SMS is required by the network operator.
4. SMS-GMSC sends aSubscriber Information Request to HLR/HSS, which mayinclude the trigger indication received from SMS-SC.
5. If trigger indication is included, HLR/HSS returns a Subscriber Information Response (serving node ID, authorized source table) message to SMS-GMSC. Authorized source table is included to provide authorized source information of the target UE.
6. HSS/HLR sends Subscriber Information Response(serving node ID, authorized source table) to the SMS-GMSC.
7. SMS-GMSC checks whether the SME is allowed to trigger the target UE based on the authorized source table of the target UE. If the SME is authorized to send the trigger SMS to the target UE, SMS-GMSC delivers the received SMS trigger as normal. That is, it sends a Forword Message (see MT SMS procedures specified in TS 23.040 [XX])to the serving MSC/SGSN/MME of the UE. If SME is not allowed, the delivery of SMS trigger shall be rejected.
8.MSC/SGSN/MME forwards the short message to the UE.
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