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Introduction
According to current trigger procedure defined by SA2, besides Tsms, T4 interface isalso used to send SMS based trigger to UE. For T4 SMS triggering, the MTC Security GW within MTC-IWF performs the authorization. However, how such authorization is implemented is still FFS. This contribution is going to solve this problem.
Discussion
According to the triggering procedure specified by SA2, two level authorizations can be done by the MTC Secuirty GW within MTC-IWF:
1. MTC server level: MTC Security GW within MTC-IWFverifies whethertheMTC server is authorised to send trigger requestsbased on pre-configured information.
2. MTC device level: MTC Security GW interrogates HLR/HHS to determine whether the MTC Server is allowed to trigger a particular UE or not. Based on UE’s subscription, HLR/HSS authorizes the MTC server and send a response to indicate MTC Security GW whethertheMTC server is authorised to trigger a particular UE or not.
If either check fails, MTC Security GW should reject the trigger request.
Proposal
It is proposed to agree following changes for TR 33.868. It includes:
1. The details to implement authorization.
2. Removal of FFS.
Start of Change
7.4
Solution 4 – External Interface Security

7.4.1
General Description

7.4.1.1
MTC Server outside the operator domain

When the MTC Server is located outside the operator domain, the interface between the core network and the MTC Server may be protected using mechanisms like NDS/IP [2]. As the MTC server is located outside the operator domain it may not be possible to mandate the use of NDS/IP but the exact protection mechanism may be based on the agreements between the 3GPP network and MTC server. 

Functional entity MTC Security GW may be used to authentication and authorization the MTC servers and to secure the external interfaces as shown in the Figure 3
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Figure 3 Security GW exists between the MTC server and the network entity 
Thus theMTC Security GW within the MTC-IWF can perform access control functionality of MTCsp interface to prevent the unauthorized MTC server from accessing to the core network. It can authenticate with MTC server on behalf of the 3GPP network. Similarlya separate Security GW may be used between MTC Server and SMS-SC/IP-SM-GW/GGSN/P-GW to perform access control functionality of MTCsms and Gi/SGi interface to prevent the unauthorized MTC server from accessing to the core network.
After successful mutual authentication between the MTC server and the MTC security GW, the MTC security GW connects the MTC server to the operator’s security domain. Any connection between the MTC server and the core network is protected through the MTC security GW. End-to-end security protection should be used for protection between the MTC serverand the MTC security GW. Security protection is required between the MTC security GWand the MTC serverplaced outside the Operator’s secure domain. Security protection should be used forany communication between the entities. Communication between the MTC serverand the MTC security GW should be confidentiality, integrity and replay protected.The NDS/IP security mechanism [2] or proprietary security mechanism is used for mutual authentication and to protect the communication between the MTC security GW and the MTC server.

Any unauthenticated traffic from the MTC servershould be filtered out at the MTC security GW.
For theMTC Security GW within the MTC-IWF, it can restrict the trigger request coming from the unauthorized MTC Servers to prevent the unauthorized MTC servers triggering the MTC Device. When one MTC server needs to communication with a MTC Device, it sends trigger request information to the MTC Security GW, and the MTC server identity and MTC Device identity should be included in the request information or an authenticated identity of its group membership.On receiving the trigger request, MTC Security GW first verifies whether the MTC server is authorised to send trigger requests based on pre-configured information.If the MTC server is allowed to, the MTC Security GW futher interrogates with HLR/HSS to determine whether the MTC server is authorized to trigger a particular MTC device. Based on the subscription of UE, HLR/HSS makes this decision and sends a response to the MTC Security GW. If the response indicates the MTC server is allowed to trigger the UE, the MTC Security GW deliver the SMS trigger message as normal. If either check fails, the trigger request should be rejected.

End of Change
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