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Introduction
In the updated architecture for MTC described in TS 23.682, SME is introduce to represent all kinds of entities that can send device trigger SMS message to an MTC device in general. Interface Tsms encompasses all the various proprietary SMS-SC to SME interface standards, and can be used to send a trigger to a UE encapsulated in a MT SMS as an over-the-top application by any network entity acting as a SME.
As SME is the entity that may send or receive short messages and that may be located in a fixed network, an MS, or an SC (TS 23.040),it dose not limit the trigger message must be sent by an MTC server, and SMSs originated from other types of network entities acting as a SME should also be allowed.
Therefore, it is proposed to clarify that: only trigger indications received from authorized network entities should handled by the network. Meanwhile, the editor note of Solution 2 in clause 7.1.3 is proposed to be removed.
Proposal 
Based on above analysis, it proposes to agree following changes in TR 33.868 v0.7.0.
Start of Change
5.1.3
Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.

It may not be possible to totally prevent an MTC Device from receiving a trigger indication from a fake network. Therefore it should be studied further whether the device trigger could be protected so that the impact of fake device triggers to the battery lifetime and unauthorized tracking of the MTC Device would be minimized.

The system should provide a mechanism such that only trigger indications received from authorized network entities(e.g. MTC Server, MTC Application, entities acting as a SME) will lead to triggering of MTC Devices.

Upon receiving a trigger indication from a source that is not an authorised network entity, the network should be able to provide the details of the source (e.g. address) to the MTC User. 

The system should provide a mechanism to the MTC User to provide a set of authorized network entities.

It has to be ensured that an MTC Device responds only to genuine trigger messages.
The system should ensure that only authentic triggers will be conveyed to the UEs used forMTC. For 3G/LTE system, trigger indication should be integrity protected.
The system should also provide a mechanism that doesn't require continues tracking of location information of the MTC Device by the network. This prevents privacy implications for those MTC Devices that can be linked to an individual and are not under the direct control of the particular individual.
Next Change
7.1.3
For online Device Triggering

For the concluded solutions (solutions in TR23.888 v1.6.0 section 7.2.2 and solutions in TS 23.682 v0.1.0 annex A)), the current UMTS and LTE access security mechanisms (after the security mechanism is activated) can be used to protect the trigger indication on the radio access interface.The current mechanisms do not ensure that the trigger came from an authorized source. 

But in GSM/GPRS network or for user plane based trigger, the trigger indication can only be confidentiality protected using the current security mechanism on the radio access interface.

For UP based triggering, the trigger can only be confidentiality protected using the current access security mechanism on the radio access interface.

In GSM/GPRS network, the trigger can only be confidentiality protected using the current security mechanism on the radio access interface.

In case of GSM/GPRS network or UMTS network using SIM authentication, there is no protection against false triggering on the radio access network.
Editor's Note: For any new SA2 solution on device triggering, SA3 need to do security analysis.
Solution1:Triggering via NAS signalling
The main Device triggering mechanisms currently being considered in SA2 TR 23.888 [10]are triggering via NAS signalling (e.g. a new information element in an existing NAS message or a new NAS message) and triggering via SMS. The SMS trigger may possibly also be sent from the network to the MTC Device using NAS as a transport. In this case, current NAS securitymechanisms can be used to solve the security issue. After NAS SMC, NAS security is activated. All NAS signaling messages should be integrity-protected according to TS 33.401 [13], and therefore current LTE security mechanisms ensure that the trigger indication is not tampered with.In this case the SMS trigger will also benefit from the integrity protection of NAS signalling in LTE.
Source verification needs to be considered which in this context is understood to mean that the MTC Device can verify that the source of the trigger is a valid MTC server. This could be achieved in the following way 

MTC Device trusts the 3GPP network sending the NAS integrity protected trigger. In this case the MTC Device could be configured with identities of trusted 3GPP networks. (Somewhat analogically as trusted non3GPP access networks can be configured in the UE in TS 33.402.) In this context trusted 3GPP network would mean networks which have a secured interface from the MTC server to the 3GPP network, and which are trusted to ensure that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Devices “belonging” to that MTC server. 

When the MTC Device then receives a NAS integrity protected trigger, it can, after verifying NAS integrity protection, check whether the 3GPP network is trusted in the sense as described above. If it is, the trigger can be accepted. If there is no NAS integrity protection of the trigger or if the 3GPP network is not trusted, the MTC Device could discard the trigger or alternatively look deeper into the trigger if end-to-end protection was applied.

Editor's Note: It is FFS how the network elements can distinguish ordinary short messages from short messages for triggering unattended MTC Devices
Editor's Note: The applicability of this solution in roaming cases is FFS. 

Editor's Note: It is FFS if both of the following cases or only one of them are possible, i.e. that the device trusts the home network always to have the external interface in place or whether the device cannot always trust the home network to have the external interface in place.  
Editor's Note: The above solution is intended for LTE, it is FFS how to protect trigger indication in GSM/UMTS. 
Editor's note: The benefits of the proposed solution should be weighed against the cost of increased battery consumption.
An alternative approach is that the MTC server could trigger the MTC Device through aGBA-push process via NAS signalling. 

Solution 2:Solution for fake SMS triggering from normal UEin the same network as MTC device 
The fake triggering SMS can be blocked on the network side. As instructed in the following figure, the SMS-SC can receive short message from MTC Server via Tsms interface (as shown by the green line) or T4 interface (as shown by the blue line) or from SMS-IWMSC (as shown by the red line). 
This solution is to block any SMS to MTC device that comes from SMS-GMSC
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                                                         Figure 7.1.1-X Triggering short message delivery

When SMS-SC receives short message from MTC Server via Tsms, the current external interface security can check whether the MTC Server is authorized to send the trigger to the MTC device. If it is, the SMS-SC continues to send the short message. When SMS-SC receives short message which is forwarded by MTC-IWF via T4 interface, the SMS-SC considered T4 interface is trusted and continues to send the short message. Because the MTC-IWF can authenticate with MTC server and ensure that only the authorized MTC Server  triggers the MTC device according functionality of MTC-IWF defined in TR23.888 and external interface security solution defined in TR33.868. When the SMS-SC receives short message from SMS-IWMSC, it forwards the short message to SMS-GMSC following normal SMS procedure but with a check indication. Then SMS-GMSC forwards the target UE’s identifier in the short message to HLR/HSS and obtains serving MSC/SGSN routing information for the target UE from HLR/HSS. After HLR/HSS receives the target UE’s identifier, it inquries the corresponding subscription data and checks whether the target UE is MTC device based on the target UE’s identifier and inqury result. If the target UE is MTC device, HLR/HSS sends inquiry result or reject indication to the SMS-GMSC/IP-SM-GW and SMS procedure terminates. If the target UE is not MTC device, HLR/HSS sends inquiry result or confirm indication to the SMS-GMSC/IP-SM-GW and SMS procedure continues.
Editor Notes 1: To get clarification from SA2, whether it is possible for the HSS to distinguish the target device is a normal UE or MTC devices. 


Editor Note 3: It is FFS, whether this solution can be combined with home network routing as defined in TR 23.840 so that SMSs from external networks towards MTC devices can also be blocked.

End of Change
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