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1
Introduction
This discussion paper examines some of the mechanisms exploited in the creation of spoofed calls, the current security model surrounding these mechanisms, and the implications they have for practical detection of call spoofing. The intention is to promote discussion regarding what detection and protection mechanisms may be feasible to achieve and, thus, clarify the direction of the study. A pCR is proposed to reflect these questions and findings in the TR.
2
A-Number Spoofing 
As mentioned in the SID, different methods exist for spoofing the A number. In essence, some of these exist because of legitimate use cases for altering the displayed caller ID. Methods commonly mentioned include using a Private Branch Exchange (PBX) or through a VoIP client interfacing with a VoIP provider. 
From the perspective of the terminating network, the exact method used for spoofing the caller ID is of lesser importance, as the effect will be the same. The currently predominant interconnect for voice calls that provides caller ID service uses the ISUP protocol in SS7/C7. During call setup, the A-number is passed as an optional parameter in the ISUP Initial Address Message (IAM). This information is then used by the terminating network to provide the caller ID service to the B-party.
3
Security Model 

The current security model for telephony interconnect is essentially based on a trusted federation. That is, the intention is that only trusted parties can participate in exchange of telephony traffic, and thus the signalling information provided should be possible to trust and the protocols include no specific security mechanisms for protection or validation of the information. However, charging records are used for audit purposes after the fact. It is worth noting that in many respects trust between the involved parties is required to make exchange of traffic meaningful, and trust could, thus, not be replaced with security mechanisms. 
In the specific case of the A-number information passed in ISUP, the originating network needs to be trusted to provide the correct subscriber number among those allocated to the network. It is questionable whether it would be practically feasible to replace this principle with a security mechanism. However, a more interesting case of spoofing is probably where the A-number is spoofed outside of the range allocated to the originating network, e.g., spoofing of a government agency number from a private exchange or VoIP provider, or similar. In this case, the spoofing should, in principle, be detectable by the terminating network if it is directly interconnecting with the originating network. In reality, though, the situation tends to be more complex. The SPUCI contribution S3-110776 described transit scenarios and issues related to trust in origination information, hence much of this reasoning is common to the spoofing issue under consideration here.
3.1
Applicability of existing 3GPP SA3 mechanisms

Towards greater completeness in exposition, we might also consider whether certain security mechanisms developed or employed elsewhere in SA3 work, might be applicable here. For CS (SS7) interconnect TS 33.204, for instance, specifies protection of TCAP through TCAPsec. However, ISUP does not run on top of TCAP, which rules out TCAPsec. The P-Asserted-Identity indicator, used in IMS might be useful for some PS scenarios if the originating network detects subscribers spoofing their identity. But PS is outside of the current scope, and the originating network still has to be trusted to validate information from its subscribers.

4
Implications 

In practice, it is most likely not feasible to make any changes to the relevant SS7 protocols, primarily ISUP, to provide mechanisms for the terminating network to be able to validate the A-number information. Thus, from the perspective of the terminating network alone, under the current situation it appears difficult to solve the spoofing problem with technical means. 
Chances appear to be somewhat better if collaboration between networks is considered. For instance, if number masks are used by upstream providers and transit networks to detect spoofing outside of the downstream number allocations. However, coordination of such efforts can be complicated, cf., filtering of interdomain routing information in the Internet based on information provided in routing registries.
Another option could be to focus on PS interconnect, where it might be more likely possible to introduce new security features. However, PS is outside the scope for the study, and this would likely still lead to spoofing continuing over CS interconnect for the foreseeable future.
5
Conclusions and Proposal
A key question appears to be what protection can be achieved given the current installed base and commensurate difficulty of making any changes to the protocols and mechanisms involved in the CS domain. A pCR below proposes text for the TR to capture some of the points brought up in this contribution.
6
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pCR
*** BEGIN CHANGES ***
4
Spoofed call scenarios
4.1
Background

There are a variety of methods and technologies that can be used to make spoofed calls. The most common ways are probably through leased voice line/PRI or using VoIP technology. Spoofed call is unfortunately an existing method in telecom fraud. In some regions, commonly spoofed IDs are those from authoritative organizations, emergency IDs, bank IDs and police IDs. In other regions, threats include spoofing on voicemail spoofed (privacy threats) and on premium services (commercial threats). Spoofed calls may indeed be terminated in a 3GPP mobile network – an increasing probability and threat. There are several impacts by the spoofed calls.  For example, the existence of spoofed calls lowers the trust level of telecom services, in that people may trust all networks less and less. Fraud can cause substantial loss to users and operators; it enhances the fraud effect by cheating people, and threatens to create bad reputation to also mobile networks and its services. 

In order to detect the spoofed call and to find measures to deal with the problem of spoofed calls, the most suitable methods for this problem need to be studied and described. 
One dimension that affects how difficult it is to detect originating number spoofing is the relationship between the originating and terminating networks. The three following scenarios illustrate this.
4.2
Scenario "Internal Spoofing"
One possible scenario is where the originating party and the terminating party are both subscribers in the same network. This particular case may not be very common, but offers the best possibility to detect spoofing. 
4.3
Scenario "Direct Interconnect"
A second possible scenario is where the originating network and the terminating network are directly connected. As mentioned in the SID, different methods exist for spoofing the A number. From the perspective of the terminating network, the exact method used for spoofing the caller ID is of lesser importance, as the effect will be the same. The currently predominant interconnect for voice calls that provides caller ID service uses the ISUP protocol in SS7/C7. During call setup, the A-number is passed as an optional parameter in the ISUP Initial Address Message (IAM). This information is then used by the terminating network to provide the caller ID service to the B-party.
The current security model for telephony interconnect is essentially based on a trusted federation. That is, the intention is that only trusted parties can participate in exchange of telephony traffic, and thus the signalling information provided should be possible to trust and the protocols include no specific security mechanisms for protection or validation of the information. However, charging records are used for audit purposes after the fact. It is worth noting that in many respects trust between the involved parties is required to make exchange of traffic meaningful, and trust could, thus, not be replaced with security mechanisms. 

In the specific case of the A-number information passed in ISUP, the originating network needs to be trusted to provide the correct subscriber number among those allocated to the network. It is questionable whether it would be practically feasible to replace this principle with a security mechanism. However, a more interesting case of spoofing is probably where the A-number is spoofed outside of the range allocated to the originating network, e.g., spoofing of a government agency number from a private exchange or VoIP provider, or similar. 
In this scenario, it may be possible for the terminating network to determine, with some degree of confidence, which network originated the traffic. Having this information, might further permit the terminating network to detect number spoofing outside of the number ranges allocated to the originating network using, e.g., number masks.
4.4
Scenario "Transit Interconnect"
In a transit scenario, which is likely to be the most common case, it is much more difficult to ascertain with certainty where the traffic originated and, thus, also to determine if the originating number is correct. 
5
Security Requirements for detection
Editor’s notes: This section is intended to provide appropriate security requirements to eliminate or reduce the threats listed in above section.
5.X
Constraints on Candidate Solutions
In addition to the security requirements on possible solutions, some constraints should also be placed on possible solutions to make them feasible in practice. Such constraints include:
1. No modifications to existing SS7 protocols. Given the existing deployed systems it does not appear feasible to base a solution on modifications to some of the existing SS7 protocols. 

Editor's note: The constraint above does not necessarily rule out extensions, as opposed to modifications, e.g.,  similar in spirit those specified for TCAPsec. However, whether such extensions could be expected to be deployed is an open question and FFS.
*** END OF CHANGES ***
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