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Introduction
This pseudo CR updates the description of the KMS-based solution for IMS messaging. Since large parts of text were modified (including addition and removal of sub-sections), the below pCR first shows the old, deleted text, and then the new text. The second change adds an Annex that describes how MIKEY (and therefore also MIKEY-TICKET) is used to transport the parameters required for TLS-PSK.
The main changes are as follows:

· The text on immediate messaging was re-structured and now contains separate descriptions for UEs and list servers (ASs). 
· The descriptions of the S/MIME format and processing and the MIKEY-TICKET profile were moved to a separate Annex (a separate contribution/pCR). The focus is now more on how to use S/MIME with SIP.
· Descriptions on how deferred delivery and message origin authentication can be supported were included.

· An example SIP MESSAGE has been added

· The text on (one-to-one) session based messaging was updated. Session based messaging (i.e.) MSRP is from a key-management perspective very similar to audio and video (i.e. RTP). The main difference is that the former is protected using TLS-PSK and the latter using SRTP. This was not immediately clear from the original text.
· A new section describing session based messaging conferences was added

· A new Annex was added that describes in detail how MIKEY (and therefore also MIKEY-TICKET) is used to transport the parameters required for setting up a TLS-PSK connection.
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8.3.1.1
Immediate messaging

8.3.1.1.1
UE sends a SIP MESSAGE

An UE prepares a protected SIP message as described in Clause 5.3.1.2 of TS 24.247 [9], with the difference that S/MIME is applied for content protection. Here S/MIME refers to the pre-shared-key variant of S/MIME defined in Annex X of this TR, and not the RFC 5751 definition of S/MIME. This variant of S/MIME encrypts and authenticates the MIME content using a symmetric key that is transported inside a TRANSFER_INIT message. An example of a protected MESSAGE is shown below.
MESSAGE sip:user2@domain.com SIP/2.0

Via: SIP/2.0/TCP user1pc.domain.com;branch=z9hG4bK776sgdkse

Max-Forwards: 70

From: sip:user1@domain.com;tag=49583

To: sip:user2@domain.com

Call-ID: asd88asd77a@1.2.3.4

CSeq: 1 MESSAGE
Content-Type: application/pkcs7-mime; 
smime-type=auth-enveloped-data; 
              name=smime.p7m
Content-Length: <length>
***********************************************************
* Content-Type: text/plain                                *
*                                                         *
* All your base are belong to us.                         *
***********************************************************
The UE must make sure that the MIKEY-TICKET inside the TRANSFER_INIT is resolvable by all the intended recipients. Typically, the intended recipient is the URI indicated in the To header field of the request. This is true when:

· The message is sent to another user using an IMPU in the To header field. The UEs registered under that IMPU are the intended recipients of the content.

· The message is sent to a list server using a PSI (Public Service Identity) in the To header field. The PSI is the intended recipient even though it is not the final recipient. This is because the list server hosting the PSI must be able to re-encrypt the content before forwarding it (it is assumed that neither the sending UE nor the KMS knows the members of the list). From the KMS perspective the PSI is seen as one of the list server’s identities.

The only case when the URI in the To header field is not the intended recipient of the content is when:

· The message is sent to a list server and a URI list is included in the message body. The URIs in the URI list are the intended recipients of the content but not necessarily the list server. Since the sending UE knows the identities of the final recipients the list server does not have to re-encrypt the content before forwarding it. If the list server is not included as an intended recipient the URI list must be sent un-protected or protected separately using an additional S/MIME entity.

For efficiency reasons the sender may want to re-use a MIKEY-TICKET in several SIP MESSAGEs sent to the same or different users. This is possible as long as all recipients were listed as authorized resolvers in the ticket request. It is important to be aware though that specifying a very wide group of resolvers may impact security.

Proof-of-origin (or non-repudiation) can be provided by the sender by adding the extension payload described in Annex X to the TRANSFER_INIT message. The extension payload contains a copy of the MAC calculated over the MIME entity and since the origin of the TRANSFER_INIT message is guaranteed, the origin of the MIME entity is guaranteed as well. The downside of providing proof-of-origin is that that the receiver has to do a ticket resolve against the KMS for every message that it receives.

8.3.1.1.2
UE receives a SIP MESSAGE

Upon receipt of a protected SIP MESSAGE, the UE extracts the protected content and hands it over to S/MIME for integrity verification and decryption. The responder also checks if the sender identity reported back by S/MIME matches the identity contained in the From header field. In case the identities differ, the S/MIME identity takes precedence and must be displayed to the user. As described above, this may happen when a list server re-encrypts the content but leaves the From header field intact. The same thing happens when a list server adds its own protected content to a forwarded message (for example the identities of the other recipients). Otherwise the handling is as described in clause 5.3.1.3 of TS 24.247 [9].

Note that deferred delivery can be supported by the UE by using a modified replay cache for TRANSFER_INIT messages.  The replay cache would accept a new entry as long as the cache is not full or if the entry is more recent than the oldest entry (determined from the message timestamp). If the cache is full and the oldest entry is older, the oldest entry is deleted and the new entry is inserted. Furthermore, the size of the cache must be adjusted according to the expected message intensity and the maximum offline time (i.e. the period during which the UE is unreachable).

8.3.1.1.2
List server forwards a SIP MESSAGE to multiple recipients using a PSI

A protected SIP MESSAGE that includes a PSI in the request URI is forwarded by the list server to all the entries in the associated URI list as described in Clause 5.3.3.1 and Clause 5.3.3.2 of TS 24.247. The only difference is that the protected content in the incoming message must be re-encrypted before it is copied to the outgoing message. When the list server decrypts the content it must verify that the sender identity reported by S/MIME matches the identity in the To header field of the incoming message. Provided the verification is successful, the list server re-encrypts the content and sets the MIKEY-TICKET in the TRANSFER_INIT to be resolvable by all the entries in the predefined URI list. The re-encrypted content is then copied to all of the outgoing messages.

8.3.1.1.3
List server forwards a SIP MESSAGE to multiple recipients using a URI-list

A protected SIP MESSAGE with a URI-list included in the multipart body is forwarded by the list server to all the entries in the list as described in Clause 5.3.3.3 and Clause 5.3.3.4 of TS 24.247. There is no need to re-encrypt the protected content since the MIKEY-TICKET inside the TRANSFER_INIT is resolvable by the final recipients.

If the list server includes a URI-list in the outgoing SIP message, as described in RFC 5365 [12], it should be protected using S/MIME. It is possible to encrypt the URI-list once and copy it to all the outgoing messages by using a MIKEY-TICKET that is resolvable by all the recipients.

8.3.1.2 One-to-one session based messaging

In this solution, MSRP sessions are protected using TLS-PSK and MIKEY-TICKET. The PSK used in the TLS handshake is established by performing a TRANSFER exchange as part of the SDP offer/answer. 

MSRP sessions and RTP session are similar in that they are both negotiated through SDP and have associated m-lines. The way the TRANSFER exchange is carried out using the "key-mgmt" attribute therefore remains the same. In fact, if the "key-mgmt" attribute is used at SDP session level, the same TRANSFER exchange can be used to setup up keys for both SRTP and TLS-PSK.

To protect an MSRP session, the offerer sets the protocol identifier to "TCP/TLS/MSRP" and includes a Crypto Session (CS) of type TLS in the TRANSFER_INIT message. The TRANSFER_INIT message is generated in the same way as in the e2e security solution for RTP based traffic, and is added to the SDP as a "key-mgmt" attribute at session or media level. The TEK associated with the CS is the PSK that will be used in the TLS handshake (see Annex X).

MSRP allows several sessions to share the same TCP connection by using the same port value in multiple m-lines. However, since TLS connections cannot be multiplexed, the MSRP sessions must all share the same TLS connection. This causes a problem when MIKEY-TICKET is used since the PSK is specific for each session. To get around this problem, sharing of a TCP connection is not permitted in this solution.

Also note that a TLS connection may span more than one TCP connection if media anchoring is employed and a media gateway is inserted in the media path. This may be required, for example, in order to perform NAT traversal. The media gateway will not have access to the plaintext data and will simply relay the TLS records between the incoming and outgoing TCP connection. In order for this to work, however, both the peers and the media gateway need to support the Connection Establishment for Media Anchoring (CEMA) extension to MSRP defined in [reference].

Since the purpose of this solution is to provide end-to-end security, intermediate nodes cannot be allowed to terminate the TLS connection and access the plaintext media. Therefore, if either peer notices that the other endpoint is not as expected, the MSRP session setup should be aborted. The identity of the other peer is determined from the TRANSFER_INIT/TRANSFER_RESP message and is always verified by the KMS. 

8.3.1.3 Session based messaging conferences

In this case, an MRF/AS acts as a conference server and distributes all messages sent by one participant to all the other participants in the session. Participants can join the conference by sending an INVITE to the conference URI (Public Service Identifier) representing the messaging session.

The conference server shall be configured to only accept TCP connections secured by TLS. In the "dial-in" case, it can enforce usage of TLS by rejecting INVITEs that do not specify TCP/TLS/MSRP as the media protocol. In the "dial-out" case, it can enforce the usage of TLS by specifying TCP/TLS/MSRP as the media protocol. The establishment of the MSRP session is identical to the one-to-one case, except that one UE is replaced by the conference focus.
************* END OF CHANGE 1 ***************
************* START OF CHANGE 2 ***************
Annex X: Setup of TLS-PSK using MIKEY

Although MIKEY [19] only specifies how to establish key data and algorithm settings for the SRTP protocol, it can easily be extended to carry the security parameters needed for setting up almost any kind of security protocol. This Annex describes how MIKEY is used to establish a PSK to be used in a TLS-PSK handshake.

X.1
The TLS Prot Type

A Crypto Session (CS) in MIKEY defines a security association for a specific security protocol, and contains all the required security parameters, such as key data and algorithm settings. Each CS is represented by an entry in the CS ID map info field of the HDR payload. Such an entry has the following format (assuming the GENERIC-ID map type is used):

0                   1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!     CS ID     !   Prot type   !S!     #P      ! Ps (OPTIONAL) ~

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!      Session Data Length      !    Session Data (OPTIONAL)    ~

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!  SPI Length   !                SPI (OPTIONAL)                 ~

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

·  CS ID (8 bits): defines the CS ID to be used for the crypto session 
· Prot Type (8 bits): defines the security protocol to be used for the crypto session. The value is TBD for the TLS protocol.
· S (1 bit): flag that MAY be used by the Session Data. This flag is not used for the Prot Type TLS. The value must be set to '0', but shall be ignored by the receiver.
· #P (7 bits): indicates the number of security policies provided for the crypto session. For the Prot Type TLS, this value shall be set to 0. No security policy is required since negotiation of parameters is included in the TLS handshake.

· Ps (variable length): lists the policies for the crypto session. Since #P=0 for the Prot Type TLS, this field is omitted.
· Session Data Length (16 bits): the length of Session Data (in bytes). For the Prot Type TLS, the length shall be set to 0 as no additional session data is required.

· Session Data (variable length): contains session data for the crypto session. Since length is 0 for the Prot Type TLS, this field is omitted.
· SPI Length (8 bits): the length of SPI (in bytes). For the Prot Type TLS, the length can be set arbtrarily.
· SPI (variable length): the SPI corresponding to the session key to be used for the crypto session. The SPI identifies a specific TGK/GTGK that is used to derive the TEK for the crypto session (the SPI could also identify a TEK directly).

Editor’s note:  Setting #P=0 in both the init and response message is not allowed according to RFC 6043. There are two possible ways to get around this problem. Either we ignore the restriction in RFC 6043 (which really doesn't matter) or we specify a dummy Security Policy for TLS which does not contain any values. 
Editor’s note:  The Prot Type TLS must be registered with IANA 

X.2
Establishing a TLS connection

A CS with Prot Type TLS contains the necessary parameters to perform a TLS-PSK handshake and establish a TLS connection over a reliable transport association (such as a TCP connection).  It is assumed that the transport association can be used to identify the CS (e.g. a TCP connection maps to a certain m line in the SDP which in turn maps to a CS). The parameters that need to be input to the TLS implementation are the following:

· TLS client/server role: the role of each peer is negotiated by means outside of MIKEY (e.g. as part of the establishment of the transport association in SDP). Typically, the client (server) in the transport protocol assumes the role of client (server) in the TLS protocol.
· Set of allowed TLS Ciphersuites: any of the TLS_PSK_* and TLS_DHE_PSK_* Ciphersuites can be used (defined in RFC 4279 and RFC 4285). Other ciphersuites are allowed but they may require additional parameters that are not provided by the CS. 

· PSK identity: this value is not used. The PSK identity is set to the empty string by the client and is ignored by the server.

· PSK identity hint: this value is not used. The identity hint is an optional value provided by the server in the server hello message.
· PSK: The PSK is the TEK associated with the CS. The SPI in the CS points to a TGK or GTGK from which the TEK is derived using the CS ID (and some other parameters). The SPI could also point to a TEK directly.
X.3
Usage with SDP

The TLS CS defined above can be used to establish a TLS connection using the PSK-TLS ciphersuite. The only piece missing is to show how an m-line using a protocol of the form X/TLS/Y (e.g., TCP/TLS/MSRP or TCP/TLS/BFCP) is mapped to such a CS.

RFC 5246 describes how the key-mgmt attribute is used to perform a MIKEY exchange in SDP and how an m-line can be mapped to set of SRTP CSs (one for each SSRC). If the key-mgmt attribute is used at session level then the MIKEY exchange contains CSs for all the m-lines in the SDP and the mapping is based on the order of the m-lines. If the key-mgmt attribute is used at the media level then the CSB only contains the CSs for that m-line. Mixing of session and media level attributes is allowed by 5246 but the expected behaviour is not well defined. Another restriction is that the offerer must know how many SSRCs that the answerer will use for a particular m-line.

The mapping between an X/TLS/Y m-line and a TLS CS is done in the same way as the mapping between and SRTP m-line and a set of SRTP CSs. The only difference is that in X/TLS/Y case, the set is reduced to a single element. 

************* END OF CHANGE 2 ***************
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