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1. Overall Description:

SA3 would like to thank SA2 for the LS in S2-121912 on MSC Selection for MSC in Pool at MME and SGSN. SA3 have discussed the topic and reached the following conclusions on the “question no 3” from CT1 in C1-115219:
Question to SA3: CT1 kindly asks whether there is any privacy or other concerns in using TMSI, as opposed to NRI to the MME, SGSN, and MSC Server.

Answer: TMSI is privacy sensitive. To protect identity confidentiality TMSI should be transferred in protected mode at all times when the signalling procedures permit it, as stated in 33.102. Thus in the general case - including unprotected signalling messages - it would indeed be preferable to use TMSI NRI instead of TMSI.

SA3 understand that CT1 have been discussing a protocol solution where either TMSI or only TMSI NRI is to be included (Presence: Optional) in the un-ciphered Routing Area Update Message, in which P-TMSI is already included (Presence: Optional). It is clear that including TMSI or P-TMSI in any un-ciphered message is unfortunate. However, for the special case that P-TMSI already needs to be included in an un-ciphered signalling message, SA3 has not been able to assess any significant security degradation if including also TMSI in the same message. If on the other hand P-TMSI is not already there, then indeed privacy security is degraded if including TMSI.
For the case that the message is ciphered, there is thus no concern.

2. Actions:

To SA2, CT1, and CT4:
SA3 asks SA2, CT1, and CT4 to take the above response from SA3 into account.  
3. Date of Next TSG-SA WG3 Meeting:
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